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From: Andy Shadrack [ashadra@telus.net]
Sent: Wednesday, February 27, 2013 7:20 PM
To: Commission Secretary BCUC:EX
Cc: alex.atamanenko.c1@parl.gc.ca; alex.atamanenko@parl.gc.ca; 

bchydroregulatorygroup@bchydro.com; bcjoey68@gmail.com; bharper@econalysis.ca; 
bmerwin@mercerint.com; curtis@thermoguy.com; cweafer@owenbird.com; 
david@legalmind.ca; Dennis.Swanson@fortisbc.com; ekung@bcpiac.com; 
electricity.regulatory.affairs@fortisbc.com; fredweislaw@gmail.com; guyleroux2@gmail.com; 
jerryjgf@shaw.ca; kemiles@telus.net; thackney@shaw.ca; lerouxconsulting@shaw.ca; 
ngabana@gmail.com; rhhobbs@shaw.ca; shonnahayes@shaw.ca; support@bcpiac.com; 
support@bcpiac.com; tbraithwaite@bcpiac.com; wjandrews@shaw.ca; zerowaste@shaw.ca; 
gfulton@boughton.ca; Bob Watters; mcgreal@telus.net

Subject: FortisBC Inc Advance Metering Infrastructre CPCN: Documents  filed in response to 
BCSEA/Sierra Club IR#1 questions

Attachments: RDCK to FBC IR1.McLennan.doc

Wednesday, February 27th 
 
Attention Erica Hamilton, Commission Secretary 
 
RE: FortisBC Inc Advance Metering Infrastructre CPCN 
 
Subject: Partial response to FortisBC IR#1 questions 
 
Area D is filing a response to the remaining IR#1 questions posed by FortisBC, noting that Mr 
Mclennan is unable to answer most questions due to ongoing illness. 
 
Respectfully submitted, 
Andy Shadrack 
Director Area D  

C13-34

markhuds
FORTISBC INC ADVANCED METERING INFRASTRUCTURE
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Reference: Exhibit C13-19, Robert McLennan ‘Smart Meters and the 1 
21st Century’ 2 

(a) Please confirm that Mr. McLennan is not a registered professional 3 
engineer. 4 

Response: Confirmed 5 

(b) Please confirm that Mr. McLennan has never previously testified (whether 6 
in written or oral form) as an expert witness before a court or regulatory 7 
tribunal in the fields of: 8 

(b.i) wireless technologies; 9 

Response: Mr McLennan is unable to respond due to illness.   10 

(b.ii) the costs and capabilities of “smart grid technologies” generally; 11 

  Response: Mr McLennan is unable to respond due to illness.  12 

(b.iii) application and network communication protocols, including 13 
metering protocols; 14 

  Response: Mr McLennan is unable to respond due to illness.  15 

(b.iv) metering; 16 

  Response: Mr McLennan is unable to respond due to illness.  17 

(b.v) industrial control and automation systems; or 18 

  Response: Mr McLennan is unable to respond due to illness.  19 

(b.vi) applied cryptography. 20 

  Response: Mr McLennan is unable to respond due to illness.  21 

(c) If in any respect the confirmation requested in 2.1 to 2.2 cannot be 22 
provided, please detail in what respect the statements are in error. 23 

  Response: Mr McLennan is unable to respond due to illness.  24 
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Reference:  Exhibit C13-17-1, Item 16 1 

(d) Please confirm that the following news release 2 
(http://news.verizonwireless.com/news/2011/06/pr2011-06-21w.html) 3 
states the following: 4 

BASKING RIDGE, NJ, and AUSTIN, TX — Verizon Wireless and 5 
Consert Inc., an intelligent load management technology company, 6 
today announced early results from smart grid pilot projects with 7 
Texas-based Bluebonnet Electric Cooperative and Pedernales 8 
Electric Cooperative, both of which are in partnership with the 9 
Lower Colorado River Authority.  10 

Consert utilizes Verizon Wireless’ reliable 3G and 4G LTE networks 11 
to provide real-time communication from a consumer’s electric 12 
meter to the Consert data center.  This highly secure network 13 
delivers fast data speeds and increased efficiencies for utilities.  14 

Designed to create a more reliable electric grid by offering real-15 
time, integrated load management through the pairing of utility and 16 
consumer offerings, the Consert Virtual Peak PlantSM (VPP) 17 
Solution proved to be effective in tests conducted during the state’s 18 
severe winter weather events in February and high daily 19 
temperatures in May.   20 

As part of the pilot programs, both Bluebonnet and Pedernales 21 
utilized the Consert VPP Solution to empower Central Texas 22 
residential and small commercial members to actively monitor and 23 
control their energy usage through a smart Home Area Network 24 
(HAN) installed at their properties. 25 

“The utilities sector is a leader in implementing advanced wireless 26 
technologies by leveraging smart energy grid tools such as the 27 
Consert VPP Solution and the Verizon Wireless network,” said 28 
Anna Bailey, director, sales, utilities and industrial, Verizon 29 
Wireless.  “The real-time communications advantage that Verizon 30 
Wireless provides is a significant point of differentiation between 31 
Consert and its competitors’ capabilities.” 32 

How It Works 33 

Consert establishes a smart HAN on a consumer’s property by 34 
attaching intelligent load measurement and control hardware to 35 

http://news.verizonwireless.com/news/2011/06/pr2011-06-21w.html
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major energy consuming devices, such as heating and air 1 
conditioning systems, water heaters, and pool pumps, and utilizing 2 
programmable thermostats that communicate with a gateway 3 
module residing inside the electric meter.  4 

Through Consert’s proprietary software, pilot participants set daily 5 
energy use profiles, monitor their energy consumption, and 6 
authorize their electric cooperative to cycle their devices off for brief 7 
periods during peak energy consumption events.  8 

Program Successes 9 

Consert’s load management system proved effective in tests during 10 
the severe winter weather Texas faced in February which resulted 11 
in record demands on the electric grid.  Bluebonnet utilized the 12 
Consert VPP Solution to adjust pilot participants’ device settings 13 
within the limits set by their personal energy profiles to run control 14 
events to reduce load.  15 

During these control event tests which spanned eight hours, 16 
Bluebonnet was able to reduce load demand by approximately five 17 
kilowatts per pilot participant, with little or no noticeable impact to 18 
comfort levels.  In addition, early results show that the Consert VPP 19 
Solution has measured and verified a reduction in energy 20 
consumption of up to 17 percent in some participating households.  21 

“Our tests on Consert’s technology during the winter load events 22 
showed the enormous potential of a load management program 23 
that benefits both consumers and utilities,” said Mark Rose, 24 
Bluebonnet chief executive officer.  “Consert’s system reduced 25 
critical load as requested and provided real-time, measurable and 26 
verifiable results.  When used on a broader scale, this technology 27 
will be another way for Texas utilities to address, and hopefully 28 
avoid, future outage scenarios.” 29 

Pedernales tested the Consert VPP Solution in May to determine 30 
the system’s capabilities during pre-summer temperature days.  31 
During its control events, Pedernales was able to adjust pilot 32 
participants’ device settings as permitted to reduce load and test 33 
member behavior to determine the optimum control event duration 34 
in kilowatt reduction to minimize participant opt-outs during control 35 
events. 36 
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“Consert’s solution provides us with the opportunity to leverage 1 
energy consumption during times of peak while enabling our 2 
members to have control of their energy use,” said R.B. Sloan, 3 
Pedernales chief executive officer.  “This pairing of utility and 4 
consumer offerings is critical to enabling viable load management.”  5 

Both pilot programs received great acclaim from residential and 6 
small business consumers who tested the Consert VPP Solution.  7 
Bluebonnet pilot participants surveyed expressed 100 percent 8 
satisfaction with the load management solution and 95 percent of 9 
those surveyed in Pedernales’ pilot program shared their approval 10 
as well.  11 

The success of Consert’s pilot programs throughout the state also 12 
led to an announcement earlier in the week of the company’s 13 
agreement with San Antonio-based CPS Energy that will result in 14 
the reduction of 250 megawatts of peak demand over the next four 15 
years.  Poised to relocate its corporate headquarters and senior 16 
leadership from Raleigh, N.C., to San Antonio in July, Consert will 17 
create over 150 jobs by 2014. 18 

“These pilot programs were pivotal for Consert as we were able to 19 
demonstrate our proprietary technology to enable grid 20 
enhancements and member energy savings for Bluebonnet and 21 
Pedernales,” said Jack Roberts, president and chief executive 22 
officer, Consert.  “We are well positioned with our relocation to 23 
Texas to become an integral part of the state’s future in the electric 24 
grid technology.” 25 

Energy on a Reliable Network  26 

The Consert VPP Solution operates over Verizon Wireless’ 3G and 27 
4G LTE networks which provide data to utilities in real-time enabling 28 
quick load projections and power usage management to effectively 29 
manage load resources. 30 

Verizon Wireless offers wireless and wireline products and services 31 
that provide enterprise and government customers in a variety of 32 
industries with the networking capabilities they require to keep their 33 
organizations running at top speeds today and in the future. 34 

Verizon Wireless and its Business Solutions Alliance provide 35 
leading wireless solutions to meet the challenges of the electrical 36 
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utilities industry.  Smart metering, distribution grid management and 1 
demand response applications backed by the Verizon Wireless 2 
network make smart grid solutions a reality for the utilities industry. 3 

   Response: Mr McLennan is unable to respond due to illness.   4 

   Please confirm that Pendernales Electric Cooperative, which  5 
  previously installed a TWACS PLC system, has piloted wireless   6 
 “3G and 4G LTE networks to provide real-time communication from   7 
 a consumer’s electric meter to the Consert data center.” 8 

   Response: Mr McLennan is unable to respond due to illness.  9 

 Reference: Exhibit C13-17-1,  Item 24 10 

(e) Please confirm that on p. 10 of 34 of the report attached as Item 19, it 11 
states "Overall, Structure found that the AMI technology deployed by 12 
PG&E appears to be 1) consistent with industry standards, based upon 13 
the goals of the AMI implementation and upgrades approved by the 14 
CPUC, and 2) accurate from a metering and billing perspective." 15 

   Response: Mr McLennan is unable to respond due to illness.  16 

(f) Please confirm or explain otherwise that PG&E, after initially starting to 17 
install PLC smart meters, removed them and went to an RF advanced 18 
meter. 19 

  Response: Mr McLennan is unable to respond due to illness.  20 

(g) Please confirm that the AMI technology referred to on p. 10 of 34 of the 21 
report attached as Item 19 were RF advanced meters.  22 

  Response: Mr McLennan is unable to respond due to illness.  23 

Reference: Exhibit C13-17-1 Item 24 – Amended Declaration of Barry 24 
Trower, AHM vs Portland Public Schools, United States District 25 
Court, District of Oregon, Portland Division, December 21, 2011 26 

(h) Please confirm that Mr. Trower’s Amended Declaration was filed by the 27 
Plaintiffs in litigation between AHM, by and through her Guardian ad litem 28 
and father, David Mark Morrison, and David Mark Morrison, individually, 29 
and Portland Public Schools (the AHM Litigation). 30 

  Response: Mr McLennan is unable to respond due to illness.  31 
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(i) Please refer to Attachment RDCK IR1 6.2, which is entitled Memorandum 1 
in Support of Portland Public Schools’ Motion to Exclude or Strike 2 
Plaintiffs’ Expert Reports (the Defendants’ Memorandum).   3 

(i.i) Please confirm that the Defendant in the AHM Litigation applied to 4 
strike several declarations filed on behalf of the Plaintiffs including 5 
the declarations of Mr. Trower, Curtis Bennett and David Carpenter. 6 

  Response: Mr McLennan is unable to respond due to illness.  7 

(i.ii) Please confirm that the Defendants’ Memorandum stated at p. 29: 8 
“Because Mr. Trower is not qualified to offer an expert opinion, and 9 
his expert opinions are neither reliable nor relevant, his declaration 10 
and reply declaration should be struck from the record”.  11 

  Response: Mr McLennan is unable to respond due to illness.  12 

(j) Please refer to (a) Attachment RDCK IR1 6.3(a), which is entitled Motion 13 
Hearing Transcript of Proceedings Before the Honorable Michael W. 14 
Mosman, United States District Court Judge, and (b) Attachment RDCK 15 
IR1 6.3(b), which is a Judgment in the AHM Litigation dated July 24, 2012. 16 

  Response: Mr McLennan is unable to respond due to illness.  17 

(j.i) Please confirm that the AHM Litigation was dismissed with 18 
prejudice. 19 

  Response: Mr McLennan is unable to respond due to illness.  20 

(j.ii) Please confirm that the AHM Litigation was dismissed by the United 21 
States District Court because the RF levels emitted by the Portland 22 
Public School Wi-Fi networks are below the limits established by 23 
the FCC. 24 

  Response: Mr McLennan is unable to respond due to illness.  25 

(j.iii) Please confirm that the motions to strike were denied as moot. 26 

  Response: Mr McLennan is unable to respond due to illness.  27 

Reference: Exhibit C13-19, Robert McLennan ‘Smart Meters and the 21st 28 
Century’ 29 

(k) Please confirm that Mr. McLennan is the Chairman and President of the 30 
Kaslo Infonet Society. 31 
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Response: Mr McLennan resigned from these positions after suffering a 1 
heart attack in October 2012. 2 

(l) Please confirm that the Kaslo Infonet Society is a society which installs 3 
and provides wireless (RF) internet services in the Kaslo area including 4 
the Lardeau Valley, Fletcher Falls, Shutty Bench and Schroeder Creek. 5 

Response: Kaslo Infonet Society (KiN) did install and provide wireless 6 
internet services as described above, but has been involved in discussing 7 
conversion to installation of fibre optic network with the Corporation of the 8 
Village of Kaslo and Columbia Basin Broadband Corporation for about a 9 
year now.  10 

(m) Please confirm that Mr. McLennan’s employment with the Kaslo Infonet 11 
Society included a position as Wireless Network Engineer in which he 12 
designed a wireless network for installation of wireless equipment in 13 
customer homes. 14 

Response: confirmed, but Mr McLennan was also the lead person at KiN 15 
in discussion concerning conversion to fibre optic from wireless.  16 

(n) Please confirm that Mr. McLennan’s work for Kaslo Infonet Society is in 17 
relation to providing wireless (RF) internet network services to the 18 
surrounding community. 19 

Response: Confirmed, but as a direct result of dealing with problems of 20 
wireless in heavily forested, hilly and mountainous terrain Mr McLennan 21 
was looking to the future and supporting conversion to a fibre-optic 22 
system. 23 

(o) Please provide Mr. McLennan’s explanation as to how he reconciles his 24 
contribution to the installation of wireless equipment in customer homes 25 
with his statements at p. 3 of his report (“As an aside, over the years, too 26 
many of my associates in wireless and radar, since I was 20 (I’m now 73) 27 
have died of cancer, primarily brain cancer. There is a correlation there.”); 28 
at p. 6 of his report (“I believe that over the next few years the Canadian 29 
stance on electromagnetic radiation is going to change with much lower 30 
acceptable radiation levels.”); and at p. 9 of his report (“I don’t believe that 31 
the wireless radio systems we have available to us right now will be here 32 
for more than 10 years at the most.”) 33 

Response: Area D invited Mr McLennan to participate as an expert witness for Area D 34 
because of his 53 years of experience with wireless, after Area D was made aware of 35 
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problems with BC Hydro's smart meter deployment and it's impact on certain small 1 
community Wi-Fi systems. 2 

As FortisBC knows from the meeting Mr McLennan and Andy Shadrack had in August 3 
2012 at no time did either raise health issues, rather what was of primary concern to Mr 4 
McLennan was technical deployment issues and the potentiality to disrupt KiN's service 5 
in Kaslo and Area D. 6 

As Mr McLennan learnt more and more about FortisBC's proposed deployment he 7 
became increasingly concerned about potential health impacts and began to read more 8 
and more about those potential health impacts. 9 

One of the last things Area D talked about before Mr McLennan filed his evidentiary 10 
statement and submitted his evidentiary documents was his reflection on his own life 11 
experiences with wireless and the fact that many of those who had worked with him in 12 
radar installations when he was in the Canadian Armed Forces had died of cancer.     13 

 Reference: McLennan C13-19, p. 1.  “The current system could 14 
not manage its demand-supply equation effectively. The system was 15 
designed to create and inventory a commodity from which the consumer 16 
could draw upon with impunity. Just turn on the switch.” 17 

 Response: Mr McLennan is unable to respond due to illness.  18 

(p) Please explain how the current system can “inventory” electricity.  19 

   Response: Mr McLennan is unable to respond due to illness.  20 

Reference: McLennan C13-19, p. 2.  “This was the primary benefit to the 21 
utility in that they could plan generation on an aggregate 22 
basis.” 23 

(q) Please explain how advanced meters allow a utility to plan generation on 24 
an aggregate basis. 25 

  Response: Mr McLennan is unable to respond due to illness.  26 
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Reference: McLennan C13-19, p. 2.  “The upshot of the use of the smart 1 
meter was the ability to create time and use tiers though 2 
which, at peak times, the user would be billed at higher rates. 3 
It would also be possible to bill at lower rates during periods 4 
of lower demand. I have not heard of that being done, but it is 5 
possible.” 6 

(r) Please file FortisBC residential electric tariff Schedules 1 and 2A. 7 

  Response: Mr McLennan is unable to respond due to illness.  8 

(s) Please confirm that the “off peak” TOU rate in Schedule 2A is 5.554 cents 9 
per kWh, which is less than both of the stepped rates in Schedule 1 at 10 
8.803 and 12.952 cents per kWh. 11 

  Response: Mr McLennan is unable to respond due to illness.  12 

Reference: McLennan C13-19, p 3.  “The major wireless issue, in my mind, 13 
is not so much with the use of the smart meters, but in the 14 
methods in which they are deployed. These methods promote 15 
the EMR glut, something I moved to a rural community to 16 
escape. In engineering terms the methods used are not an 17 
‘elegant’ design. (24)”   18 

Response: Mr McLennan is unable to respond due to illness.  19 

(t) Please confirm Mr Shadrack’s statement in the cover letter that some 20 
wireless providers are using the same 900 MHz band that the proposed 21 
advanced meters will use. 22 

Confirmed. 23 

Reference: McLennan C13-19, p 3.  “First off, I do not agree with the ISM 24 
(industrial, scientific and medical) band being used as a 25 
corporate communications media.” 26 

(u) Please indicate if each of the following applications is using an ISM band 27 
as a “corporation communications media”.  For each, please indicate 28 
whether Mr. McLennan considers it to be an acceptable use of the band 29 
and his reasons for considering it to be acceptable or unacceptable. 30 

(u.i) Use by small and medium size for-profit Wireless Internet Service 31 
Providers. 32 

  Response: Mr McLennan is unable to respond due to illness.  33 
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(u.ii) Infrastructure SCADA monitoring by governments (of water, traffic 1 
control, etc.) 2 

  Response: Mr McLennan is unable to respond due to illness.  3 

(u.iii) Cordless phones in offices of for-profit companies. 4 

  Response: Mr McLennan is unable to respond due to illness.  5 

(u.iv) Wi-Fi in offices of for-profit companies. 6 

  Response: Mr McLennan is unable to respond due to illness.  7 

(u.v) Cordless microphones used onstage by musical artists. 8 

  Response: Mr McLennan is unable to respond due to illness.  9 

Reference: McLennan C13-19, p. 4. “Those Wireless Internet Service 10 
Providers, those community not-for-profit entities, who also 11 
provide service within those ‘low-band’ frequency channels, 12 
are also complaining about interference. Specifically, in both 13 
cases, the frequencies between 902 and 928 Mhz.” 14 

(v) Are the Wireless Internet Service Providers referred to alleging that they 15 
receive interference from advanced meters engineered systems with 16 
suitable RF fade margin?  17 

Response: Confirmed. 18 

Reference: McLennan C13-19, p. 4. “Mhz stands for Million-hertz. Hertz is 19 
a more recent term for cycles per second (cps). The higher 20 
frequency bands are designated in Ghz . Ghz stands for Million 21 
Million-hertz.”   22 

(w) Please confirm that MHz refers to megahertz. 23 

  Response: Mr McLennan is unable to respond due to illness.  24 

(x) Please confirm that GHz refers to gigahertz.  Please confirm that 1 GHz 25 
equals 109 Hz (thousand million hertz). 26 

  Response: Mr McLennan is unable to respond due to illness.  27 
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Reference: McLennan C13-19, p. 4. “The utilities are regulated on the 1 
basis of return on investment on invested capital, or at least 2 
that is how it was explained to me when I took economics 3 
courses at SFU (Beneficial Monopoly). That is the way the 4 
aviation market was until it was deregulated in the 1980s and 5 
1990s.They could assume practically any pricing and costing 6 
model desired to accommodate high tariffs, knowing that 7 
under government regulation, profits would follow.” 8 

(y) Please state how the regulatory compact that applies to FortisBC allows 9 
“any pricing and costing model desired to accommodate high tariffs”.   10 

  Response: Mr McLennan is unable to respond due to illness.  11 

Reference: McLennan C13-19, p. 5. “I do not believe it is necessary to use 12 
RF energy at all. It is possible, based on the research I have 13 
done, and more economically feasible, to use a wired 14 
connection between a customer and the utility, no matter the 15 
system used by the utility.” 16 

(z) Please provide Mr. McLennan’s research demonstrating that it is more 17 
economical to use wired technology to read customer electric meters than 18 
wireless technology when comparing wired and wireless systems with 19 
similar functionality with respect to metering (including remote disconnect), 20 
bandwidth, latency, and the ability to support other applications on the 21 
network. 22 

  Response: Mr McLennan is unable to respond due to illness. Please see  23 
 the evidence filed by Mr Shadrack in the proceeding. 24 

Reference: McLennan C13-19, p. 5. “Again, based on my research, all 25 
utilities currently use a wired direct billing technology with 26 
large users, specifically corporate users, of electrical power.” 27 

(aa) Please clarify what is meant by “wired direct billing technology”. 28 

  Response: Mr McLennan is unable to respond due to illness.  29 

(bb) Please provide evidence that all utilities use wired direct billing technology. 30 

  Response: Mr McLennan is unable to respond due to illness.  31 

(cc) Please comment on the ongoing monthly costs to lease and service 32 
physical optic fibre or copper wired system and whether this cost scales 33 
from a large wholesale customer to an average residential user.   34 



FortisBC Inc. (FortisBC or the Company) 

Application for a Certificate of Public Convenience and Necessity 

for the Advanced Metering Infrastructure Project 

Submission Date: 

February 7, 2012 

Information Request No. 1 to Electoral Area D Regional District Central Kootenay (RDCK) Evidence (Exhibit C13-17; C13-17-1; 
C13-18; C13-19) 

Page 12 

 

   Response: Mr McLennan is unable to respond due to illness.  1 

Reference: McLennan C13-19, p. 5. “I do not believe that the current 2 
emphasis on the use of wireless smart meters is in fact 3 
warranted. It does nothing to balance the demand-supply 4 
equation. It does nothing to enhance the use of renewable 5 
resources such as wind or solar generation by the utility since 6 
large scale base-band energy production is the mean.”   7 

(dd) Please explain how wired technologies address the limitations that are 8 
purported in this statement to be associated with wireless technologies. 9 

  Response: Mr McLennan is unable to respond due to illness.  10 

Reference: McLennan C13-19, p. 5. “There are a number of Spread 11 
Spectrums being used in the world. The first of these was the 12 
FHSS technology noted above, which is still produced today, 13 
although it is considered obsolete and an inefficient method of 14 
moving data.” 15 

(ee) Please confirm that FHSS technology is used in many currently 16 
manufactured products, including Bluetooth devices, baby monitors, 17 
cordless phones and tens of millions of smart grid devices. 18 

Confirmed, but there are also wired options available too, such as corded 19 
phones for example.   20 

(ff) Please confirm that usage of the word “inefficient” in the quoted passage 21 
is in reference to the amount of data (bits) carried on a fixed bandwidth 22 
(Hz) and not to other metrics which may be important to non-broadband 23 
users of the spectrum. 24 

  Response: Mr McLennan is unable to respond due to illness.  25 

Reference: McLennan C13-19, p. 6. “FHSS was initially promoted as being 26 
totally secure and unhackable. That was true in the 1960s and 27 
1970. That is not the case now. They may be difficult to 28 
intercept and decode, but not impossible now. A modern 29 
laptop with frequency capture capability could capture, scan 30 
and break the FHSS smart meter technologies within minutes.” 31 

(gg) Please confirm, as described in section 8.4.3 of the Application, that the 32 
FHSS technique employed as part of the RF LAN technology ensures 33 
both security and integrity of the data, and that additional security 34 
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measures employed include the use of dedicated Signing and Encryption 1 
System and Decryption and Key Update System appliances, the use of 2 
Advanced Encryption Standard 128 bit key and Elliptical Curve 3 
Cryptography 284 bit key, and the use of a Security Event Manager to 4 
identify intrusions and attacks on the network? 5 

  Response: Mr McLennan is unable to respond due to illness.  6 

(hh) Please explain in detail how a user with a modern laptop could capture, 7 
intercept and subsequently decode transmissions from an FHSS smart 8 
meter that employs advanced authentication and authorization protocols 9 
for access to the network in addition to Head End System data encryption. 10 

  Response: Mr McLennan is unable to respond due to illness.  11 

Reference: Exhibit C13-17-1  Item 9 12 

(ii) Please confirm that the conclusion of the study was that FHSS provides 13 
only a minimal amount of security and should not be relied on as a 14 
security mechanism for RF networks.  15 

  Response: Mr McLennan is unable to respond due to illness.  16 

(jj) If confirmed, what other measures can be utilized to achieve a suitable 17 
level of security?   18 

Response: Mr McLennan is unable to respond due to illness.  19 

(kk) Are use of dedicated Signing and Encryption System and Decryption and 20 
Key Update System appliances, the use of Advanced Encryption Standard 21 
128 bit key and Elliptical Curve Cryptography 284 bit key, and the use of a 22 
Security Event Manager to identify intrusions and attacks on the network 23 
examples of suitable security measures that can enhance those already 24 
inherent in FHSS?  If not, why not?  25 

  Response: Mr McLennan is unable to respond due to illness.  26 

(ll) Please confirm that FortisBC is not only relying on frequency-hopping 27 
spread-spectrum for security but has stated including at p. 136 of Exhibit 28 
B-1 that it is also using encryption as recommended in the article attached 29 
in Item 9. 30 

  Response: Mr McLennan is unable to respond due to illness.  31 

(mm) Please review Table 5.1b of Exhibit B-1 and confirm that Meter Reading 32 
savings exceed New Operating Costs. 33 
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  Response: Mr McLennan is unable to respond due to illness.  1 

Respectfully submitted 2 

Andy Shadrack 3 

Director Area D 4 




