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(f)

While observing that it is premature to talk about a third round of IRs when it has not yet seen FortisBC's
responses to IRs 1 and 2, CEC/BCMEU presently believes two rounds of Information Requests will be sufficient,
assuming the responses provided by FortisBC are "fulsome". [T1:47]

BCPSO suggests that a third round of IRs could be useful if it could reduce the days of oral hearing. In BCPSO's
view, the usefulness of a third round depends on the responses to both IRs 1 and 2. [T1:53-54]

BCSEA points out that a third round of IRs is not normal and that there does not appear to be a need for a third
round at this time. However, it also comments that a third round of IRs may have some benefit depending on
the responses to IRs 1 and 2, particularly if an IR3 was an alternative to having matters raised at an oral hearing.
[T1:57]

FortisBC opposes a third round of information requests, submitting that there is already a considerable burden
on the utility and correspondingly its ratepayers in dealing with the two rounds of Information Requests from
both the Commission and Interveners that are presently set out in the schedule. FortisBC's counsel advised the
Commission that approximately 1,500 Information Requests had been made to FortisBC and a further round
[IR2] was contemplated. [T1:24]

Commission Determination

The reasons the Commission Panel has given for refusing an extension to the date for filing of Intervener IR2
apply to the CSTS's request for a third round of IRs as well.

)

There has been a large volume of Information Requests at this time, with further Information Requests to be
filed in round two on November 23'd. As BCSEA has pointed out, it is not usual for the Commission to allow a
third round of IRs in its proceedings. However, the Panel finds merit in the submissions that it may be
premature to decide the need for a third round of IRs without Interveners having the opportunity to review the
FortisBC responses to IRs 1 and 2.

Accordingly, the Commission Panel is not prepared to order a third round of IRs at this time. If, following its
review of the responses to IRs 1 and 2, an Intervener believes a further round of IRs is necessary, it can make the
request at that time. The request is to be made no later than Friday, December 21,2012.

2.4 Health, Security and Privacy Matters

BCSEA's Exhibit C4-5 provides the following definitions of health, security and privacy:

o Health includes the health effects of the wireless radio frequency network component of the AMI
Project, and the RF-LAN and ZigBee transmissions to and from the meter, as well as wireless
transmissions between the collection system and the head-end.

Security includes the potential unauthorized interception of information (utility information, not just
personal information) and includes interception by FortisBC of information belonging to a customer or
by a customer of utility information not just interception by third parties.

Privacy includes the collection and use of information only for its intended and authorized purpose and
what those intended and authorized purposes should be.

FortisBC AMI (PCN - Amended Regulatory Timetable
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FortisBC accepts the definitions of health and security as put forward by BCSEA in Exhibit C4-5 for the purposes
of the oral hearing. However, it views the privacy concerns as quite limited in nature in the sense of being
discrete and narrow and submits they can be addressed through written evidence and parties' submissions on
that evidence. Further, FortisBC states a large part of the privacy issue really relates to what are the applicable
laws that may pertain and govern what FortisBC is doing to ensure the privacy of the information and this
matter is more suited for written legal argument. [T1:2S]

BCPSOsubmits concerns about health and privacy should be examined in an oral hearing. [T1:54] BCSEA also
submits that privacy, along with health and security issues proceed by way of an oral hearing. [Tl:S9]

CSTSstates that the issues of security and privacy can cause some confusion. It divides the issues into those of
fire, hacking for the purpose of interfering with electricity supply and hacking for the purpose of obtaining
private information. Further, it recognizes that there are also the legal issues dealing with FortisBC's proposed
collection of information. [T1:73-74] In its written submission, CSTSincludes expert evidence on security risks,
including fire risks, as a subject for the oral hearing. [Exhibit C9-3, p. 2]

CECsupports the review of health and security by way of an oral hearing. As for the privacy issue, it is
indifferent as to the nature of the hearing. It submits that the privacy issue will certainly be a matter for legal
argument and that the privacy issue will not likely be a subject of cross-examination by it at the oral hearing.
[T1:48]

Commission Determination

1/
The Commission Panel has considered the definitions of health and security provided by BCSEAin Exhibit C4-5
and adopts these definitions for the purposes of scoping the oral hearing issues on health and security.

While evidence concerning health will be considered as part of this hearing, the Commission Panel reminds all
parties that it has no jurisdiction over regulations made by Health Canada and other agencies. Accordingly, it is
not within the Commission's mandate to consider any changes to these regulations.

The Commission Panel accepts that security and privacy have different characteristics and determines that
security will be addressed in the oral hearing. However, it also agrees with FortisBC that the issue of privacy can
best be addressed in the context of a written hearing. While there may be evidentiary issues relating to the use
FortisBC makes of the information it obtains, these issues can be dealt with through written evidence and the IR
process. The laws that govern FortisBC's use of the information are a matter for legal argument. Therefore,
issues of privacy, which the Commission Panel considers relate to the FortisBC use of the information it may
receive, will proceed by way of a written review process.

2.5 Financial and Operations Matters

While acknowledging that the Commission Panel's preliminary determination to review financial and operations
issues by a written process can be changed, FortisBC supports the written review of those matters. It submits
that addressing those matters through a written process is a very reasonable approach that lends itself to an
efficient process, since many of these items are highly technical in nature, involve numbers and particulars and
can conveniently be addressed in written form. [T1:28]

FortisBCAMI CPCN- Amended Regulatory Timetable
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Executive Summary
This document provides the utility industry and vendors with a set of security requirements for
Advanced Metering Infrastructure (AMI). These requirements are i~tended to be used in the
procurement process, and represent a superset of requirements gathered from current cross-
industry accepted security standards and best practice guidance documents.

This document provides substantial supporting information for the lise of these requirements
including scope, context, constraints, objectives, user characteristics, assumptions, and
dependencies. This document also introduces the concept of requirements for security states and
modes, with requirements delineated for security states.

These requirements are categorized into three areas: 1) Primary Security Services, 2) Supporting
Security Services and 3) Assurance Services. The requirements will change over time
corresponding with current security threats and countermeasures they represent. The AMI-SEC
Task Force presents the current set as a benchmark, and the authors expect utilities and vendors
to tailor the set to individual environments and deployments.

While these requirements are capable of standing on their own, this document is intended to be
used in conjunction with other 2008 deliverables from the AMI-SEC Task Force, specifically the
Risk Assessment, the Architectural Description, the Component Catalog (in development as of
this writing), and the Implementation Guide (to be developed late 2008). This document also
discusses the overall process for usage of this suite.

AMI System Security Specification vl.0 Pagei
Page 2 of 111
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RFP
5.13.2 On Going Training (I)

Following implementation, FortisBC requires that formal refresher training take place at a
FortisBC designated location. Training should address FortisBC specified topics. It is
expected that the Vendor will supply a qualified, knowledgeable instructor(s).

In addition, the Vendor must repeat a training session at no additional cost to FortisBC if a
majority of the trainees lack the skills or fail the evaluation at the end of the training.

a) The Proponent is asked to provide information to indicate their understanding of this
requirement and any details on best practices that have been utilized with other
utilities.

b) The Proponent should declare if they offer webinar sessions to users and if there is a
cost for these sessions.

c) The Proponent is asked to describe any training available with new releases or
upgrades.

5.14 Support (I)

a) Proponent should provide description of their intended support for the AMI system,
including the following:

i. Location(s) of support personnel
ii. Hours of support
iii. Organizational structure of support team(s)
iv. Support escalation process.

It is anticipated that support will follow a tiered structure whereby the utility will describe a
support item complete with priority (e.g. High, Med, and Low).

b) The Proponent should describe their tiered structure and the guaranteed time to respond
to and resolve issues within the different levels of priority.

5.15 AMI System Security (Cl)

II FortisBC requires that the AMI system have, as a minimum, end-to-end protection against cyber
attack and unauthorized intrusions.

a) The Proponent should describe its organization's approach to security throughout the
company - how it is managed, operated, continuously monitored and assured, and how it
responds to issues.

b) The Proponent should describe how its AMI solution supports a segmented network
infrastructure, where the solution as a whole is firewalled off from the corporate network
or within the AMI environment itself.

c) FortisBC requires that periodic architecture reviews be conducted to ensure that no
cyber risks are introduced as the AMI project progresses. The Proponent should
describe any security architecture reviews completed by a third party security audit firm
within the last 12 months. Please identify the scope of each assessment and how your
organization is responding to the results.
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d) The Proponent should describe any cyber risk assessment of the AMI system (within 12
months on the AMI system being proposed). Please identify the scope of each
assessment and how your organization is responding to the results.

e) FortisBC requires that all vendors align with our Corporate Management and Protection
policies and standards and applicable industry standards and regulatory requirements.
Are there any concerns with meeting our policies and standards and how does your
organization prepare and respond to regulatory impacts?

f) The Proponent should describe how its AMI systems support the following standard
security practices:

i. Encryption at rest and in transit for sensitive information, including key
management and speed of key distribution.

ii. User access to head end and network communication devices.
iii. User and system access for field devices.
iv. Role-based access control and support for centralized user management with

active directory.
v. Patch Management process and assurance for updating all system devices;

provide testing information of time and validation for all device patching/updates.
vi. Device event logging and how logging can be utilized for response processes.

g) The Proponent should describe how its AMI ensures against loss or tampering of data
including:

i. Data integrity so that the reading on the meter, 10 numbers, and other data are
always correct,

ii. Data security in the transmissions of Meter Reads and customer data such that it
cannot be intercepted or accessed by unauthorized parties,

iii. Immunity from outside electromagnetic interference as well as from fading and
other forms of signal degeneration or attenuation,

iv. Data encryption capabilities,
v. MAC address filtering,
vi. DHCP (dynamic host configuration protocol),
vii. NAT (network address translation),
viii. Built-in firewall protection,
ix. User authentication (CHAP) capabilities,
x. Password access (PAP) functionality,
xi. Centralized password repository (global, regional, cluster or unit remote

updates),
xii. Bandwidth restrictions (limited data rate per unit),
xiii. Traffic analysis restrictions (watch for irregular traffic flows),
xiv. Automatic "call home" modems,
xv. ACL (access control lists),
xvi. Traffic logging.

h) The Proponent is asked to:
i. Identify what AMI security work groups that they are involved in.
ii. Provide documentation of security and vulnerability testing in their AMI network.
iii. Describe knowledge and experience pertaining to AMI security testing,

regulations, and guidelines.
iv. Provide details on security platform which has been proposed and is

implemented at a utility today.
v. Describe what security standards that the product complies with.
vi. Describe what security certifications that the product complies with (eg. Achilles

Certification) .

)
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FortisBC Inc. (FortisBC or the Company)

Submission Date:
Application for a Certificate of Public Convenience and Necessity

November 9,2012
for the Advanced Metering Infrastructure Project

Response to British Columbia Pensioners' and Seniors' Organization et. al. (BCPSO)
Page 18

Information Request (IR) No.1

1 Please refer to the response to BCUC IR No. 1 08.1.3 for incremental Customer Portal
2 Integration costs. Total Customer Information Portal-related computer software
3 (licenSing/installation/integration) costs are embedded in line 1 (Third Party Software and
4 Services), and line 4 (System Integration) of Table 5.1.a (page 70) of the CPCN Application.
5 While the overall costs related to these categories are as stated in the table, total Customer
6 Information Portal-specific costs cannot be accurately separated from other costs.

7
8

9
10

30.2 Please break these costs down so as to separate out computer equipment costs,
computer software and communications equipment.

11 Response:

12 Please refer to the response to BCPSO IR No.1 030.1.

13
14

15 31.0 Reference: Exhibit 81, Tab 4, pages 53 - 54

16
17

31.1 Will FortisBC ultimately own/operate the MOMS repository? If not, will this be
Itron's responsibility?

18 Response:

19 Yes, once the project is complete, ownership and operation of the MOMS repository will be with
20 FortisBC.

21
22

23
24

31.2 In both instances (MOMS and AMI) was ltron's the lowest (compliant) cost bid?
If not, on what basis was it considered superior and selected?

25 Response:

26 In the instance of the MOMS RFP, Itron was the lowest cost proposal. In the instance of the AMI
27 (Hardware) RFP Itron was the second-lowest cost proposal.

28 FortisBC selected Itron as the vendor in both RFPs after considering total capital cost, operating
29 cost and system functionality.

30
31
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FortisBC Inc. (FortisBC or the Company)
Submission Date:

Application for a Certificate of Public Convenience and Necessity
December 14, 2012

for the Advanced Metering Infrastructure Project

Response to British Columbia Sustainable Energy Association (BCSEA)
Page 3

Information Request (IR) No.2

E-/5' ®

ResQonse:

2 Confirmed.

3
4

5
6

7

8 ResQonse:

9 Confirmed.

10
11

76.2.4 An In-Home Display might or might not be connected to other In-Home
Devices.

12 77.0 Topic: Function of Zig8ee board in meter

Reference: Exhibit 8-11, 8CSEA IR#1 15.6.6, page 50

."Fortis8C expects AMI meters to be the Zig8ee network coordinator controlling the
formation and security of the Zig8ee HAN network. Fortis8C believes this to be the case
in Texas as well.

) 13

14
15
16

17
18
19

20

21
22
23

24

The Zigbee addressing scheme is capable of supporting more than 64,000 nodes per
network and multiple network coordinators can be linked together to support extremely
large networks.

The Itron meter supports up to 10 registered HAN devices."

77.1 Please provide more information about the function of the Zig8ee board in the
meter as the "coordinator" of a home area network (HAN) consisting of one or
more In-Home Devices.

25 Response:

26 Every Zig8ee mesh network must have one device that is the network coordinator. The
27 coordinator sets the channel on which the network operates, and manages the device
28 provisioning process. In a Zig8ee Smart Energy network, the coordinator may also be a Trust
29 Center, providing Smart Energy secure authentication of devices on the network, or the
30 coordinator may delegate Trust Center responsibilities to another device on the network.
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FortisBC Inc. (FortisBC or the Company)
Submission Date:

Application for a Certificate of Public Convenience and Necessity
December 14, 2012

for the Advanced Metering Infrastructure Project

Response to British Columbia Sustainable Energy Association (BCSEA)
Page 4

Information Request (IR) No.2

1 Itron's CENTRON meter is always both a coordinator and a Trust Center. Other devices on the
2 network must be either a router, or an end-device on the network.

3
4

5

6

77.1.1 Is the coordinator limited exclusively to registering devices on the HAN?

7 Response:

8 Yes.

9
10

11
12

13

77.1.2 Does the coordinator authorize communication between one In-Home
Device and another In-Home Device on the HAN?

14 Response:

15 Authorizing key establishment and communications between devices on the HAN is the role of
16 the Trust Center in a ZigBee Smart Energy network. Itron's CENTRON meter is both a ZigBee
17 coordinator and a Trust Center. As a Trust Center, the CENTRON has configurable
18 authorization policy which can be set to either allow or disallow direct communications between
19 devices on the HAN. By default, the CENTRON allows devices to establish communications
20 with each other.

21
22

23
24
25

26

77.1.3 Does the coordinator store any information other than authentication
data? Please list the types of information that would be stored in the
Zig Bee board in the meter.

27 Response:

28 As the coordinator, the meter's ZigBee stack will store information about devices which have
29 joined the network, their MAC addresses, and their 10 on the ZigBee network (called a "PAN
30 10"). At the application level, the CENTRON meter also maintains communications logs and
31 event logs which store, for example, communications between devices, communications
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FortisBC Inc. (FortisBC or the Company)
Submission Date:

Application for a Certificate of Public Convenience and Necessity
December 14, 2012

for the Advanced Metering Infrastructure Project

Response to British Columbia Sustainable Energy Association (BCSEA)
Page 5

Information Request (IR) No.2

1 statistics, and relevant events, such as demand response event start notifications, text message
2 acknowledgements, and demand response opt-out notifications.

3
4

5
6

7

77.1.4 For clarity, please confirm that the Zig8ee system requires at least one
device on the home area network to serve the "coordinator" function.

8 Response:

9 Please refer to the response to 8CSEA IR No.2 077.1.

10
11

12
13
14

15

77 .1.5 Please confirm that there is one and only one Zig8ee Coordinator for a
HAN. Please confirm that if the Smart Meter is the Zig8ee Coordinator,
then no other HAN device can be a Coordinator for that HAN.

16 Response:

17 Confirmed. Please also refer to the response to 8CSEA IR No.2 077.1.

18
19

20
21

22

77.1.6 Please describe all the functions that the Coordinator in the Itron meters
will perform for the system proposed by Fortis8C.

23 Response:

24 The Itron CENTRON meter's Zig8ee stack will perform all the functions of a Zig8ee network
25 coordinator, including:

26
27
28
29
30

• Set a channel to operate on (Zig8ee operates on channels 11 - 25);
• Respond to "beacon requests' from Zig8ee devices searching for networks;
• Manage device provisioning, at the network layer, onto the Zig8ee network; and
• Maintain information about the devices which have successfully joined the Zig8ee

network.
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FortisBC Inc. (FortisBC or the Company)
Submission Date:

Application for a Certificate of Public Convenience and Necessity
December 14, 2012

for the Advanced Metering Infrastructure Project

Response to British Columbia Sustainable Energy Association (BCSEA)
Page 6

Information Request (IR) No.2

1
2

3

4

77.1.7 Please explain the purpose of a Trust Center.

5 Response:

6 On Smart Energy networks, all devices which join the network must be authenticated by a Trust
7 Center. This means that the Trust Center must explicitly allow the device to join, based on
8 information in the device's cryptographic certificate. The Trust Center may also provide
9 authorization policies, indicating what operations individual devices are allowed to perform. For

10 example, a Trust Center may allow a particular device to establish communications with other
11 devices on the network, or may disallow a device to communicate with other devices.

12
13

14
15

16

77.1.8 Please compare the functions and complexity of a ZigBee Coordinator to
those of a ZigBee Router and ZigBee End Device.

17 Response:

18 A ZigBee coordinator is the one device which forms the Zig Bee network.

19 A router on the ZigBee network is any device which maintains routing tables, and can route
20 messages to other devices on the network. Router devices are necessary to form a "mesh"
21 network, extending the range of ZigBee communications.

22 An end device is a device that joins a ZigBee network, but does not route messages to other
23 nodes; instead, it just receives messages addressed to it explicitly.

24
25

26
27

28

77.1.9 Please classify the ZigBee types (Coordinator, Router, End Device) for In-
Home Displays and Gateways for the system proposed by FortisBC.
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FortisBC Inc. (FortisBC or the Company)
Submission Date:Application for a Certificate of Public Convenience and Necessity

December 14, 2012
for the Advanced Metering Infrastructure Project

Response to British Columbia Sustainable Energy Association (BCSEA)
Page 7

Information Request (IR) No.2

1 Response:

2 In the system proposed by FortisBC, the electric meter is the Coordinator, and any IHDs or
3 Gateways which join the meter's network may be either routers or end devices. Whether a
4 device acts as a ZigBee router or end device is up to that individual device's implementation.

5 In order to offer the range-extending benefits of mesh networks, the Company will recommend
6 the use of IHDs and gateways which are ZigBee routers.

7
8

9
10
11

12

77.2 What customer information is stored in the ZigBee board in the meter, particularly
when the customer has a Home Area Network of which the ZigBee board in the
meter is the coordinator?

13 Response:

14 The only network level device information that the meter, acting as a ZigBee coordinator, stores
15 is device identification information, particularly the IEEE MAC address of the device, the PAN ID
16 which is an address on the ZigBee network assigned to each device by the coordinator. The
17 only application-level information stored in the meter are messages received by the meter in
18 response to ZigBee Smart Energy transactions (demand response events, message delivery
19 acknowledgements, etc). There is no customer-specific information contained in any ZigBee
20 Smart Energy messages.

21
22

23
24
25

26

77.3 Would it be feasible for FortisBC or Itron to configure the ZigBee board in the
AMI meters so that the home area network "coordinator" function was not in the
meter but in an In-Home Device, such as the In-Home Display or Gateway?

27 Response:

28 No. To maximize the security and integrity of FortisBC's AMI network, the meter will always be
29 the ZigBee coordinator and ZigBee Smart Energy Trust Center. The system proposed by
30 FortisBC does not include configurable capabilities to change the meter's role in the HAN.

31
32
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FortisBC Inc. (FortisBC or the Company)
Submission Date:

Application for a Certificate of Public Convenience and Necessity
December 14, 2012

for the Advanced Metering Infrastructure Project

Response to British Columbia Sustainable Energy Association (BCSEA)
Page 8

Information Request (IR) No.2

1
2
3

4

77.3.1 If this was feasible, would doing so reduce the basis for any customer
concerns regarding privacy and security associated with having the
customer's HAN information flowing through the utility's meter?

5 Response:

6 No. First, the proposed system configuration maximizes system security. Further, regardless of
7 whether the meter is the coordinator or Trust Center, the meter will always be the server for
8 providing Metering information, Test Messages and Demand Response/Load Control
9 messages, and would still receive the same responses from devices on the HAN. Secondly,

10 these response messages, which are documented in the Zig8ee Smart Energy standard,
11 contain no customer-specific information such as name, address, etc.

12
13

14
15
16

17

77.3.2 Does Fortis8C have any objection to configuring the Zig8ee board in the
AMI meters so that the HAN coordinator function is within an In-Home
Device? If so, please explain.

18 Response:

19 Yes, Fortis8C and Itron would object to configuring the Zig8ee board in the meter to not be the
20 coordinator. If the meter were not the coordinator, it would be forced to search for other HAN
21 environments, and join other Zig8ee networks. This would allow the meter to join less secure
22 networks, for example Zig8ee Home Automation networks. The Company believes that this
23 mode of operations would be a security and potential data privacy vulnerability, whereas if the
24 meter coordinates and authenticates devices on its own secure network, those issues are
25 eliminated.

26 ltron's Zig8ee implementation design has been influenced by Itron's AMI customers, including
27 Southern California Edison, CenterPoint Energy, and San Diego Gas & Electric, which have all
28 maintained that the meter must be the coordinator and Trust Center to maximize the security of
29 their AMI infrastructure.

30
31

77.4 Would it be feasible for Fortis8C or Itron to configure the Zig8ee board in the
AMI meters so that that it connects only with an In-Home Display and, at the
customer's option, an in-home gateway device?
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FortisBC Inc. (FortisBC or the Company)

Submission Date:
Application for a Certificate of Public Convenience and Necessity

December 14. 2012
for the Advanced Metering Infrastructure Project

Response to British Columbia Sustainable Energy Association (BCSEA)
Page 9

Information Request (IR) No.2 ~-

Yes. Since the meter is the Trust Center, Fortis8C can manage which devices are able to join
the Zig8ee network successfully.

Response:

77.4.1 Would this architecture provide separation between the customer's home
area network and the utility?

Yes. The meter does not preclude other devices forming separate HAN networks within the
same home.

Response:

77.4.2 Would this reduce the basis for any customer concerns regarding privacy
and security associated with having the customer's HAN information
flowing through the utility's meter?

Yes, this architecture would allow customers to purchase their own devices for the home which
do not communicate directly with the utility's meter.

Response:

77.5 What happens if the customer wishes to have more than 10 In-Home Devices on
the HAN?

The Itron meter's HAN only allows 10 devices. However, one of those devices might be a
gateway, which also communicates with a separate HAN in the home, thus providing metering
data to an unlimited number of devices in the home.
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FortisBC Inc. (FortisBC or the Company)
Submission Date:

Application for a Certificate of Public Convenience and Necessity
December 14, 2012for the Advanced Metering Infrastructure Project

Response to British Columbia Sustainable Energy Association (BCSEA)
Page 10Information Request (IR) No.2

2

3
4
5

6

77.6 Please confirm that each product added, deleted or changed from the customer's
ZigBee network would need to be registered to the AMI meter and registered
through FortisBC or its system process.

7 Response:

8 The Itron meter includes a configurable Trust Center policy for authenticating devices joining the
9 Home Area Network formed by the meter. Since that policy is configurable, it can be configured

10 to require devices to be registered with FortisBC or to allow any device to join that has a valid
11 Smart Energy certificate.

12 FortisBC, in order to preserve maximum security on the system, intends to require registration
13 of any HAN device seeking to join the meter's HAN.

14
15

16
17
18

19

77.7 Please confirm that information regarding each of these HAN devices would be
stored in the Smart Meter and the online registering service. If not please
explain.

20 Response:

21 Yes. Device-specific information for each HAN device registered through FortisBC would be
22 stored in the meter. This information includes the device's IEEE MAC address, as well as an
23 installation code assigned by the device manufacturer.

24
25

26
27
28

29

77.7.1 If so, please discuss the privacy and security issues regarding the storage
of this level of information in a device (the Smart Meter) not owned by the
customer.
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FortisBC Inc. (FortisBC or the Company)
Submission Date:

Application for a Certificate of Public Convenience and Necessity
December 14,2012

for the Advanced Metering Infrastructure Project

Response to British Columbia Sustainable Energy Association (BCSEA)
Page 11

Information Request (IR) No.2

Response:

2 No customer privacy is violated with the storage of this information. The customer only needs to
3 provide this information to FortisBC if they wish to connect their home devices to the electric
4 meter.

5
6

7
8
9

10

77.8 If the types of products that are allowed on the ZigBee network was to be limited
in some way (such as being limited to In-Home Displays and Gateways), could
this limiting function be done at the time of registering? If not, please explain.

11 Response:

12 Yes. Since registration of devices is initiated by the customer, and completed by the FortisBC
13 head-end system (HES), the Company has the ability to limit device access to the meter's HAN
14 at the time of registration.

15
16

17
18

19

77.9 Is it true that the Smart Energy Profile requires the installation of special
Certification codes?

20 Response:

21 A HAN device's IEEE MAC address and a manufacturer-supplied "Installation Code" must be
22 supplied to the meter to allow a device to join the meter's HAN.

23
24

25
26
27
28

77.9.1 Please explain the process involved in generating Certification codes. For
example, does each ZigBee coordinator or AMI meter need its own code?
How are the certificates obtained? What organization generates them?
How are they disposed of?

)
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3
4
5
6
7
8
9

10
11

12

13

14

) 15

16
17
18

19
20

21

22

If 23

I! ~~
26
27

28

29

Response:

The installation code is determined by each device manufacturer independently. In addition,
Smart Energy devices include a certificate issued by Certicom. The certificate is never
exchanged with another device, and cannot be stored in the meter or by Fortis8C. The
certificate information is used by each device to generate a symmetric key with the Trust
Center, or with another device on the HAN it is attempting to communicate with. Zig8ee Smart
Energy defines a process for establishing keys based on device certificate information, which
does not require the devices to access each other's certificates.

78.0 Topic: Zig Bee Coordinator

Reference: Exhibit B-11, BCUC IR#115.6.7, page 51

Regarding the concept of the customer's HAN device being the coordinator and the
Smart Meter being an end device, Fortis8C states:

"It is technically possible in both jurisdictions. The customer's HAN device would need to
both be a Zigbee end device (to connect to the meter) and a Zigbee server (to connect
to the customer HAN network)."

78.1 Please clarify why the customer's HAN device would need to be a Zigbee end
device if it is the coordinator and the meter is an end device.

Response:

The meter will be the coordinator for all links to the meter.

To clarify, the customer's HAN device does not need to be a "Zig8ee Server". A customer HAN
device that joins the meter's HAN must be either a Zig8ee end device or a Zig8ee router.

78.2 Please discuss the pros and cons of such a setup (meter as an end device).
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3
4
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6
7

8
9

10
11

12

13

14
15
16
17

18
19

20
21

22

23

24
25

26
27

28
29

Response:

When the meter is an end device, it cannot control the channel on which the HAN is formed,
and cannot enforce policy regarding which devices to allow on and off the network. Please also
see the response to BCSEA IR No.1 Q16.S.

If customers wish to create separate HAN environments which do not communicate with the
meter, or wish to partition their HAN such that only a gateway communicates with the meter,
that is possible even with the meter being a coordinator and Trust Center.

78.3 Please discuss the hardware requirements and complexity for an end device
versus a coordinator.

Response:

From a hardware perspective, most coordinators, routers, and end devices use the same
ZigBee chip, regardless of the role on the HAN the device plays. There is additional stack code
needed for coordinator and router functionality, but the added complexity or computational
requirements are minimal.

78.4 Please discuss the hardware ramifications if the Itron meter was an End Device
instead of a Network Coordinator.

Response:

The Itron meter is "hardware capable" of being a ZigBee end device, however, for system
security reasons, FortisBC intends to require the meter to be the coordinator.

78.5 Please discuss the need for over-the-air updates if the Itron meter was an End
Device instead of a Network Coordinator.
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1

2 Response:

3 The Itron meter's Zig8ee stack is always capable of being updated over-the-air via the proposed
4 AMI network. This functionality is the same regardless of whether the meter is the coordinator
5 or end device.

6
7

8 79.0 Topic: Zig8ee Coordinator

9
10
11

12

13
14
15

16
17

18

Reference: Exhibit 8-11, 8CSEA IR#1 16.5, page 53; Exhibit 8-11, 8CSEA IR#1
Appendix 3.1, Section 5.2, Page 27, Figure 5; Exhibit 8-11, 8CSEA IR#1 Appendix 3.1,
Section 5.3, Recommendation M1, page 29

Fortis8C explains in regards to the Zig8ee acting as the center control manager:

"The AMI meter will be Zig8ee Network Coordinator. This ensures that Fortis8C can
ensure that only devices that will not harm the meter and that will adequately secure
customer data can be registered."

79.1 Please discuss the relationship between the Network Coordinator and the Trust
Center.

19 Response:

20 Network Coordinator is a Zig8ee network layer function; one device must form a network on a
21 specific channel, advertise that network to other devices, and allow devices to join.

22 Trust Center is an application layer function specific to Zig8ee Smart Energy networks (as
23 opposed to Zig8ee Home Automation or Zig8ee Light link networks).

24 The Zig8ee coordinator and Zig8ee Smart Energy Trust Center could potentially be two
25 different devices, with the coordinator directing joining devices to authenticate and establish
26 keys with a separate Trust Center. However, the Itron meter is both a coordinator and Trust
27 Center.

28
29

30
31
32

79.2 Please confirm that a customer with their own private Zig8ee network of devices
would have their own Zig8ee Network Coordinator. Please discuss how this is
managed.
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4
5
6
7

8
9

10
11

12

13

14
15

16
17
18
19
20
21

22
23
24
25
26
27

28
29
30
31
32
33

Response:

Confirmed. A customer could have their own private ZigBee network with a separate
coordinator. In that case, the two networks (the meter's and the private coordinator's) would not
communicate with each other without a linking gateway device. A gateway device could join
both networks, and deliver metering infOrmation obtained from the meter's HAN to the private
coordinator's HAN.

79.3 Please discuss in detail the ways in which harm could be done to the meter and
the types of devices that could hard the meter.

Response:

With the meter being a coordinator and Trust Center, the potential for harm to the meter is
minimized. Harmful scenarios that this configuration protects against include:

1. A separate Trust Center could allow any number of devices on the network, and
allow all of them to communicate with the meter simultaneously, effectively creating a
"denial of service" attack, which would reduce the performance of ZigBee
communications, and delay the meter's response to individual requests. Even if this
occurred, however, the AMI (or utility-facing) functions of the meter would be
unaffected.

2. A variation on the first scenario that would impact the AMI network would be if
unlimited devices sent responses to the meter, basically flooding it with events to be
backhauled over the AMI network to the back-office. This situation is averted with
the meter as the coordinator and Trust Center, since FortisBC could kick such "bad
actor" devices off the meter's network and prevent them from re-joining the meter's
HAN.

3. There remains a danger that a particular device, even with it joining the meter's HAN
and successfully authenticating, could be a "bad actor" and request updates to
multiple information attributes, say, every Meter Cluster attribute, every 100
milliseconds (for example). If this were to occur, ZigBee performance would be
harmed; however, with the meter as the coordinator and Trust Center, FortisBC
could detect this problem, and remove the "bad actor" device from the meter's HAN.
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1
2

3
4

5

79.4 Please discuss in detail how the AMI meter being the ZigBee Network
Coordinator ensures that customer data is adequately secure.

6 Response:

7 The AMI meter being the Zig Bee coordinator does not, in and of itself, ensure the security of
8 customer data, since the AMI meter is a network coordinator with a network layer function. The
9 AMI meter arbitrates which end devices are allowed to connect to the utility network. In this

10 way, FortisBC can ensure that customer devices have access to and retain the correct customer
11 consumption information.

12
13

14
15
16
17

18

79.5 If the Smart Meter was an End Device and the Network Coordinator was in the
customer's premises, please discuss in detail how this could be done to ensure
no harm is done to the meter, and so that customer data could be adequately
secured.

19 Response:

20 The meter must be the Network Coordinator in order for it to exercise policy over the devices
21 that join the HAN, otherwise there cannot be assurance that customer data is secured. Please
22 also refer to the response to BCSEA IR No.2 079.4.

23 Also, as per the response to BCSEA IR No.2 079.3, there are additional threats to the meter
24 and AMI system if the meter is not the coordinator and Trust Center.

25
26

27
28

79.6 Please compare the privacy and security concerns for the two scenarios (Smart
Meter as the Network Coordinator or as an End Device).

)
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1

2 Response:

3 As noted in the response to BCSEA IR No.2 Q79.4, application layer messages defined by the
4 Zig Bee Smart Energy standard do not contain customer-specific data. If the meter is the Trust
5 Center, FortisBC can ensure that only the right customer data is exchanged with devices on the
6 HAN, which it cannot do if the meter is not the Trust Center.

7
8

9 80.0 Topic: In-Home Displays and three utilities

10

11

12
13

14

15

Reference: Exhibit B-1, Section 8.2.3

In the referenced section 8.2.3, FortisBC states:

"BC Hydro, FEI and FortisBC will continue to work together to ensure that in-home
display devices purchased will work for any of the three utilities." 3

80.1 Please discuss how the three utilities plan to work together.

16 Response:

17 The three utilities will continue to discuss ways to ensure that commercially available ZigBee
18 products are compatible with the advanced metering systems of each utility (if they have one),
19 and that any demand-side management rebates are available for similar products.

20
21

22
23
24

25

80.2 Please discuss how it was decided that the in-home display devices should work
for any of the three utilities. Please include the advantages and disadvantages of
doing so, and other approaches that were explored.

26 Response:

27 Inter-utility IHD compatibility is a goal that would allow customers who have purchased an IHD
28 in one part of the province to use it in another part of the province, or to purchase a similar
29 device for use in another part of the province without worrying about compatibility. Given that

3 Exhibit 8-1, Section 8.2.3
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1
2
3
4

5

81.2 Is there a distinction to be made between the smart meter supporting in-home
automation by providing usage information and price signals into the customer's
home, and the smart meter providing the "coordinator" function for a home area
network that includes home automation devices?

6 Response:

7 The ability of the smart meter to provide coordination functions and the ability to support "in-
8 home automation" are linked. The ability of the AMI systems to support "in-home automation"
9 relies on a safe, secure link between the meter and at least one ZigBee device in the home (as

10 described in the response to BCSEA IR1 015.6.7 and 016.5).

11
12

13
14
15

16

81.3 Could the smart meter support in-home automation by providing usage
information and price signals into the customer's home without providing the
"coordinator" function for a home area network? If so, how.

17 Response:

18 FortisBC believes it is technically possible, but this approach would not be as safe (in terms of
19 the devices permitted to attach to the FortisBC network) and secure as having the AMI perform
20 the "coordinator" function. Please also see the response to BCSEA IR1 016.5.

21
22

23
24
25
26
27
28

81.4 At the risk of repeating IR 77.4, would configuring the ZigBee board in the AMI
meters so that that it connects only with an In-Home Display and, at the
customer's option, an in-home gateway device support in-home automation while
reducing the basis for any customer concerns regarding privacy and security
associated with having the customer's HAN information flowing through the
utility's meter?

29

30 Response:

31 Please refer to the responses to BCSEA IR2 077.4.1 and 077.4.2.
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1
2
3

4
5
6
7
8
9

10
11
12
13

The one specific recommendation within the "Smart Grid Policy, Legislation and
Regulatory" section of the "Canadian Smart Grid Roadmap" document is targeted
to the Provincial role. Recommendation R1 states that:

"SCC's CNC/IEC should encourage Provincial, Territorialregulators and utilities, when
developing business plans for Smart Grid initiatives, to ensure that systems migrate from
proprietary technologies to open standards, and from their current architecture to
theCanadian Smart Grid Reference Framework described in this report. This step will
enable regulators and utilities to compare roadmaps and therefore identify areas of
commonality, interoperability, deployment timing and possible technological risk." 12

3.4

3.4.1 Please discuss how FortisBC has implemented its AMI system to use
open standards. Please include a discussion about areas of
commonality, interoperability, deployment timing and possible
technological risk.

14 Response:

15 FortisBC placed importance on the use of open standards during its AMI system RFP process.
16 The chosen solution(s) make use of a significant number of complete and developing standards
17 at multiple levels of the system, including:

18 • HAN;

19 o ligbee - Wireless protocol for personal area networks;

20 • Meter;

21 o ANSI C12.1- Standard for Electric Meters / Code for Electricity Metering;

22
23

o ANSI C12.18 -18 standards and specifications for meter communications via the
ANSI Type 2 Optical Port;

24 o ANSI C12.19 - Standard for Utility Industry End Device Data Tables;

25 o ANSI C12.21 - Protocol Specification for Telephone Modem Communication;

26
27

o ANSI C12.22 - Protocol Specification for Interfacing to Data Communication
Networks;

28 • LAN;

12 The Canadian Smart Grid Standards Roadmap: A strategic planning document, October 2012, Section
2.3, Page 7
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o IPv6 - Internet Protocol version 6 defines a protocol for packet switched
communications;

o 802.15.4g - RF mesh OSI physical layer standard;

o 802.15.4e - RF mesh OSI Media Access Control layer standard;

o IPv4 - Internet Protocol version 4 defines a protocol for packet switched
communications;

o 802.16 - Open standard to define wireless broadband;

10 • HES/MDMS;

o 802.1 - Ethernet;

11
12

13
14
15

16
17
18
19

20
21
22

23
24

25
26

27
28
29

o FIPS PUB 180-3 Secure Hash Standard - Used to provide integrity checking for
firmware and configuration downloads to the endpoint;

o FIPS PUB 186 Digital Signatures Standard (DSS) - Used to sign and
authenticate digital commands and other information from the HES to the
endpoint;

o FIPS PUB 197 Advanced Encryption Standard (AES) - Used to provide
confidentiality of system commands from the HES to the endpoint as well as
confidentiality of meter data being reported to the HES and ultimately to the
MDMS;

o FIPS PUB 198 Keyed-Hash Message Authentication Code (HMAC) - Used to
provide integrity checking for firmware and configuration downloads to the
endpoint;

o ISO/IEC 10164-8:1993 Security Audit Trail Function - Information technology -
Open Systems Interconnection - Systems Management;

o ISO/IEC 18014-1:2002 Time-Stamping Services - Information technology -
Security Techniques - Part 1: Framework;

o ISO/IEC 10181-7:1996 Security Audit and Alarms Framework - Information
technology Open Systems Interconnection - Security Frameworks for Open
Systems;
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1 0 NIST IR 7628 Guidelines for Smart Grid Security - NIST IR 7628 provides a
2 comprehensive input into the development of security controls and a framework
3 for which AMI systems can be audited against;

4 0 AMI-SEC AMI Security Profile; and

5 0 AMI-SEC System Security Specification.

6 Commonality is fundamental to the open standard approach. This commonality is usually
7 defined using frameworks and best practices, and in the case of Advanced Metering
8 Infrastructure defines the functionality of the system. This allows development of open
9 standards for the interoperability of devices.

10 The open standard approach enables technology to be sourced from multiple vendors and
11 function within the system. For example in the RF LAN it is expected that smart grid devices will
12 appear in the marketplace from many different vendors and meters from other manufactures will
13 also be capable of joining the LAN. In the WAN, multiple different vendors manufacture
14 equipment for cellular networks and WiMAX. This interoperability removes some technology
15 risk as the continued operation of the network is not dependent on a single source for
16 equipment supply. This also reduces cost because competition is introduced in the marketplace
17 and economies of scale are realized by increased volume. Furthermore, the widespread
18 adoption of a standard will increase the length of time a technology is supported and available
19 because the more widely it is deployed, the more difficult it is to change.

20
21

22 3.4.2 Please discuss how FortisBC is using the "Canadian Smart Grid
23 Reference Framework described in this report" for its AMI system.
24 Please include a discussion about areas of commonality, interoperability,
25 deployment timing and possible technological risk.

26 Response:

27 FortisBC was not previously aware of this report and as such has not used the framework for
28 definition of its proposed AMI system. However, FortisBC has briefly reviewed the document
29 and believes that previously developed plans and technology choices are consistent with the
30 recommendations contained in this document. FortisBC will refer to this report as it further
31 develops smart grid functionality after the implementation of AMI.

32
33
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1
2

3 82.0 Topic:

4
5

SEP Versions

Reference: Exhibit 8-11, 8CSEA IR#1 1.1, 1.2, 1.3, 1.5.1; CSTS IR#1
54.1

6

7
8

9
10

11
12
13

14
15
16
17

18

19

20

21
22
23

24
25

26
27

28

29

FortisBC states:

"ZigBee SEP 1.1 may be the only available standard that can be implemented initially."
[underline added] [BCSEA IR#1 1.1]

"Only one version or the other can be implemented in the meter at any point in time. The
HAN firmware can be upgraded "over the air" (remotely)." [BCSEA IR#1 1.2]

"It is expected that gateway devices will be available that can allow a meter running v2.0
to interoperate with devices running v1.1 (or vice-versa). The Zig bee Alliance intends to
start working on such a solution by the end of 2012." [BCSEA IR#1 1.3]

"The Zigbee Alliance expects to have a ratified specification [for SEP 2.0] by the end of
2012 (although the date has slipped previously). FortisBC does not have information
regarding the hurdles that need to be overcome to achieve a ratified specification, nor
what the risks may be." [BCSEA IR#1 1.5.1]

"Zigbee Smart Energy v2.0 includes additional functionality related to:

• Deployments in multi-dwelling units;

• Supporting multiple energy service interfaces in a single premise;

• Supporting any transport layer based on IETF IP compliant standards, including but not
limited to ZigBee IP, other RF-based and Power Line Carrier (PLC)-based transports;
and

• Supporting internationally recognized standards to ensure long-term interoperability
with multiple technologies." [CSTS IR#1 54.1]

82.1 Does FortisBC agree that the customer privacy and security implications may be
different for SEP 2.0 than for SEP 1.1? Why?

Response:

Customer and utility data will be private and secure regardless of whether SEP 2.0 or SEP 1.1
is implemented, so the practical implications of using either technology are the same with
respect to those considerations.
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1
2

3
4

5

82.2 Does FortisBC plan to obtain Commission approval for implementation of SEP
2.0? Please explain.

6 Response:

7 No. FortisBC will consider all customer benefits and issues, then decide whether to implement
8 SEP 2.0 prior to allowing HAN devices to be connected to AMI meters. This will ensure that
9 customers have no stranded assets. For this reason, FortisBC does not believe Commission

10 approval is required.

11
12

13
14
15

82.2.1 Would FortisBC be averse to a Commission direction that FortisBC seek
public input and obtain Commission approval before implementing SEP
2.0? If so, please explain.

16

17

Ih:
Response:

FortisBC takes no position in this regard, but believes such a direction is unnecessary as
described in the response to BCSEA IR No.2 082.2.

20
21

22 83.0 Topic: Pilot testing

Reference: Exhibit 8-11, 8CSEA IR#1 1.5.3, page 2; Exhibit 8-6,
8CUC IR#1 28.1.2, pages 69-73

BCSEA-SCBC asked: "What testing has been done for v2.0 or is expected before it is
considered complete? Does FortisBC plan any pilot testing?" [underline added]

23
24

25
26

27
28
29

30
31
32

FortisBC responded: "No testing has been done or is planned before the standard is
considered complete. FortisBC expects to do pilot testing as described in the response
to BCUC IR NO.1 028.1.2."

In BCUC IR No. 1 028.1.2, the Commission asked when In-Home Display devices
would be available to the ratepayer. FortisBC states "The IHD devices will be piloted in
2014, with availability to customers expected in 2015." [underline added]
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1
2

83.1 There may be confusion between pilot testing of In-Home Displays and pilot
testing of SEP 2.0. Please clarify.

3

4 Response:

5 FortisBC would prefer to pilot both SEP 1.x and SEP 2.0 IHD devices in 2014 (assuming SEP
6 2.0 IHD devices are available).

7
8

9
10

11

83.2 Please confirm that FortisBC will be the party conducting the pilot testing, or
otherwise explain.

12 Response:

13 Confirmed.

14
15

16
17

18

83.3 Will FortisBC prepare a report on the pilot testing of the In-Home Displays and/or
SEP 2.0? If so, when? If not, why not?

Response:

FortisBC does not intend to prepare a report on the pilot testing of In-Home Displays, but would
not be averse to doing so if required as a condition of approval.

24
25
26
27

28

83.4 A preliminary project plan is provided in Exhibit B-6, BCUC IR#1 40.1, and it is
not clear where pilot testing of In-Home Displays and/or SEP 2.0 is
accomplished. Please specify where in the preliminary project plan these tasks
occur, or explain when they occur in relation to other project tasks.

)
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2
3

4
5

6
7

8

9

10
11
12
13

14
15

16

17
18

19
20
21

22

23

24

25

26

27

28

29

30
)

Response:

FortisBC plans to begin field testing of HAN functionality and IHDs after Region 1 has been
completed (network device and meter installation complete) and accepted as operational.

83.5 Please confirm that pilot testing for In-Home Displays and/or SEP 2.0 is included
in the AMI budget, and provide a reference.

Response:

Pilot testing of the IHDs will be performed by FortisBC PowerSense and AMI project staff. The
costs are included in the respective budgets. The AMI Project portion of the testing is included
in the 2015 project capital costs, shown on line 27 of the Net AMI schedule under "Project
Capital".

84.0 Topic: Home Area Network and Home Automation

Reference: Exhibit B-11, CEC IR#1 51.1, page 75; Exhibit B-1, Glossary of Terms, page
viii; Exhibit B-1, Section 4.1.1, page 41; Exhibit B-11, BCSEA IR#1 15.6.3

In response to CEC IR#1 51.1, FortisBC states that "The ZigBee ™ Alliance website
states: ZigBee Home Automation offers a global standard for interoperable products
enabling smart homes that can control the following product categories:

Appliances;

Audio;

Cards & Readers;

Closures, e.g. window shades;

Energy Efficiency;

Health & Fitness;

Information Systems;

Lighting;

Networking Devices;
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1

2

3

4

5
6
7
8

9

10

11
12
13

14
15
16

17
18

19

Payment Equipment; and

Security"

In the AMI Application glossary, FortisBC defines HAN as the "Home Area Network" and:

"Home Area Network - This optional network connects the AMI meters with customer-
purchased IHDs. This will allow will allow a customer to view power usage within their
home and enable them to make informed decisions affecting the level or timing of their
electric consumption".

"IHD: means In-Home Display or In-Home Device."

FortisBC states:

"Customers will be required to provide a unique identifier for their HAN devices to
FortisBC (such as the MAC address of the device) so that FortisBC can associate that
device with the electricity account and ensure data is exchanged with only that device.

Only information that is required to securely connect HAN devices to the AMI network
will be collected from the customer, and only if the customer requests a HAN device to
be connected." [BCSEA IR#1 15.6.3]

84.1 For clarity, please confirm that in FortisBC's definition of Home Area Network
"IHD" refers to In-Home Displays, rather than In-Home Devices.

20 Response:

21 Confirmed.

22

23

24
25
26

27

84.2 Does FortisBC see the Home Area Network (with the Zig Bee Coordination
function in the Zig Bee board in the meter) and Zig Bee Home Automation as one
and the same? If so, why? If not, why not?

28 Response:

29 In the Zig Bee Alliance standards there are profiles for different purposes. Those include:

30 • Home automation;
31 • Commercial building automation;
32 • Health care;
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1 • Remote control; and
2 • Smart energy

3 Most operate with the same 802.15.4 radio technology using ZigBee Pro. At the application
4 layer they will share some common clusters but have unique security models and features.

5 The Itron meter supports the Smart Energy profile (not the Home Automation profile).

6
7

8
9

10

11

84.3 Does FortisBC agree that some of the smart home products that are capable of
being controlled by ZigBee Home Automation may have little or nothing to do
with electricity consumption?

12 Response:

13 Agreed.

14
15

16
17
18

19

84.4 Is the concept that all of the smart home product categories capable of being
controlled by Zig8ee Home Automation will be registered through FortisBC and
the ZigBee board on the utility meter?

20 Response:

21 No. ZigBee Home Automation or ZigBee Light Link networks can be installed in the home
22 independent of the meter's HAN, with no communications interface with the meter's HAN.
23 Thus, devices on those networks do not need to be registered with FortisBC or the meter.

24
25

26
27
28

29

84.4.1 If so, is that an optimal design? Is it necessary and/or desirable for
FortisBC to be the operator of a website at which a customer registers
various home automation devices?
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1 Response:

2 Please refer to the responses to BCSEA IR No.2 084.4 and 084.4.2.

3
4

5
6
7
8
9

10
11

12

84.4.2 Would FortisBC agree that in terms of privacy and security of customer
information there is distinction to be made between requiring the
customer to provide to FortisBC a unique identifier for an In-Home
Display (showing electricity consumption and cost) and requiring the
customer to provide to FortisBC a unique identifier for other types of In-
Home Device that have no direct involvement with electricity
consumption?

13 Response:

14 No, FortisBC does not agree. A customer will only register a Zig Bee device with FortisBC if
15 they choose to do so. If customers do choose to connect Zig Bee devices of any type, they
16 should be able to choose whether to connect to the utility network through the meter (if the
17 device is permitted by the utility), or whether to create their own network (which does not require
18 permission of the utility, nor registration with the utility).

19
20

21
22
23
24
25

26

84.5 How does FortisBC's concept of how the ZigBee board in the meter will be
configured to connect to In-Home Displays and other In-Home Devices compare
with FortisBC's understanding of BC Hydro's concept of how the Zig Bee board in
the meter will be configured to connect to In-Home Displays and other In-Home
Devices?

27 Response:

28 FortisBC does not have detail on how BC Hydro intends to configure and operate their system
29 to support Zig Bee devices, nor how that configuration may change in the future. Conceptually
30 however, configuration and operation will be similar since both companies are using similar
31 products and software.

32
33
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1
2

3

84.5.1 Will they operate in the same way? If not, please indicate how they
operate differently and why.

4 Response:

5 Please refer to the response to 8CSEA IR No.2 Q84.5.

6
7

8
9

10

11

84.6 Please confirm that a customer who wanted to have a home automation system
that did not 'pass through' the electricity meter would be able to receive;
electricity consumption and price information from the meter through a Gateway.

12 Response:

Confirmed, assuming the gateway device is simultaneously connected to the meter's HAN and
the customer's Home Automation network.

15
16

17
18

19

84.6.1 Please confirm that this would limit the exposure of the customer's home
automation system to only the Gateway.

20 Response:

21 Confirmed, in this case only the customer's Gateway device would be connected to the utility
22 AMI network.

23
24

25
26

84.6.2 Please confirm that the Gateway would be the only HAN device
coordinated by the Zig8ee board in the meter.

27

28 Response:

29 Confirmed. In the scenario described, the customer's Gateway device would be the only device
30 coordinated by the meter.
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1
2

3 85.0 Topic: Control messages

4

5
6
7

8
9

10
11
12

13
14
15
16

Reference: Exhibit B-11, BCSEA IR#115.6.8

"FortisBC expects the AMI system to be able to send control messages (on/off,
thermostat setpoints) to customer devices that are equipped to receive these
commands.

These controllable devices incorporate settings that allow the customer to decide
whether to accept signals from the utility or not.

FortisBC has no intention of sending control signals to customer devices for any reason.
If customer demand warranted such a service, FortisBC would only send such control
signals at the explicit request of a customer or as part of an approved rate structure."

85.1 To clarify, please confirm that "FortisBC has no intention of sending control
signals to customer devices for any reason" means except with customer
permission and as part of future rate structures that have not yet been planned or
approved by the Commission. Alternatively, please explain.

17

18 Response:

19 Confirmed.

20
21

22 86.0 Topic: Home Automation in FortisBC AMI RFP

23

24

25
26
27
28
29

30
31
32
33

Reference: Exhibit B-6, BCUC IR#1 30.2.1, page 48-49

FortisBC states:

"If another HAN technology/protocol becomes dominant in home automation, FortisBC
expects the market to respond with protocol-bridging gateway devices capable of
interfacing Zig bee to other protocols. These gateway devices already exist, for example
devices that can interface ZigBee PRO, WiFi, 6LoWPAN and JenNet, plus an interface
to an INSTEON and/or X10 networks".

If 86.1
Does this mean that if the AMI system is implemented as proposed a customer
will be able to choose to install a gateway device that connects the Zig Bee board
in the ltron meter to the customer's own home automation system of the types
described?
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1

2 Response:

Yes, if the AMI system is implemented as proposed a customer will be able to choose to install
a gateway device that connects the Zig Bee board in the Itron meter to the customer's own home
automation system of the types described.

6
7

8
9

10

86.1.1 Would this be a practical way to separate the customer's home area
network from the utility's electronic network?

Response:

Yes, this would this be a practical way for the customers to choose a different HAN technology
or to separate the customer's home area network from the utility's electronic network.

14
15

16
17
18

86.1.2 Would this promote innovation and customer choice by allowing
manufacturers to offer non-Zig Bee In-Home Displays and In-Home
Devices?

19

20 Response:

21 Yes, the ability for customers to select protocol-bridging gateway devices promotes customer
22 choice and may therefore promote innovation.

23
24

25 87.0 Topic: Alternative In-Home Displays

26

27

28
29
30

Reference: Exhibit B-11, BCSEA IR#1 19.1, page 56

Asked about Blue Line Innovations In-Home Displays, FortisBC states:

"FortisBC is not an expert in the operation of Blue Line Innovations In-Home Displays
that work without advanced meters. However, the Company understands that they work
by placing a sensor on the customer's meter that reads the spinning disc (on electro-
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1
2
3

4
5

6

1;
10
11

12
13
14

15

16

17
18
19
20

21
22

23
24

25

26

27
28
29
30
31

mechanical meter) or the optical port (on digital meters) and wirelessly transmits those
pulses to a display device in the home in which the pulses are converted to energy
consumption."

87.1 Can the Blue Line product and other sensor based In-Home Display products
read the optical port of the particular Itron meter that FortisBC has proposed?

Response:

From information available on the Blue Line Innovations website, it appears the Blue Line
PowerCost Monitor product is compatible with the AMI meters that FortisBC has proposed.

87.2 Does FortisBC have any objection to customers attaching such sensors to
existing or AMI meters? If so, please explain why and indicate what criteria would
make attaching these sensors acceptable.

Response:

Provided that the sensors do not cause safety issues or interfere with FortisBC operations,
FortisBC would not object to customers attaching these devices to existing or AMI meters.
FortisBC is aware that some customers already have these devices attached to their existing
meters, and they do not interfere with FortisBC operations.

87.3 Does FortisBC agree that sensor type In-Home Display systems can be a viable
alternative to a ZigBee In-Home Display system? If not, why not?

Response:

Yes, FortisBC agrees that sensor type displays like those sold by Blue Line Innovations can be
a viable alternative to a ZigBee In-Home Display system, however it should be noted such
sensors typically require a battery power source whereas a ZigBee In-Home Display could
simply be wall powered within the premises. FortisBC has no issue with customers using these
devices with AMI meters provided they do not cause safety issues or interfere with operations.



•FORTISsc-

FortisBC Inc. (FortisBC or the Company)
Submission Date:

Application for a Certificate of Public Convenience and Necessity
December 14,2017 v----

for the Advanced Metering Infrastructure Project

~~Response to British Columbia Sustainable Energy Association (BCSEA) l-
Page 31 f--

Information Request (IR) No.2

1
2

3
4

87.4 Is FortisBC willing to pilot test In-Home Display systems other than ZigBee
systems?

5

6 Response:

7 FortisBC currently intends to pilot test only ZigBee In-Home Display systems. FortisBC has no
8 issue with customers using non-Zig Bee devices with AMI meters (such as BlueLine monitors)
9 provided they do not cause safety issues or interfere with operations.

10
11

12 88.0 Topic: Meter-to-IHO performance

13
14

15

16
17
18
19

20
21

22
23
24

25
26
27

28

Reference: Exhibit B-11, BCSEA IR#1 24.3, page 62; Exhibit B-11,
BCSEA IR#1 24.3.2, page 62-63; Exhibit B-11, CSTS IR#1 54.1

FortisBC states:

"ZigBee currently has challenges in an apartment environment or at long distances.
There are vendors working on solutions and within future Zigbee specifications there is a
design for a federated trust centre solution that would allow for meshing of meters with
per suite security to address the apartment range challenges. [BCSEA IR#1 24.3]

The need for repeaters is implementation specific. If they are required, they need to be
powered. [BCSEA IR#1 24.3.1]

FortisBC does not guarantee that the HAN signal will communicate w 1 ith customer
devices or that communication will be error-free. The customer is responsible to get the
signal to the location of their ZigBee devices. [BCSEA IR#1 24.3.2]

88.1 What efforts will FortisBC make to implement measures to provide
communications from the meter to the In-Home Display in apartment buildings
and other challenging communications situations?

29 Response:

30 FortisBC intends to monitor the ZigBee market for products and protocol enhancements that will
31 help facilitate improved communications in apartment buildings and other challenging
32 communications solutions. This will enable FortisBC to provide basic advice to customers that
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1 wish to have Zig8ee HAN services but are experiencing communications issues. Fortis8C
2 intends to provide this information via its website.

3
4

5
6
7

8

88.2 It is noted that SEP 2.0 includes additional functionality related to "deployments
in multi-dwelling units" [Exhibit 8-11, CSTS IR#1 54.1]. Will this help meter to
IHD performance in apartments? If so, how?

9 Response:

10 Smart Energy v2.0 includes the ability to implement Smart Energy on various technologies,
11 including Zig8ee, Wi-Fi, and HomePlug, and bridge those technologies together using IP
12 networking. Thus, communications can be extended well beyond the normal range of Zig8ee
13 networks by leveraging other infrastructure which exists in large building, such as power lines
14 and sometimes Wi-Fi networks.

15
16

17
18

19

88.2.1 Will SEP 2.0 improve meter to IHD performance if a single customer
requires service, with no intermediate customers?

20 Response:

21 Unlike mesh networking, which relies on device density, Smart Energy v2.0 uses IP addressing
22 and routing to connect various networks running over various technologies. Thus, even if a
23 single customer requires service in a building, Smart Energy v2.0 can improve IHD performance
24 in terms of providing service.

25
26

27
28

29

88.2.2 Please discuss security and privacy issues regarding how SEP 2.0 will
improve meter to IHD performance in multiple unit dwellings.

30 Response:

31 Smart Energy v2.0, like Zig8ee Smart Energy v1.x, requires key establishment based on
32 certificate data before devices are allowed onto a network, and also requires encryption of
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1 transmitted data using those keys. Smart Energy v2.0 can support the same policy that Itron
2 will implement in Fortis8C AMI meters, which does not allow arbitrary messages to be sent over
3 the network.

4
5

6
7
8

88.3 Please confirm that within future Zigbee specifications there is a design for a
'federated trust centre' solution that would allow for meshing of meters with per
suite security to address the apartment range challenges.

9

10 Response:

11 Confirmed. Zig8ee Smart Energy v1.2 includes a feature called "Federated Trust Center" which
12 essentially leverages the mesh capabilities of Zig8ee to create a single mesh throughout an
13 entire building. This requires a single, dedicated Trust Center in the building to manage device
14 joining and authentication for all HAN devices in the building.

15
16

17 89.0 Topic: IPv6

18

19

20
21
22

23

24

Reference: Exhibit 8-11, 8CUC IR#1 26.1, page 65

Fortis8C states:

"Fortis8C has not completed a final design of the entire AMI system, but the preliminary
design indicates that IPv6 will be used in the Home Area Network, RF Local Area
Network and between the HES and MOMS."

89.1 Please explain in detail why IPv6 would be used in the Home Area Network.

25 Response:

26 In anticipation of the continued expansion of IP-connected devices which can participate in IP
27 networks and be addressable, IPv6 was chosen for Smart Energy v2.0 to ensure that the
28 limitations of the IPv4 address space would not limit the number of connected devices.

29
30
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1
2
3
4

5

89.2 What factors were considered in making the preliminary decision to use IPv6 for
the Home Area Network? Examples of factors include complexity (protocol and
product), cost, need for increased or global address space on a Home Area
Network, battery life, compatibility, etc.) What alternatives were examined?

6 Response:

7 The decision to use IPv6 was made because:

8 • The impact to device complexity and cost is minimal;

9
10

• An expanded address space was needed to allow for the connection of many types
of devices to IP-based networking infrastructure; and

11
12

• The Smart Energy v2.0 Application Specification can be implemented on various IP-
based networking technologies, including IPv4 implementations.

13 The ZigBee IP networking layer uses a technology called 6LoWPAN to perform header
14 compression on over the air packets, minimizing the size of IPv6 addresses.

15
16

17 89.3 When will FortisBC complete the final design of the entire AMI system?

18

19 Response:

20 The final design will be completed during the Define/Design stage of the project (please also
21 refer to BCUC IR No.1 Q40.1).

22

23

24 90.0 Topic: Update speeds of In-Home Displays

Reference: Exhibit B-11, BCSEA IR#1 19.2, page 56; Exhibit B-11,
CSTS IR #1 54.12; BC Hydro RFEI, Exhibit B-11, BCSEA IR#1
Appendix 9.0, Section 1.6.2, page 13 of 16

FortisBC states in response to a BCSEA IR: "There should be no significant difference in
update speeds between non-Zig Bee In-Home Display and ZigBee HAN enabled
devices. In either case, FortisBC understands the units should update information no
less than approximately every 30 seconds."

25
26
27

28
29
30
31
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the standards from the ICT sector within the ISOIiEC/JTC1/SC27 Working Group may be
appropriate.

5.3 Smart metering infrastructure recommendations
As part of its strategic planning mandate, the Task Force identified six key recommendations
regarding smart meter standards. The Task Force also recognized the development and use of
open standards and the related call for interoperability as very important aspects for an effective
multi-vendor environment of the Smart Grid.

Recommendation M1:

The recommended Canadian AMI architecture, shown in Figure 5, exposes the interfaces and
the demarcation (separation) zones in a manner that will help regulators, utilities and
implementers enact key requirements. These requirements include security, privacy of
information, grid safety, interoperability and reliability. This Canadian AMI architecture is an
overarching recommendation: it represents, at the highest level, the overall thrust of the Smart
Grid standardization effort. This architecture also highlights the technology and service
elements that need addressing, to reach the standards environment for supporting a fully
functional Smart Grid.

Therefore, the CNC/IEC should recommend to utilities and regulators the need for a If
clear and unambiguous separation (demarcation) between utility-owned and customer-
owned equipment and services.

Recommendation M2:

Most smart meters today meet the necessary legislation and policies required to ensure
Measurement Canada-approved smart meters communicate Legal Units of Measure (LUM) to
the billing systems. However, currently there are smart meters that do not communicate LUMs,
and that may require external calculations to yield LUMs, critical computation basis for accurate
billing.

The CNC/IEC should recommend to utilities and regulators that smart meters regulation and
policies be established, as needed, to ensure that Measurement Canada-approved smart
meters:

• communicate LUMs to the billing systems, just as they do for their local meter
display;

• where the time of use is relevant to calculating customer billing: that Source
Legal Unit of Measure (SLUM) is also tested for the accuracy of the start, end
and duration of the time periods used to measure the SLUM communicated by
the meter to the billing systems, for computing a Process Legal Unit of Measure
(PLUM); and

• communicated interval or period-based LUMs for demand measurement are
tested for their accuracy of demand measurement and for accuracy of the start,
end and duration of the demand interval time for the intervals or periods of the
LUMs (where required for reporting by the meter to the billing systems).

29
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1 94.0 Topic: Task Force Roadmap diagram

2
3

4
5
6
7
8

9

10

Reference: Exhibit B-11, scuc IR#1 2.4, page 4-6; Exhibit 8-11,
scuc IR#1 3.5, page 14

FortisBC listed all digital information transmitted and received between the meter and
the LAN in Table BCSEA IR1 Q2.44 and FortisBC agreed that the red arrow in the
diagram depicts that information" and that "the Itron meter with integrated Zigbee
technology will contain both the Meter and Customer Facility Gateway depicted in Figure
1 and delineated by the purple over":

Find below (Figure 1) the same diag m Exhibit B-11, with further enhancements:

AMI ____

~

Utility
Backhllul

riub

Multi-metering.

sub-metering and
net-metering

FiClldA.rea Na:twork
Trusted Facility Zone

Gene ration/
Storaae/DER

Customer AMI Domain

11

12

13
14
15
16

Figure 1- Source: The Canadian Smart Grid Standards Roadmap: A strategic planning
document, Standards Council of Canada, October 2012, Section 5.2, Page 27, Figure 5
(Exhibit B-11, BCSEA #IR1 3.1); [with red, orange, blue arrows and purple ovals added
for emphasis]

4 Exhibit 8-11, BCSEAIR#l 2.4, page 6
5 Exhibit B-11, BCSEAIR#l 3.5, page 14
6 Exhibit B-11, BCSEAIR#l 3.6, page 16
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1
2
3

4

94.1 Would FortisBC agree that the information listed in Exhibit B-11, BCSEA IR #1
2.5 (page 7) is depicted by the Orange Arrow in Figure 1, above? If not, please
explain.

5 Response:

6 Agreed.

7
8

9
10
11

12

94.2 Considering that the "Logical AMI Diagram" shows a logical architecture, would
FortisBC agree that the integrated Zigbee Technology is generally described by
the "Customer Facility Gateway" in the diagram? If not, please explain.

13 Response:

14 Agreed.

15
16

17
18
19
20

21

94.3 Does FortisBC agree that the storing of ANSI C12.19 energy lnformation" is
contained within the "Meter" as shown in Figure 1 above and is used for both
sending information to the head end (Red Arrow) and to the IHD (Orange
Arrow)? If not, please explain.

22 Response:

23 Agreed.

24
25

26
27
28

94.4 Please compare the translation process, computation requirements and storage
requirements needed to transmit the ANSI C12.19 energy information back to the
head end (Red Arrow) versus to the IHD (Orange Arrow).

7 Exhibit B-11, BCSEAIR#l 3.7.2, page 20
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1

2 Response:

3 The computational requirements of transmitting ANSI C12.19 information either to the AMI HES
4 or an IHD are minimal. In either case, data encryption is performed prior to transmission.
5 Storage requirements are also minimal for either the HES or IHD.

6 FortisBC will determine the configuration of meters, including storage requirements for length of
7 intervals and number of interval channels to store in the meter. These decisions will be finalized
8 during the Define/Design phase of the proposed AMI Project.

9
10

11
12
13

94.5 Please confirm that "electricity pricing" information will be transmitted from the
LAN to the Smart Meter (including the Zigbee card) as depicted by the Blue
Arrow.

14

15 Response:

16 Correct, energy pricinq information will be transmitted over the AMI network (LAN) to the meter,
17 which will in turn publish energy price information to IHDs (or any device on the meter's HAN),
18 as depicted by the blue arrow above.

19
20

21 95.0 Topic: Trust manager

22
23

24
25
26
27

Reference: Exhibit 8-11, 8CSEA IR#1 Appendix 3.1, Section 5.3,
Recommendation M1, page 29

Please refer to Figure 5 on page 27 of the "Canadian Smart Grid Roadmap" which
shows a diagram for a "Smart Grid Advanced Metering Infrastructure Logical
Architecture" (Logical AMI Diagram) 8. Figure 2 below shows the same Logical AMI
Diagram with a red/blue broad arrow added for the purpose of the questions that follow.

8 Exhibit B-11, BCSEAIR#l Appendix 3.1, Section 5.2, Figure 5, page 27
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AMI•
Field A.r~a Network

Trusted Facility Zone
Multi-metering.

sub-meterinl: and
net-rneterlng

Generation!
Storage/DEi!

Customer AMI Com","

Figure 2 - Source: The Canadian Smart Grid Standards Roadmap: A strategic
planning document, Standards Council of Canada, October 2012, Section 5.2, Page
27, Figure 5 (Exhibit B-11, BCSEA #IR1 3.1); [with red/blue broad arrow added for
emphasis]1

2

3
4
5
6

7

95.1 Looking at Figure 2 above, would FortisBC agree that the proposed Itron AMI
solution shifts the "Trust Manager" function to the "Customer Facility Gateway"
position as noted by the broad red/blue arrow. If not, please explain. If agreed,
please answer the following questions:

8 Response:

9 The proposed AMI solution shifts the utility-customer Trust Manager function to the Customer
10 Facility Gateway. This shift does not preclude the customer from implementing a second Trust
11 Manager function in the location shown in the diagram.

12
13

14
15

16

95.1.1 Please discuss the ramifications of doing so from a privacy and security
point of view.
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1

I~
6
7

8
9

10

11

12
13
14
15
16

17
18

19
20
21

22

23

24

25
26

27
28
29
30

31

Response:

FortisBC does not believe there are any practical privacy or security ramifications to this shift.
All data transferred between the utility and the meter is private and secure. As discussed in the
response to BCSEA IR No.1 Q15.6.5, customers have the ability to introduce a gateway device
to limit the information transmitted between the utility and the meter if they wish.

95.1.2 Please discuss how FortisBC would meet the M1 Recommendation of the
Task Force.

Response:

FortisBC believes that the proposed AMI solution meets the M1 Recommendations of the Task
Force. The Trust Manager necessarily exists partially within the Untrusted PAN Zone
regardless of whether it is implemented as shown in the diagram or within the Customer Facility
Gateway. Furthermore, the customer is not precluded from creating a Trusted PAN Zone with a
gateway device if they wish.

95.1.3 Please explain how "a clear and unambiguous separation (demarcation)
between utility-owned and customer-owned equipment and services" is
accomplished.

Response:

Please refer to the responses to BCSEA IR No.1 Q15.6.5 and BCSEA IR No.2 Q95.1-Q95.1.2.

95.2 If the customer had the Network Coordinator within their own premises and their
own control, would FortisBC agree that the "Trust Manager" could remain as
shown in Figure 2. If not, please explain. If agreed, please answer the following
questions:
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1 Response:

2 Agreed. Please also refer to the responses to BCSEA IR No.2 094.1-94.1.2.

3
4

5
6

7

95.2.1 Please discuss the ramifications of this solution on the privacy and
security considerations.

8 Response:

9 If there were only a customer Network Coordinator, the devices on the utility network would not
10 be trusted devices and could not be removed from the utility network if required. However, if
11 there were both a utility and a customer Trust Manager, the information passed between the
12 utility and the customer would be limited and would be in their control once in their PAN. The
13 utility would also be protected if a customer exposed their own data in unsecure ways.

14
15

16
17

18

95.2.2 Please discuss how this solution would meet the M1 Recommendation of
the Task Force.

19 Response:

20 Although this solution (using only a customer-owned Trust Manager) would appear to meet the
21 M1 Recommendation of the Task Force, it would not be safe and secure from a utility
22 perspective as described in the response to BCSEA IR No.2 095.2.1.

23
24

25
26
27

95.2.3 Please explain how this solution provides "a clear and unambiguous
separation (demarcation) between utility-owned and customer-owned
equipment and services" .

28

29 Response:

30 This solution provides "a clear and unambiguous separation (demarcation) between utility-
31 owned and customer-owned equipment and services" (as does the dual customer and utility
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®
1 Trust Manager approach), but introduces the issues discussed in the response to BCSEA IR
2 No.2 Q95.2.2.

3
4

5 96.0 Topic: LCDscreen on Itron meter

6

7
8
9

Reference: none

96.1 Does the proposed Itron meter have an LCD screen showing (a) electricity
consumption in kWh and (b) cost on the meter itself (as distinct from on an In-
Home Display)? If not, why not?

10

11 Response:

12 The AMI meters proposed by FortisBC can display electricity consumption in kWh on the meter
13 display. However, the meter is a measurement device and was not designed to show actual
14 pricing and cost information on the meter display. Displaying cost information on the meter
15 would require the application and calculation of billing determinants from other systems, and
16 there are more effective (and private) ways to provide cost information and price signals to
17 customers, such as the Internet and in-home displays.

18
19

20 97.0 Topic: SEP 1.x and RIB rates

21

22
23
24

25
26
27

Reference:

BCSEA-SCBC understands that BC Hydro has developed, or has had developed for it, a
specific version of SEP 1.x called SEP 1.1.2 to deal with the BC Hydro Residential
Inclining Block (RIB) rate structure.

97.1 Will FortisBC have to adjust SEP 1.x to accommodate FortisBC's RIB rate? If so,
how will this be done (in general terms), and is it covered in the budget? If not,
please explain why not.

28

29 Response:

30 SEP 1.1b (new version name) supports five consumption tiers. FortisBC understands that
31 future extensions are being designed for inclusion in the SEP 1.2 specification. This will include
32 more tiers and blended TOU-over-tiered rates. It is also important to note that FortisBC




