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Subject: BC Hydro Smart Metering Program - Cost, Safety and Privacy issues
Date: Monday, October 21, 2013 11:12:37 AM

 
                              

21st October, 2013

Patrick.wruck@bcuc.com 

Hard copy to:

British Columbia Utilities Commission

6th Floor, 900 Howe Street, 

Vancouver, BC, V6Z 2N3

Hard copy to:

Office of the Information and Privacy Commissioner for British Columbia 
PO Box 9038 Stn. Prov. Govt. 
Victoria B.C. V8W 9A4

Mr Wruck,

RE: BC Hydro Smart Metering Program - Cost, Safety and Privacy 
issues

You and I have previously corresponded on some of these issues.

I have requested from BC Hydro the cost model and business case for the smart 
meter system, pertaining to the proposed application for a rate and fee increase, 
and smart meter option penalty. They have not responded. 

My previous unanswered questions to BC Hydro include how will these costs be 
financed, i.e. who will pay for this infrastructure and the ongoing upgrades, 
operation and maintenance, and security systems and how much will this cost? 
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Will the contract be executed by a BC company, or has it been awarded to an 
American company, or subsidiary (the data will be stored in the USA, in accordance 
with US security rules?). 

Which of the aforementioned items were included in BC Hydro’s original business 
case?

If BC Hydro has the analysis for the return on investment, say over the 15 to 20 
year life expected of smart meters I would appreciate a link to that.

I have refused a smart meter for the reasons stated below, and my correspondence 
with BC Hydro spanning over a year has proven to be unsatisfactory.

1.  BCUC mandate includes safety. There is a possible “not due diligence case” 
when BC Hydro refuses to examine the technical shortfall of Safety Code 6, 
in particular how the smart meter RF system affects vulnerable residents, 
particularly the un-examined biological effects on children. The pulsed, 
frequency-hopping nature of this system is the most damaging. BC hydro 
has repeatedly refused to answer my written questions on the inadequate 
safeguards of Safety Code 6, only to quote other organizations’ collusion. 

2.  Given that most companies, including BC Hydro, issue E-Bills, then the 
customer must be able to respond with their own meter readings, thus 
saving the cost of the entire smart meter system, or is that too naïve? 
Demanding that we pay a yet-to-be reviewed $35 penalty for not having a 
smart meter amounts to bullying and extortion. 

3.  It is my belief that the Smart meter system contravenes the BC Privacy act 
by not encrypting (128 bit) customer data, including the Zig-bee function, in-
bound and out-bound at source. The BC Privacy Commissioner has ruled 
that hourly electricity consumption information is personal information of BC 
Hydro’s customers as defined in Schedule 1 of FIPPA. Note also that 
unauthorized access to a program or data held in a computer system is a 
criminal act in most Jurisdictions, punishable by imprisonment. BC hydro has 
not answered my written questions on the encryption issue. 

4.  BC Hydro continues to present untruths and inaccuracies that are designed 
to mislead the public describing the operation and costing of the Smart 
system. (example: hiding the information about the quantity of transmissions 
from the meters, absence of mentioning collector meters, omission of the 
fact that meters talk to adjacent meters in order to reach the cell tower.) 

The RF measurements at a pole-mounted collector meter shows that it 
operates much more frequently than BC Hydro states “…are inactive 99 per 
cent of the time.” The collector meter appears to be broadcasting regularly 
with a possible synchronizing signal every few minutes, detectable from the 
ground at a signal level greater than what BC Hydro states.

5.  The absence of an effective long-term monitoring program for safeguarding 



the customers’ data. BC Hydro has not responded to my request regarding 
which organization will be designing, operating, encrypting, safeguarding 
and maintaining the data and its collection system. 

6.  BC Hydro refuses to answer written questions on the above subjects, posed 
in numerous Emails to them from me. 

7.  I can only conclude that either BC Hydro treats customers with contempt, 
and/or they cannot be trusted to supply accurate and truthful information. 
This raises serious concerns when dealing with BC Hydro. Is it not time to 
implement a review of the smart meter debacle to ensure that information 
being released from BC Hydro is accurate? Just how many customer have 
refused to accept smart meters?

 
8.  I am deeply concerned about the content of a number of press articles which 

refer to an apparent political interference in the BCUC review process :

 
“Energy Minister Bill Bennett has issued a cabinet order to the B.C. Utilities 
Commission to make sure it approves fees high enough to cover the costs of 
customers opting out of BC Hydro's smart meter program.”  (Nanaimo 
Bulletin)

 
9.  I am alarmed at the following situation:

BCUC’s own statement:” As previously stated, Section 7 of the Clean Energy 
Act exempts BC Hydro’s Smart Metering Program from Commission 
regulation under certain sections of the Utilities Commission Act – the Act 
that establishes the Commission’s authority. Subsection 7(3) further states, 
“The commission must not exercise a power under the 
Utilities Commission Act in a way that would directly or 
indirectly prevent the authority from doing anything referred 
to in subsection (1).” In other words, the Commission cannot take any 
action that would prevent BC Hydro from implementing the smart metering 
program.  As a result, the Commission has not been involved in the planning 
or implementation of the program.”

 

 



I urge the BCUC to take a careful, independent and serious review of this situation, 
as the agendas of some of the parties, appear to subvert the best interests of the 
customers, and these parties’ actions may contravene existing regulations.

 

Yours Truly,

Frank H. O’Donnell, P.Eng.




