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      CAARS 

      KELOWNA, B.C. 

      MARCH 4TH, 2013 

 (PROCEEDINGS RESUMED AT 9:05 A.M.) 

THE CHAIRPERSON:   Please be seated. 

  Good morning, ladies and gentlemen.  Today 

we are beginning the oral phase of the hearing to 

review the application by FortisBC Inc. for a 

Certificate of Public Convenience and Necessity for 

the advanced metering infrastructure project.  I am 

Len Kelsey, Chair of the Commission Panel designated 

to hear this matter.  The two other members of the 

panel are Norman MacMurchy, on my right, and David 

Morton, on my left.  

  Commission counsel for this matter is 

Gordon Fulton, Q.C.  Gordon is at the front here.  And 

Hearing Officer is Hal Bemister.  Where is Hal?  Hal 

has disappeared on us.  

  Several members of the Commission 

professional staff are with us today.  Todd Smith, who 

is lead staff on this matter.  Todd?  And Ian Dawkins, 

assisting.   

  I am going to review a brief history of 

this matter.  All the details are available for 

viewing on the Commission website.  I will restrict my 

comments to the details that are relevant to this oral 
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hearing.   

  This matter has attracted considerable 

attention and interest by people residing in the 

FortisBC service area.  Many are not familiar with the 

work of the B.C. Utilities Commission, the Acts and 

Regulations we must follow, our procedures and 

published guidelines.  We have tried during the 

process to date to be considerate of this and to be as 

responsive as possible to questions.  We have also 

been considerate of requests that fall outside our 

established procedures by providing explanations, 

assistance, and, from time to time, a gentle nudge to 

move the request or question into a fair and proper 

process.  I mention this because in the course of this 

oral hearing, I expect there will be occasional need 

to get things back on track, all in the interests of a 

fair and efficient hearing.   

  Commission staff and Commission counsel are 

available to assist you by way of answering your 

questions, or providing guidance on Commission 

process.  

  First, the significant procedural matters.  

For ease of understanding, I will review these by 

topic rather than in strict chronological order.  

FortisBC Inc. filed the application on July 26th, 2012.  

The Commission Panel was appointed on August the 1st, 
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2012.  Order G-105-12 issued on August 2 established a 

preliminary regulatory timetable.  Subsequently the 

Commission received requests to amend this timetable 

and, on August 14th, the Commission issued a letter 

providing additional clarification.  On September 13, 

by Order G-124-12, the preliminary regulatory 

timetable was amended, and persons considering 

registering as an intervener were also referred to the 

participant assistance cost award guidelines available 

at the Commission's website.   

  On September 21, the Commission confirmed 

there would be community input sessions in Trail, 

Osoyoos and Kelowna, during the week of November 5, 

2012.  Order G-137-12 established the dates, times, 

and locations for these community input sessions.   

   Proceeding Time 9:09 a.m. T2 

  Order G-135-12 amended the regulatory 

timetable to include a Procedural Conference to 

consider the topics to be reviewed by written and oral 

processes and to consider the regulatory agenda for 

the remaining stages of the proceeding.  The community 

input sessions, of which I will speak more in a few 

moments, took place on November 6th, 7th and 8th.  The 

Procedural Conference was held here in Kelowna on 

November the 8th.  Just before the Procedural 

Conference the Commission received a request that the 
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proceedings related to the application be suspended 

until such time as FortisBC has provided the 

Commission with the ability to consider a 

comprehensive wired smart meter option.  By Order G-

169-12 the Panel established the time frame for 

submissions on this request.  By Order 198-12, with 

reasons, that request was -- the request that the 

proceedings be suspended was denied.   

  On November the 23rd by Order G-177-12, with 

reasons, the Panel determined that the review of the 

application will proceed by a combination of a written 

and oral hearing divided as follows:   financial 

operations, fire safety and privacy issues will be 

reviewed by way of a written process; health, security 

and environmental issues will be reviewed by way of 

the oral hearing.  It is therefore the topics of 

health, security and environment that we are to be 

addressing in the oral hearing that is commencing 

today. 

  On December the 7th, 2012, the Commission 

received a request that the Commission determination 

on the topics for the oral hearing be reconsidered and 

that all topics be the subject of this oral hearing.  

Following consideration of submissions on this 

request, the Commission issued its decision by Order 

G-21-13 denying this request.  
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  On January 22, 2013, FortisBC submitted an 

evidentiary filing on the advanced metering initiative 

market, technology and North American project costs.  

Following a comment process on the need for a third 

round of information requests, the request for a third 

round was granted, limited to the information provided 

in Fortisbc’s January 22 evidentiary filing on the 

wired market, the absence of a formal request for 

proposal process and comparative North American 

project cost estimates.   

  In addition to granting this additional 

round of information requests, the Commission 

determined that certain interveners, subject to filing 

an undertaking of confidentiality, could submit one 

round of confidential information requests relating to 

the power line carrier quotation used in the 

alternative assessment.  These arrangements were 

established in Order G-17-13. 

  By correspondence dated December 4, 2012, 

Mr. Jerry Flynn requested permission to make a 

PowerPoint presentation at this oral hearing.  By 

letter A-17 the Commission explained the structure of 

the hearing and suggested it would be unusual for the 

Panel to permit new evidence to be brought forward in 

the form of a presentation at the oral hearing.  The 

Commission did seek submissions on this request, 
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however.  After considering those submissions, by 

Order G-11-13 issued with reasons on January 18, 2013, 

the Commission denied Mr. Flynn's request to make a 

presentation at this oral hearing.  It should be 

noted, however, that the PowerPoint presentation was 

filed as evidence by Mr. Flynn and is recorded as 

Exhibit C6-10.  

Proceeding Time 9:13 a.m. T03 

  While it is unusual for the Commission to 

allow the cross-examination of witnesses by video 

conferencing, in this case it was granted leave for 

certain expert witnesses to be cross-examined in that 

manner.  The Commission's determination on cross-

examination by video conference is found in Commission 

letter L-3-13, dated February 15th.   

  I would now like to turn our attention to 

the conduct of the hearing and, again, we appreciate 

that many people in the room are new to this.  First, 

a brief comment on the community input sessions held 

in November in Trail, Osoyoos, and Kelowna.  The 

purpose and nature of the community input sessions was 

explained in correspondence from the Commission dated 

October 4 and October 15, 2012.  Those sessions 

provided an opportunity for parties who are not 

otherwise actively involved in the review of 

FortisBC's application to inform the Commission Panel 
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of their position on the AMI project.  Several 

interveners also took advantage of the opportunity to 

present their positions as well.  At each of the 

community input sessions, the Commission Secretary 

made a brief presentation on the Commission hearing 

process.   

  The Commission hearing process, which is 

distinctly different in purpose and process from the 

community input sessions, is explained in a letter 

from the Commission dated January 10, 2013.  This 

letter can be found in the exhibit list as Exhibit A-

25.  I believe copies are also available at the back 

of the room.  If you do not have a copy of this 

document, I suggest you obtain one, as it will serve 

as a useful road map for these proceedings.  Mr. 

Fulton can assist you if you have questions about the 

procedures outlined in the letter.   

  The purpose of the oral hearing is to test 

through cross-examination the written evidence filed 

earlier in the process.  For reasons of procedural 

fairness, neither the applicant nor an intervener is 

permitted, without leave from the Chair, to submit new 

evidence beyond the written evidence filed.  Also, 

cross-examination by parties opposed in interest.  

Cross-examination is the questioning of another 

party's witness.  The applicant and interveners have 
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an opportunity to question the other parties' 

witnesses.  Parties who support the evidence of a 

witness, or a witness panel, should not expect to 

cross-examine that witness or witness panel.  Also, 

participants are not to use cross-examination as a 

vehicle for expressing opposing views or arguing with 

the witness.  Opposing views are the subject matter 

for final submissions.   

  The Commission's hearings must be fair and 

focused.  The decision following the Procedural 

Conference determined what issues would come before 

the oral hearing.  That decision stated that health, 

security, and environmental issues will be reviewed by 

way of the oral hearing.  Other issues are being 

reviewed by way of a written hearing.  To be fair to 

all parties, I will be firm in keeping us on topic and 

on track from a procedural point of view.   

  One of the purposes of an oral hearing is 

to better inform the Panel which has been charged with 

the responsibility of making a decision on the 

application.  Exhibit A-25 stated that non-media 

members of the public will not be allowed to take 

photographs, or make audio or video recordings, at the 

oral hearing.  The Commission did provide an 

opportunity for the media, if granted leave from the 

Chair, to do so.  By the established deadline, no 
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requests from the media were received, and so no 

recording of the proceedings by any party is 

permitted. 

Proceeding Time 9:18 a.m. T04 

  And finally, a few housekeeping matters.  

We will take a mid-morning and mid-afternoon break, 

although the actual time will be flexible so as to 

minimize the disruption to the smooth flow of the 

proceedings.  Generally, however, those breaks will be 

around 10:30 a.m. and 3:00 p.m.  We will break for 

lunch around noon.  I expect to end the day between 

4:30 and 5:00 p.m., and we may have to adjust the 

schedule and extend the hours depending on the 

progress we make as the hearing evolves.   

  Interested parties who wish to make a 

statement and who have not made a statement at a 

community input session may be granted leave to do so 

at the hearing.  Interested parties must first inform 

Commission counsel of their request to make a 

statement at the hearing.  They will also need to 

confirm that they are a FortisBC customer or a 

customer of one of the Interior municipal electric 

utilities.  If leave is granted, the Commission Panel 

will impose time limits and designate times for the 

presentations.   

  Alternatively, individuals may submit a 
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written statement as a letter of comment, which will 

form part of the E class of exhibits at the hearing.  

Individuals making such statements at the hearing or 

submitting letters of comment are not normally 

required to do so under oath or under cross-

examination, or undergo cross-examination.   

  I hope I have covered everything needed at 

this point.  I can appreciate, however, that there may 

be questions as the hearing progresses, and remind you 

that Commission staff and Commission counsel are 

available to respond.   

  Mr. Fulton, I will now ask you to call for 

appearances.   

MR. FULTON:   Thank you, Mr. Chairman.  Good morning.  

Good morning, Commissioners.  I'll begin with calling 

for the appearance of FortisBC Inc.   

MR. MACINTOSH:   Mr. Chair, members of the Commission, G. 

K. Macintosh, George Macintosh, appearing for 

FortisBC.   

UNIDENTIFIED MALE SPEAKER:   Audio, please?   

MR. MACINTOSH:   And appearing with me is my colleague and 

partner, Ms. Herbst, H-E-R-B-S-T, Ludmila Herbst.   

UNIDENTIFIED MALE SPEAKER:   We can't hear it at the back, 

Mr. Chairman.  Cannot hear it back there.   

THE CHAIRPERSON:   We'll just pause for a moment and see 

if we can get the sound turned up.   
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  Are you able to hear now?  Thank you.   

MR. MACINTOSH:   I'll repeat that, if I may, Mr. Chair.   

THE CHAIRPERSON:   Yes, please, Mr. Macintosh.   

MR. MACINTOSH:   G. K. Macintosh, appearing for FortisBC 

and appearing with me is my colleague, Ms. Herbst, 

Ludmila Herbst, H-E-R-B-S-T.  Thank you.   

MR. FULTON:   British Columbia Hydro and Power Authority. 

MR. WEBB:   Good morning, Mr. Chair, Commissioners.  Ian 

Webb, W-E-B-B, appearing on behalf of British Columbia 

Hydro and Power Authority.  I have with me today Craig 

Folkestad, F-O-L-K-E-S-T-A-D, from B.C. Hydro's 

regulatory department.   

MR. FULTON:   British Columbia Municipal Electrical 

Utilities and the Commercial Energy Consumers' 

Association of British Columbia.   

MR. WEAFER:   Good morning, Mr. Chairman, members of the 

panel.  Chris Weafer, W-E-A-F-E-R, appearing for the 

British Columbia Municipal Electric Utilities and the 

Commercial Energy Consumers' Association, who are 

wholesale customers of Fortis.  Thank you.  

MR. FULTON:   British Columbia Pensioners' and Seniors' 

Organization et al.   

MR. KUNG:   Good morning, Mr. Commissioner, Mr. Chair, and 

panel.  Eugene Kung, K-U-N-G, appearing on behalf of 

BCPSO et al.  I will be joined or potentially replaced 

by Tannis Braithwaite, B-R-A-I-T-H-W-A-I-T-E, in the 
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second week.  Thank you.   

MR. FULTON:   B.C. Sustainable Energy Association and 

Sierra Club of British Columbia.   

MR. ANDREWS:   William Andrews.  I represent the B.C. 

Sustainable Energy Association and the Sierra Club of 

British Columbia.   

MR. FULTON:   Citizens for Safe Technology Society.   

MR. AARON:   Good morning, Commissioners, Mr. Chair.  It's 

David M. Aaron for the Citizens for Safe Technology 

Society.   

MR. FULTON:   West Kootenay Concerned Citizens.   

MR. BENNETT:   Good morning.  My name is Curtis Bennett, 

and I'm appearing for the West Kootenay's Concerned 

Citizens.   

MR. FULTON:   Riding of B.C. Southern Interior.   

MR. ATAMENENKO:   Good morning, Commissioners.  My name is 

Alex Atamenenko.  I'm the Member of Parliament for 

B.C. Southern Interior.   

MR. FULTON:   Electoral Area D, Regional District, Central 

Kootenay.   

MR. SHADRACK:   Good morning, Mr. Chairman.  My name is 

Andy Shadrack, S-H-A-D-R-A-C-K.  I've been a customer 

of Fortis and their predecessors since 1987, but I 

appear in this hearing as the Director for Area D, a 

position I've held since 2005.   

THE CHAIRPERSON:   Thank you.   
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MR. FULTON:   Jerry Flynn.   

MR. FLYNN:   Good morning, commissioner.  Panel.  My name 

is Jerry Flynn, F-L-Y-N-N.  I am a Fortis customer.  

Thank you.   

MR. FULTON:   Keith Miles.   

MR. MILES:   Good morning, Mr. Chairman and Commission.  

My name is Keith Miles.  I am a FortisBC customer, 

simply representing myself without support staff.  

Thank you.   

THE CHAIRPERSON:   Thank you.   

MR. FULTON:   Is there anyone else present in the room who 

has intervened in the proceedings whose name I have 

not called?  No response, Mr. Chairman.  That 

concludes the appearances.  

   Proceeding Time 9:25 a.m. T5 

  The next item on the agenda, Mr. Chairman, 

relates to preliminary applications, and there are 

three in number.  The first relates to an objection by 

the CSTS to FortisBC witnesses giving opinion 

evidence.  That objection was raised in a timely way 

according to the requirements of Exhibit A-25 in 

Exhibit C9-50, and there’s a FortisBC response to that 

as Exhibit B-36.   

  The second application arose after the due 

date for preliminary motions.  It’s also an 

application by the CSTS.  This is an application 
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requesting that all of the CSTS evidence be given by 

way of video conference.  In your opening comments, 

Mr. Chairman, you referred to letter L-3-13 and that 

letter allowed CSTS to have certain of its witnesses 

give their evidence by video conference.  FortisBC had 

required Dr. Carpenter to give his evidence in person, 

and that’s the status of Dr. Carpenter’s requirement 

at this point.  The other two experts who were not 

referred to in L-3-13, Dr. Jamieson and Dr. Sears, 

Fortis is not opposing them giving their evidence by 

video conference.  So it appears that the only witness 

whose evidence is in play in terms of the manner in 

which the evidence is to be given is Dr. Carpenter. 

  The third item arose just over the weekend 

and it relates to opening statements.  Opening 

statements at the commencement of the proceedings are 

to be circulated in writing the Friday before the 

hearing commences, and that’s outlined in the 

procedural letter, Exhibit A-25 under the heading 

Opening Statements.  FortisBC did circulate their 

opening statement in a timely fashion.  BCPSO had 

advised me last week that they intended to make an 

opening statement but they did not circulate an 

opening statement on Friday.  Counsel for BCPSO sent 

to me a copy of his proposed opening statement last 

night, and I have indicated to him this morning that 
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he would need to seek leave to make the opening 

statement in the circumstances. 

  I’ve also canvassed with the other parties 

who wishes to make -- who wishes to seek leave to -- 

or who wish to make leave applications to make opening 

statements as well, and I have been advised that the 

Riding of the B.C. Southern Interior, the Electoral 

Area D for Regional District Central Kootenay, Mr. 

Miles, and the West Kootenay Concerned Citizens would 

also like to seek leave to make opening statements 

today.  I understand from speaking with the 

representatives of those interveners that their 

opening statements would take approximately somewhere 

between five and ten minutes. 

  So there are three applications.  I’m going 

to suggest the following process for the hearing of 

the applications:  first, that the party seeking the 

relief speak first.  So in the case of the two CSTS 

applications, CSTS will speak first, followed by 

parties who support the CSTS application, and then 

parties who take no position, and followed by parties 

opposing, and in terms of the parties opposing I will 

leave it to FortisBC in the circumstance of those two 

applications to choose whether they wish to speak 

first among the objectors or last among the objectors.  

And then CSCS would have a right of reply.   
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  In terms of the leave applications, those 

applications will be led by BCPSO with parties 

supporting the applications speaking next, then 

parties taking no position, and again parties opposed 

with FortisBC having an opportunity to choose to go 

first among those opposing, or last if in fact 

FortisBC opposes those applications for leave. 

  So if that procedure is satisfactory to the 

Panel, that’s the procedure that I’m proposing for the 

hearing of the applications. 

THE CHAIRPERSON:   Thank you, Mr. Fulton.  I’ll ask if 

there are any objections to that proposal.  Any party 

objecting to that proposal?  Okay, I think hearing no 

comment then, Mr. Fulton, we’ll accept your proposal 

as being efficient and fair, and we’ll proceed on that 

basis. 

MR. FULTON:   So then, Mr. Chairman, the first application 

is the CSTS objection to FortisBC’s witnesses giving 

opinion evidence, and that’s found in Exhibit C9-15.  

 Proceeding Time 9:32 a.m. T06 

SUBMISSIONS ON APPLICATION RE: CSTS OBJECTION 

SUBMISSIONS BY MR. AARON: 

MR. AARON:    Mr. Chair, by letter of February 20th, 2013, 

counsel for Fortis indicated their intention to adduce 

oral testimony today from witnesses including William 

Bailey and Yakov Shkolnikov, amongst others.   
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  By way of this motion, I raise two issues on behalf of 

the Citizens for Safe Technology Society.  One, is it 

appropriate for those witnesses to provide opinion 

evidence?  And two, I raise an issue with respect to 

the admissibility of the Exponent Report, which is 

Appendix C-5 of the application.   

  The statutory context for my concern arises 

in the context of two provisions of the Evidence Act, 

which I propose to read into the record.  And that is 

the Evidence Act, R.S.B.C. 1996, Chapter 124.  I'll 

set out the statutory context and then I'll set out a 

few facts and then I'll speak to my concern.   

  First of all, with respect to the 

applicability of the Evidence Act to these 

proceedings, does it even apply?  Section 10(1) of the 

Act says that in this Section, and Sections 11 and 12, 

"proceeding" includes quasi-judicial or administrative 

hearing.  And Section 10(2) says that that -- those 

two provisions, Section 10 and 11, do not apply to 

proceedings of a tribunal that has enacted or made its 

own rules for the introduction of expert evidence, and 

the testimony of experts.  And in my submission, this 

Commission has not enacted its own rules.  So by 

default, the Evidence Act applies.   

  The nub of the Evidence Act is very 

reflective of the rule with respect to opinion 
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evidence.  Opinion evidence is generally not 

admissible before courts or statutory tribunals.  The 

exception is expert opinion evidence.  An expert may 

speak to his or her opinion within the scope of his 

expertise.  But there are rules as to how expert 

evidence should be brought.  And my concern is that -- 

is with the manner in which Fortis seems to be 

bringing its expert evidence.   

  The heart of the Evidence Act provisions 

are in Section 11(1), which says: 

"A person must not give, within the scope of 

that person's expertise, evidence of his or 

her opinion in a proceeding unless a written 

statement of that opinion and the facts on 

which that opinion is formed has been 

furnished at least 30 days before the expert 

testifies to every party adverse in 

interest." 

  The Act provides us with more information 

on what that statement in writing -- on some 

requirements that apply to that statement in writing.  

Under 10(3),  

"…a statement in writing setting out the 

opinion of an expert is admissible in 

evidence in a proceeding without proof of 

the expert's signature if at least 30 days 
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before the statement is given in evidence a 

copy has been provided to every party."  

 And then 10(5), "the authors of that written statement 

may be called" -- required, "may be required to be 

called as a witness." 

Proceeding Time 9:37 a.m. T07 

  So, that's the statutory context.  The way 

a party brings expert evidence is, they say -- they 

provide notice, 30 days in advance.  "I intend to 

adduce opinion evidence from this witness and this is 

what they're going to say."  It's not so clear that 

Fortis has done that.   

  There is a written document which I will 

refer to as the Exponent Report.  And it was obviously 

filed with the application.  It's not apparent on the 

face of the Exponent Report that -- well, let me pause 

and say the Exponent Report contains opinion.  On very, 

very, critical matters.  For example, the opinion that 

-- or the validity of the judgment call that only 

epidemiological studies are considered because in 

vitro studies don't offer direct -- any direct 

indications of the impact of RF exposure in human 

health.  A very important judgment call, laid in with 

opinion.  So, the issue I raise is quite relevant.   

  So on the face of that report, it's not 

apparent that those opinions are attributable to any 
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individual.  No individual is named as author on the 

report.  So, that report itself doesn't constitute 

notice that there is going to be expert opinion 

evidence given at this proceeding.   

  What happens next is through the -- my 

client receives this report, and it's not clear to us 

what Fortis's intentions are in terms of bringing 

expert opinion evidence.  So we ask in the Information 

Request process, CSTS IR No. 1, question 23.  We asked 

three questions.  Who is or are the authors of the 

Exponent Report?  What are their qualifications?  And 

are these authors being held out as experts in the 

field?  And if so, what's the scope of their 

expertise?  Trying to flesh out if this is going to be 

expert opinion evidence. 

  Fortis provided one answer to all three of 

those questions at 23.1.  Their response referred to 

William Bailey, Linda Erdreich, and Yakov Shkolnikov.  

The response was William Bailey, Ph.D., 30 years of 

training, setting out his qualifications, Linda 

Erdreich, epidemiologist with 32 years of experience, 

environmental -- setting out her qualifications.  And 

Yakov Shkolnikov, setting out his qualifications.   

  But no explicit response to the question, 

"Are you intending to hold these people out as 

experts?"  I don't think we had a procedural mind 
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answering that question, with respect to the requisite 

procedure under the Evidence Act.  

  So, we get this letter of February 20th 

saying these people are going to testify.  I write 

with a preliminary objection saying, "Well, if they're 

going to provide opinion evidence, where is the notice 

under the Evidence Act?" 

   Proceeding Time 9:41 a.m. T8 

  And by way of letter of reply February 26, 

2013, my learned friend says the Exponent Report is -- 

we rely on the Exponent Report in satisfaction of 

Section 10 and 11 of the Evidence Act.  In relation to 

the testimony of William Bailey and Yakov Shkolnikov.   

  The problem is that neither of those two 

witnesses independently authored the report.  They did 

it in collaboration with Linda Erdreich, and she is 

strangely absent from the list of witness that Fortis 

intends to tender for testimony before this hearing. 

  For the record, at the Procedural 

Conference in this matter, which is conveniently 

excerpt in my friend’s letter of February 26, 2013, on 

behalf of CFTS, I expressly set out our position that 

we require an opportunity to cross-examine the authors 

of the Exponent Report.  To quote:   

“Our view is that we will seek to cross-

examine Fortis’s experts, the ones that are 
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authors of the Exponent Report, and also 

cross-examine on the very nature of RF 

issues.”   

  So if the Exponent Report is held out by 

Fortis as their compliance with Section 10 and 11 of 

the Evidence Act, then what follows is the authors of 

that report need to be made available for cross-

examination.  If the Exponent Report is not held out, 

and those three authors aren’t all made available for 

cross-examination, what follows is there are serious 

questions surrounding the admissibility of opinion 

evidence, both contained in the Exponent Report and any 

opinion evidence that William Bailey and Yakov 

Shkolnikov will give in the context of this hearing.   

  Those are my initial submissions.  It’s a 

complicated issue and there’s an interplay of 

considerations, and I haven’t fully fleshed out 

Fortis’s position, so perhaps this would be a good 

time to hear from them in reply.   

MR. FULTON:   Now, Mr. Chairman, the process that we have 

agreed upon is that the applicant will go first.  So 

the applicant is expected to exhaust his submissions 

on the first round.  Then we’ll go to the parties who 

support the application and we’ll be hearing with 

Fortis once we get to the round of parties opposing 

the application.  We won’t be hearing from them right 
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now.   

MR. AARON:   Sorry, I apologize for doing Mr. Fulton’s 

job.  

  Then perhaps I’ll just open myself to any 

questions that the Panel may have on my submissions, 

if there’s anything that I need to clarify.  Really 

where the rubber is going to hit the road on this is 

when these two witnesses stand up and provide an 

opinion, and I’m going to say, “Well, that’s an 

opinion.  It’s not admissible unless you’re an expert.  

What’s the scope of your expertise?  Has it been 

established and has there been notice of your opinion 

report?”  And Fortis will say, “Yes, here’s notice of 

their opinion report.  It’s the Exponent Report.”  And 

I’ll say, “Well, that wasn’t independently authored by 

them.  There’s three authors there and you haven’t 

fulfilled your duty to make all three available for 

cross-examination.”        

Proceeding Time 9:46 a.m. T09 

  Mr. Shkolnikov is an electrical engineer.  

William Bailey is educated in neuropsychology.  

Neither of those two are medical people.  The only 

medical person who is an author of the Exponent Report 

is Linda Erdreich.  And I am frankly a little bit 

dismayed that she is not going to be answering to the 

contents of the Exponent Report.   
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  So, there is a little bit of inconsistency 

in what's happening, and I want to make sure that we 

deal with it properly as a procedural matter before we 

head into the evidence.  Those are my submissions, 

subject to any questions.   

THE CHAIRPERSON:   Thank you.  No questions at this stage, 

thank you.   

MR. FULTON:   For interveners supporting the CSTS 

position, if you could put up your hands and then I'll 

call you in order.  All right.  Mr. Shadrack? 

SUBMISSIONS BY MR. SHADRACK:   

MR. SHADRACK:   I rise to support Mr. Aaron.  I notified 

Mr. Fulton last week that I had some real concerns 

about the health and environment panel.  My 

understanding is that we are going to be cross-

examining on facts that Fortis has presented, and I 

would put it to the Commission that neither Mr. Loski 

nor Mr. Warren have any education in the areas of 

health and environment.   

  And I agree with the closing comments in 

terms of -- I can't pronounce Shkolnikov.  Mr. Bailey, 

I observed to the Commission, starts off with a B.A., 

then does a Master in Business Administration and then 

a Ph.D. in neuropsychology.  And here we are, 

hopefully going to talk about RF and its impact on 

customers of Fortis.  That's a medical issue.   
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THE CHAIRPERSON:   Mr. Shadrack, I'm just going to ask you 

to pause for a moment.  You'll have an opportunity 

when that panel presents itself to question the 

qualifications of the panelists, and the issue -- I 

don't believe you're addressing the issue that's to be 

addressed at this point.  So I'd ask you to move to 

that.   

MR. SHADRACK:   Okay.  Well, then I obviously don't 

understand the question that's being posed at this 

time.  So I'll simply say that I support Mr. Aaron in 

his submission.   

THE CHAIRPERSON:   Thank you.   

MR. FULTON:   Mr. Atamenenko.   

SUBMISSIONS BY MR. ATAMENENKO: 

MR. ATAMENENKO:   Thanks very much, Mr. Fulton.  I have 

listened to what Mr. Aaron has to say and I support 

him in his submission, in his request.   

MR. FULTON:   Mr. Bennett.   

SUBMISSIONS BY MR. BENNETT: 

MR. BENNETT:   Given the significance of the health and 

environmental issues to the applicant itself, as 

regarding liabilities as well, I fully support Mr. 

Aaron.   

THE CHAIRPERSON:   Thank you, Mr. Bennett.   

MR. FULTON:   Was there anyone I missed who supported Mr. 

Aaron?  All right.  Oh, Mr. Miles.  
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SUBMISSIONS BY MR. MILES:  

MR. MILES:   Mr. Chairman, Commissioners.  I also support 

Mr. Aaron's position in regards to this particular 

document.  It was a problem in my preparing of 

questions for panel 2, in that it was apparent that 

there was not a comparison between the people proposed 

to address that and the actual information that was 

presented, right?  Thank you.  

MR. FULTON:   Mr. Flynn?   

SUBMISSIONS BY MR. FLYNN: 

MR. FLYNN:   Jerry Flynn.  Yes, I do support Mr. Aaron.   

THE CHAIRPERSON:   Thank you.   

MR. FULTON:   Parties who take no position on the 

application.  Mr. Andrews.   

MR. ANDREWS:   I take no position.   

MR. FULTON:   Mr. Kung?   

MR. KUNG:   BCPSO takes no position on this matter.   

MR. FULTON:   Parties who oppose the application.  All 

right.  FortisBC will go first, Mr. Chairman.  

   Proceeding Time 9:53 a.m. T10 

SUBMISSIONS BY MR. MACINTOSCH:  

MR. MACINTOSH:   Mr. Chair, as I understand the 

application, it is to exclude the Exponent Report from 

evidence.  The Exponent Report is the main expert 

report which Fortis has submitted in this process, and 

upon which it relies.  The leader author of the report 



FortisBC Inc. CPCN for AMI                         
Volume 2, March 4, 2013  Page:  142 
 

 1 

 2 

 3 

 4 

 5 

 6 

 7 

 8 

 9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

Allwest Reporting Ltd.,  Vancouver, B.C. 

is Dr. William Bailey, and he will be testifying.  The 

two secondary authors, if I can put it that way, of 

the report are a witness named Mr. Yakov Shkolnikov, 

and he will be testifying.  Another witness who -- 

another person who worked on the report will not be, 

and that is a Linda Erdreich.  She is unavailable on 

family business in Israel. 

  This is entirely in keeping with the normal 

practice with respect to any expert report, whether 

it’s at the Commission or in a courtroom, and that is 

that the lead author of the report is normally the 

person who testifies.  Normally, or frequently and I 

would say normally, it is only the lead author who 

testifies and always the lead author has had support 

in the preparation of the report and the lead author 

speaks to that in the course of giving evidence, and 

when the lead author is being questioned on it, when 

he or she is on the stand, that is part of the 

evidence that that person gives. 

  Now, in my respectful submission, the 

objection which you are being faced with to strike 

this main report by Fortis is out of time, it is 

brought out of time, it is not founded in substance, 

it is overly technical, and it is brought to try and 

steal an advantage which is unfair.  It is trying to 

block evidence from being put into the hearing, 
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important evidence which my friend Mr. Aaron has had 

for seven months.  He has had the expert report for 

seven months.  Furthermore, he has presented 

information requests on the report and obtained 

answers on the report.  Furthermore, expert witnesses 

being called by the other side have taken the Exponent 

Report into account in the evidence that they are 

marshalling and presenting. 

  Now, this is in front of us this morning 

because of a letter that Mr. Aaron sent to Commission 

Secretary on February 25, 2013, and that is Exhibit 

C9-15, and that is because the Commission had ruled 

that if there were any objections to be taken to 

evidence or other procedural issues, the deadline for 

doing so was February 25.  The letter came in three 

minutes before the deadline.  It came in at three 

minutes to four.  I respectfully submit that is not 

merely a coincidence.  And the letter did not appear 

to make the issue which my friend is speaking to 

today.  The letter says: 

“The preliminary matter that CSTS intends to 

raise at the hearing is as follows:  no 

expert opinion report has been tendered by 

FortisBC in relation to the testimony of any 

expert enumerated in FortisBC’s 

correspondence of February 20.” 
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  That’s not the issue my friend has even 

spoken to today.  The correspondence from Fortis of 

February 20, 2013, it’s Exhibit B-32, what it does is 

it lists four witnesses on Panel Number 2.  One of 

them is a Mr. Loski, another is Mr. Warren, and two 

others are Dr. Bailey and Yakov Shkolnikov.  And as we 

received this letter, the objection was that there was 

no expert report tendered on behalf presumably of Mr. 

Loski or Mr. Warren, I don’t know, it doesn’t say.  

But very clearly there has been an expert report 

tendered for Dr. Bailey and Yakov Shkolnikov, and my 

friend knows that, and he knew it then because in his 

IRs long before then he had been told that Dr. Bailey 

and Yakov Shkolnikov were authors of the Exponent 

Report.  And that is all we had.  And there was no 

suggestion here, as I read the letter, that anyone was 

seeking to strike out the Exponent Report. 

  And then Fortis replied to Mr. Aaron 

through my colleague Ms. Herbst the next day, February 

26, in Exhibit B-35, and she observes there that the 

Exponent Report was filed with the rest of the Fortis 

application on July 26th of 2012.  Seven months ago. 

Proceeding Time 9:58 a.m. T11 

  And then she observes that in response to a 

question from Mr. Aaron, and then Commission Panel at 

the Procedural Conference, and that was November 8th of 
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2012, she addressed reliance on this report, and our 

anticipation that at least Dr. Bailey, one of its 

authors, would be testifying in the oral hearing.  And 

I have a transcript from that Procedural Conference, 

November 8, and at page 71, Ms. Herbst said, in part, 

"…there is a report by a company called 

Exponent… And what we anticipate is that one 

of the authors of that report, a Dr. Bailey, 

will be called to testify… It may be that a 

panel including Dr. Bailey will have a 

representative of FortisBC on it …" 

 And so on. And Mr. Aaron,  

"MR. AARON:   Okay.  Is Dr. Bailey the 

author of … report? 

MS. HERBST:   He is one of the authors of 

the Exponent report, yes. 

MR. AARON:   Okay.  We'd asked for that 

information by way of an information 

request…"   

 And Ms. Herbst replies,  

"And I can just add that that's correct and 

those information requests are being worked 

on for the deadline for tomorrow." 

  And what Ms. Herbst did was she then sent 

the CV of Dr. Bailey and Yakov Shkolnikov and the 

third person, the woman who is in Israel now attending 
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family matters.  And that was it.  That was fine.  And 

there was nothing, until we get this ambiguous letter, 

which I thought was focusing on a different issue, 

Exhibit C9-15 on February 25th.   

  And so, what has happened, in my respectful 

submission, is that the company has fully complied 

with normal practice.  It has complied with the legal 

requirements in the Evidence Act.  It has filed an 

expert report.  It is calling not only the lead 

author, which is the normal practice, but it is also 

calling one of the two secondary authors, which is not 

normally done.  And those people will take full 

responsibility for the report.   

  And my friend, Mr. Aaron, he gets to cross-

examine these two witnesses.  He asks them any 

questions he wishes on the report, and they 

successfully defend their report or they do not.  And 

he may say, "Well, did you do this or did the woman, 

Linda Erdreich, did she do that, and do you know 

anything about it?"  And if they don't, the report 

gets less weight, and so on.  That's what happens 

ordinarily in every cross-examination of an expert 

report.   

  And so here we are being presented with an 

objection, an evidentiary objection, in my submission, 

which is ill-founded and not properly supportable, 
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highly prejudicial to the applicant, to Fortis, its 

main expert report, and this issue has never been 

properly framed or advanced previously.   

  Those are my submissions.  

MR. FULTON:   Mr. Weafer.   

SUBMISSIONS BY MR. WEAFER:  

MR. WEAFER:   Thank you, Mr. Chairman.  Mr. Chairman, 

members of the Panel.  The Commercial Energy Consumers 

and the B.C. Municipal Electric Utilities support the 

position of Fortis.   

UNIDENTIFIED VOICE:   Use your mike, please.   

MR. WEAFER:   Mr. Chairman, Chris Weafer appearing for the 

CDC and the BCMEU.  And we support the submissions of 

Mr. Macintosh on this issue as he has laid them out, 

and as set out in the Fortis letter of Exhibit B-36. 

  I have been practicing before this 

Commission for about 20 years, and I have never heard 

a similar application made by counsel under the 

Evidence Act.  And I think there is a practical reason 

as to why.  And in my view, the Commission does have 

procedures for accepting expert evidence, which is the 

detailed procedural orders issued by this Panel 

through the course of every hearing.  Starting in 

August of this year there are a number of letters 

which set deadlines for filing and for evidence, and a 

practice which has flowed from that in the past before 
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this Commission is that if someone has a challenge to 

the evidence filed by an expert, or the qualifications 

of an expert, that's brought when the expert appears 

before the Panel, and can be brought at that time.   

  So, I echo the concerns of Mr. Macintosh.  

But also from a practical standpoint, which I suggest 

also has to govern this Panel in dealing with a very 

significant issue such as health and the matters that 

have been brought to you by primarily of interveners 

with respect to concerns around the application, is 

that this Panel should have a thorough review of 

perspectives and views on health issues which the 

Exponent Report also provides. 

  At the end of the day, the weight you 

attach to that evidence is for the Panel.  But to not 

allow it to be before you would certainly not provide 

you with the broadest available evidence to review the 

concerns that have been raised by some interveners.  

So, those are my submissions, Mr. Chairman, members of 

the Panel.   

THE CHAIRPERSON:   Thank you. 

SUBMISSIONS BY MR. WEBB:   

MR. WEBB:   Mr. Macintosh made all of the points that I 

had jotted down, so all I would say at this point is 

that --  

UNIDENTIFIED VOICE:   Could you speak up into the mike, 
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please?   

UNIDENTIFIED VOICE:   We can't hear you.   

MR. WEBB:   Okay.  I'll just re-state.  Mr. Macintosh made 

all of the points that I had jotted down to make, so 

all I will say at this point is that B.C. Hydro 

endorses Mr. Macintosh's submission.  Thank you.   

MR. FULTON:   Is there anyone else who supports the 

position of FortisBC? 

  Before I call upon Mr. Aaron to reply, Mr. 

Chairman, I did want to say that the position that Mr. 

Macintosh has set out in terms of reports that 

applicants generally file in support of applications 

such as the ExPonent report, is the practice that has 

taken -- that has occurred before the Commission 

certainly in all the years that I have been doing 

Commission counsel work as well.  When those reports 

come out early, it avoids the concerns over surprise 

which the Evidence Act is intended to address.  And 

parties are, as has been pointed out, provided the 

opportunity to ask Information Requests on the 

reports, and ultimately they're allowed to cross-

examine.   

  And just turning lastly to the Evidence 

Act, it provides you with a discretion in terms of 

expert reports, Mr. Chairman, in Section 11(2), which 

says, "despite subsection (1), which provides that a 
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person must not give within the scope of his expertise 

evidence of his or her opinion in a proceeding unless 

a statement in writing of that opinion and the facts 

on which that opinion is formed has been furnished, at 

least 30 days before the expert testifies to every 

other party who is adverse in interest to the party 

tendering the evidence of the expert."  So that the 

ExPonent report has been on this record since July of 

2012. 

  Subsection 11(2) of the Evidence Act says, 

"Despite subsection (1), the person presiding in a 

proceeding may, on his or her own initiative or on the 

application of a party, do one of the following…if the 

statement has not been furnished, order that the 

expert may testify…"  So that there is no statement -- 

need not necessarily be furnished.  The thrust of the 

Evidence Act is that it should be, but you have 

discretion.  "If the statement was furnished less than 

30 days before the expert is to testify, order that 

the expert may testify.  Order that the expert must be 

allowed to testify if the statement is furnished 

within a time less than 30 days before he is to 

testify, and specify the time.  And if it appears that 

a party will tender the evidence of an expert in a 

proceeding, order that a statement be furnished at a 

time earlier than 30 days before the expert is to 



FortisBC Inc. CPCN for AMI                         
Volume 2, March 4, 2013  Page:  151 
 

 1 

 2 

 3 

 4 

 5 

 6 

 7 

 8 

 9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

Allwest Reporting Ltd.,  Vancouver, B.C. 

testify and specify the time by which the statement 

must be furnished."   

  So the whole tenor of the Evidence Act is 

to make sure that parties aren't surprised by late 

expert reports, in my view.  And that's not the case 

in this situation.   

THE CHAIRPERSON:   Thank you.   

MR. FULTON:   Mr. Aaron?   

REPLY BY MR. AARON: 

MR. AARON:   Yes.  Mr. Chair, perhaps because we just 

heard Mr. Fulton, I'll start off by responding to his 

comments.   

  Mr. Fulton's presentation included the 

statement that Mr. Macintosh's position with respect 

to the manner in which this evidence is being brought 

to the tribunal is the practice in all Mr. Fulton’s 

years in working with the Commission. 

   Proceeding Time 10:09 a.m. T13 

  I’m not sure what elements of the manner in 

which this evidence is being brought Mr. Fulton is 

characterizing as conforming with the usual practice.  

He referred to the fact that expert reports come out 

early, that there are information requests on those 

expert reports, and that there’s cross-examination.  

None of those three elements of Fortis’s conduct are 

being challenged by my client. 
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  What is being challenged is that we have a 

report produced as an expert report and we don’t have 

the authors of that report available for cross-

examination, and we also don’t have anyone available 

for cross-examination who’s otherwise available who 

could claim to have the kind of expertise that the 

absent author has, that is medical expertise, the 

biological effect of RF emissions.  And as a 

psychologist dealing with behavioural issues, William 

Bailey does not have, at least his education doesn’t 

cover that matter, and as an electrical engineer Mr. 

Shkolnikov really doesn’t have the expertise to 

address those matters. 

  So when Mr. Fulton says, “Well, that’s the 

practice,” I’m not sure what he’s referring to.  If 

he’s saying that -- my concern, and I want to put it 

out right now, is Mr. Fulton’s characterization of 

that is the practice, and then listing these three 

very standard elements – timeliness, info requesting, 

cross-examination – and overlooking the point of 

contention which is notice of opinion evidence and 

availability of authors for cross-examination, that’s 

sounding a little like advocacy to me on a point of 

issue before the Commission.  And I just want to put 

on the record at this point my concern with respect to 

Mr. Fulton’s role in that regard. 
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MR. FULTON:   My role, Mr. Chairman, is to advise the 

Commission, and if a party sets forth a position 

that’s not in keeping with what the practice has been 

before the Commission, then in my submission I have a 

duty to the Commission to say this is the practice 

that has taken place before the Commission.  The issue 

of whether or not -- whether or not the experts, the 

authors of the Exponent Report are qualified, that’s 

something that can be dealt with in terms of the 

qualification of those experts issue and weight issues 

down the road.  I stood up to confirm what the 

practice has been before the Commission.  I don’t 

consider that to be advocacy.   

THE CHAIRPERSON:   Thank you, Mr. Fulton.  Mr. Aaron.   

MR. AARON:   What I submit amounts to advocacy was 

finessing -- a finessing over the point of contention 

by saying it’s the usual practice, they come in early, 

there’s cross-examination on them, and there’s 

information requests.  Sure that’s the usual practice.  

Is it the usual practice that the author of a report 

is not available for cross-examination?  Is that the 

usual practice?  There’s a bit of -- if I can finish. 

THE CHAIRPERSON:   Yes.  Mr. Fulton, let’s just let Mr. 

Aaron finish.   

MR. AARON:   It’s the nuancing of that issue which amounts 

to advocacy, which is fine for me to do and fine for 
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counsel to do.  But I mean, if Mr. Fulton is going to 

be providing information and facts then he should -- 

THE CHAIRPERSON:   I think we understand, thank you. 

Proceeding Time 10:14 a.m. T14 

MR. AARON:   Yeah.  Mr. Fulton also spoke to the purpose 

of the Evidence Act.  And with respect to -- he said 

the purpose of it is that a party not be surprised.  

And that the timing requirements under the Evidence 

Act are certainly about that.   

  The other purpose of the Evidence Act is 

that an author of an expert report be made available 

for cross-examination.  That's explicitly set out in 

10(5) of the Evidence Act.   

  Addressing the comments of Mr. Macintosh, 

Mr. Macintosh gave evidence of fact that Mr. Bailey is 

the lead author and that Linda Erdreich and Yakov 

Shkolnikov are secondary authors.  I query whether 

that allocation of responsibility is set out in the 

material.  The ExPonent Report is absolutely silent as 

to authorship and, in responding to Information 

Requests as to who the authors were, we got those 

three names.  And again, with respect to medical 

questions, the only medical person is Linda Erdreich.  

So, I don't know to what extent Mr. Bailey can take 

responsibility for the whole report.   

  It's notable that in responding to this 
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objection, Fortis didn't take the position that I was 

hoping they would take, that we will make Linda 

Erdreich available for cross-examination.  I was 

expecting that this is where my objection would go.  

This is the sole document that Fortis has tendered in 

support of its position on very critical medical 

issues, and the one medical person who can speak to 

those issues is not being made available for cross-

examination.  I am concerned that that will constitute 

a serious procedural flaw in these hearings, and I 

would rather address it now and have a fair hearing 

than waste all our time on a foundation that is 

flawed.   

  Mr. Macintosh, I have a great deal of 

respect for him.  He's senior counsel.  But I question 

the propriety of his standing before this Panel and 

saying -- and speaking to the norms around which 

expert testimony is usually adduced in courts.  He's 

not an independent legal expert.  He is speaking to 

the norms he says -- the lead author of the report is 

normally the person who testifies.  So, he is saying 

that it's all right for an author -- for someone to 

testify in a report that they did not independently 

author.  And my position is that it's not.  It's not 

fair.  And he's addressing that position, that we 

don't have -- we have a difference of opinion on that, 
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and he's addressing that by saying, "Well, this -- the 

way I say it's done is normally the way it's done."  

Well, he hasn't provided any authority in support of 

that position.   

  Mr. Macintosh said the objection to strike 

is an objection with respect to the fact that -- oh, 

sorry.  He said that our objection, as it was raised 

three minutes before the deadline.  I mean, I don't 

know what that goes to.  I mean, the deadline was met.  

I don't know why I have to be held accountable for 

being three minutes on time.  But he said that that 

objection last Monday was out of time. 

   Proceeding Time 10:19 a.m. T19 

  And in response to that I want to submit 

that the issue arises because we only got notice of 

Fortis’s list of panelists on January 20th.  Am I 

correct on the date?  Let me just double check.  Oh, 

sorry, February 20th.  So it’s only on February 20th 

that my client gets to see that a key author, the 

medical person of the Exponent Report is not included 

as a panelist, and it’s only on February 20th that we 

can come to the position that the validity of the 

Exponent Report is questionable as a document that can 

satisfy Section 10 and 11 of the Evidence Act.  It’s 

only on February 20th that I say, “How can a document 

satisfy Section 10 and 11 of the Evidence Act if its 
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authors aren’t being made available for cross-

examination?  If a behavioural psychologist and an 

engineer are being tendered to answer questions on a 

medical panel in the absence of the medical author?”  

It’s only on February 20th that I can formulate this 

issue. 

  So I submit that there’s no timing.  I 

mean, I think there’s a flaw in procedurally -- and 

perhaps this is something the Commission could 

consider in the future, with allowing an applicant 

until February 20th to announce who its expert 

witnesses are going to be for a hearing that’s 

occurring on March 4th.   

  So without the Evidence Act requirements 

having been fulfilled, I’m at a position where on 

behalf of my client I’m compelled to say, "Well, if 

the Evidence Act hasn’t been fulfilled then you can’t 

have opinion evidence.  They can speak to facts, they 

can speak to processes, but opinion evidence is 

inadmissible." 

  I know it is a technical objection and I 

apologize for that.  But the rules are -- the 

technicalities of the rules are here to ensure 

fairness, and the fact-finding role of this Panel is 

incredibly challenging, and I think things have to be 

done right.  I’m not trying to block evidence.  It’s 
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open to Fortis to bring its evidence the way it 

chooses.  It’s not my responsibility to make sure it’s 

done right or fairly.  It’s open to Fortis now to 

adjourn and say, “Look, we’ll make -- we’ll provide 

the requisite notice or we’ll make Linda Erdreich 

available for cross-examination.” And we would agree 

to video conference if she’s overseas.  I have no 

objection to that.  I just want a fair hearing.   

  Mr. Macintosh says, “The two that we have 

available will take full responsibility for the 

report.”  It’s impossible for them to do that because 

they don’t have the expertise.  Already the report is 

outside the scope of their expertise. 

Proceeding Time 10:23 a.m. T16 

  Again, CEC counsel gets up before the Panel 

and says, “I’ve been doing this for 20 years and I’ve 

never heard of this kind of objection.”  Show me 

authority, please, my friend, for the proposition that 

an expert can testify to a report that he or she is 

not the independent author of.   

  Counsel for CSC says BCUC does have rules.  

He suggests that the application -- he didn't go on 

and say it, but the implication is that the Evidence 

Act shouldn't apply because the Commission has its own 

rules.  And what he said is, those rules arise from 

detailed procedural orders setting deadlines for 
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expert opinion evidence.  Those aren't rules that 

displace the operation of the Evidence Act.  Rules are 

set out like a statute.  They set out procedures and 

timelines that need to be followed, not orders with 

respect to timelines in specific proceedings.   

  Counsel for CSC argues this Panel should 

have a thorough review of the medical issues.  And I 

agree.  And that's why the medical evidence as adduced 

by Fortis needs to be fairly broad, so it can be 

properly subject to cross-examination, and that 

includes the opportunity to have notice of opinion 

evidence and the opportunity to cross-examine the 

author of the report.   

  That concludes my submissions, subject to 

any questions or clarifications I can provide.   

THE CHAIRPERSON:   Questions?  Thank you, Mr. Aaron. 

  Mr. Fulton?  

MR. FULTON:   Mr. Chairman, do you want to -- I see it's 

almost 10:30.  Do you want to first deal with this 

application and then deal with the next two?  Or do 

you want to hear submissions on all the applications 

and deal with them collectively?   

THE CHAIRPERSON:   I think we should deal with them 

collectively.  We could, though, take a short break at 

this stage.  And then come back and deal with the 

other matters.   
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MR. FULTON:   Okay.  So the second application, then, will 

be the video conferencing application?   

THE CHAIRPERSON:   Yes.  And so we'll take a short break 

at this stage.  As you say, it's just coming up to 

10:30.  I don't see a clock on the wall here, but --  

THE HEARING OFFICER:   I'll get one.   

THE CHAIRPERSON:   Mr. Bemister will get us a clock.  I 

have just a couple of minutes before 10:30, so let's 

take a fifteen-minute break and come back at quarter 

to eleven.  Thank you.   

 (PROCEEDINGS ADJOURNED AT 10:26 A.M.) 

 (PROCEEDINGS RESUMED AT 10:46 A.M.)  T17/18 

THE CHAIRPERSON:   Please be seated. 

  Mr. Fulton, the Panel would appreciate it 

if we could receive relevant copies of the Evidence 

Act.   

MR. FULTON:   Sections 10 and 11.   

THE CHAIRPERSON:   Yes, please.  

MR. FULTON:   Yes.  I will see that you have that, Mr. 

Chairman.   

  Before I turn to the next application, Mr. 

Chairman, I just wanted to remind people that -- 

because it's come up during the course of the break, 

and that is, the filing of documents through the 

Commission now.  Because we are into a hearing, the 

Commission Secretary has instructions not to accept 
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any further documents through the Commission 

Secretary's office.  All documents that parties seek 

to file need to be filed at this hearing, from this 

point on, until we conclude this hearing.  And that's 

to avoid us winding up with duplicate exhibit numbers.  

And everyone who is involved in an active way is here, 

so that there should be no difficulty with parties 

filing their documents in this process rather than 

attempting to file them through the Commission 

Secretary.  It's important that, if people have filed 

documents or attempted to file documents, that 

everybody be aware of those documents that parties are 

attempting to file.   

THE CHAIRPERSON:   Right.  Thank you.  

MR. FULTON:   The second application relates to a request 

by CSTS that all its evidence be heard by video 

conference.  And that application is the subject of a 

letter from Mr. Aaron dated February 27th, 2013, which 

has been marked Exhibit C9-16.   

  In his letter, he asks that Dr. Sears, Dr. 

Jamieson, Dr. Kumar, and Dr. Maisch all give their 

evidence by video conference and that also Dr. 

Carpenter now give his evidence by video conference.  

Exhibit L3-13 -- or Letter L3-13, which is Exhibit A-

37, provided that Drs. Kumar, Maisch, Maret and Blank 

could give their evidence by video conference.  So the 
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three individuals who are in issue in terms of video 

conferencing evidence, then, are Dr. Sears, Dr. 

Jamieson, and Dr. Carpenter. 

  So, I'll turn the mike over to Mr. Aaron.  

MR. MACINTOSH:   Mr. Chair, the only reason I rise up is 

that what I am about to say may assist and shorten Mr. 

Aaron's submissions.   

THE CHAIRPERSON:   Yes.  Thank you.   

MR. MACINTOSH:   It is only to say that Fortis will not be 

objecting to their request, that these cross-

examinations occur by video conference, which is what 

I understand the request to be.  Obviously it's not 

the first choice for any cross-examiner, but equally I 

understand the competing interests here.  And so 

that's the company's position, and it may expedite 

things.  I don't know.   

THE CHAIRPERSON:   Thank you.  Mr. Aaron, does that 

comment help with your issue?   

MR. AARON:   Well, what I would say, Mr. Chair, is -- does 

the Panel need to hear from me?   

THE CHAIRPERSON:   If Mr. Macintosh's comments deal with 

the matter that you wanted to raise, no.  No, we don't 

have to hear.  I might just ask, though, if there is 

anyone else that wants to comment.  We should allow 

that.   

MR. AARON:   I would only speak to the issue further if 
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there is any risk that the request for cross-

examination would be denied.  I mean, it's open to the 

Panel not to accept Mr. Macintosh's position.  Yeah.  

   Proceeding Time 10:51 a.m. T19 

THE CHAIRPERSON:   If -- I think you can take your seat 

then now, Mr. Aaron.  Let's just let others have an 

opportunity to comment if anybody is opposed to the 

matter.  

  Hearing no opposition, then I think it’s an 

easy decision for the Panel to make.  We’ll accept all 

cross-examination of your witnesses by video 

conference. 

MR. AARON:   Thank you.   

THE CHAIRPERSON:   Thank you. 

MR. FULTON:   The third application, Mr. Chairman, relates 

to leave to make opening statements.  As I indicated 

earlier on today, Exhibit A-25 indicates that parties 

who wish to make opening statements are to circulate 

them the day before, or at least one day in advance of 

circulating them.  That means that they should have 

been circulated on Friday.  Mr. Kung on behalf of 

BCPSO had advised me last week that he was going to be 

making an opening statement.  When I saw him yesterday 

evening I said I hadn’t received any opening statement 

yet, and so he sent me one last night.  Because he’s 

out of time he will be seeking leave to make an 
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opening statement.  I had canvassed the room as well 

to see if there was anyone else who wanted to seek 

leave to make an opening statement, and the riding of 

B.C. South Interior, the Electoral Area D for Regional 

District Central Kootenay, Mr. Miles and Mr. Bennett 

also indicated that they wished to seek leave to make 

opening statements.   

  So I’ll begin with Mr. Kung. 

THE CHAIRPERSON:   Yes, thank you.  Mr. Kung.   

SUBMISSIONS RE. APPLICATIONS FOR LEAVE TO MAKE OPENING 

STATEMENTS 

MR. MACINTOSH:   If I may take the liberty the same way as 

last time that I came up, it may expedite, it may not, 

in case it does.  Fortis won’t be seeking to object to 

opening statements coming in even though we haven’t 

seen them, with this qualification.  Fortis would ask 

that people that now have their statements in writing 

give us a copy so we can at least look at them.  And 

also, if we don’t get to see them and something is 

being said in the opening which in my own perception 

of it is just off the charts a little bit too far, 

then I would perhaps be asking to rise and speak to it 

at that time.  But subject to those two 

qualifications, Fortis won’t be objecting to these 

late opening statements. 

THE CHAIRPERSON:   I think then, rather than having 
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individual requests for leave, I think I’ll just 

confer with my colleagues for a moment and we can make 

a decision on this matter, if you’ll just bear with 

us.   

  We will allow opening statements, then, 

from the parties that have made a late application.  I 

would, though, ask that the opening statements be kept 

on topic and that the time limit, the ten minutes, 

preferably shorter but ten minutes maximum, and that a 

written copy of the opening statement be provided for 

the record immediately if you have it available, but 

certainly within 24 hours.   

  So with those conditions then, Mr. Fulton, 

I think we can begin. 

MR. MACINTOSH:   And do I have it, Mr. Chair, that I can 

exercise my judgment to at least rise if an opening 

statement, in my submission, is going too far afield, 

to speak to it?  I guess we can deal with that when it 

arises. 

THE CHAIRPERSON:   Yes, we can deal with that if that -- 

I’ve asked that the opening statements be kept on 

topic, and you’ll certainly have an opportunity to 

rise if in your view the opening statement is off 

track. 

MR. MACINTOSH:   Thank you.   

MR. FULTON:   Mr. Chairman, perhaps what we can do now 
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then is we can have the opening statements of counsel 

and representatives of the interveners.  But before we 

move to the evidence of Witness Panel 1, you will need 

to make your decision.   

THE CHAIRPERSON:   Yes.  

MR. FULTON:  -- on Mr. Aaron's application.  

Proceeding Time 10:56 a.m. T20 

THE CHAIRPERSON:   Just looking at timing here, I think we 

can have the opening statements and then during the 

lunch break the Panel can deliberate on this other 

matter.   

MR. FULTON:   Thank you.  And I will see that Mr. Bemister 

gets you copies of Sections 10 and 11 of the Evidence 

Act.  

THE CHAIRPERSON:   Thank you.  And we'll provide our 

decision on the first preliminary matter immediately 

following the lunch break.   

MR. FULTON:   Thank you.  All right.  So I will turn the 

mike over, then, to Mr. Macintosh to make the opening 

statement of FortisBC.   

THE CHAIRPERSON:   Thank you.    

OPENING STATEMENT BY MR. MACINTOSH: 

MR. MACINTOSH:   Thank you, Mr. Chair and Commissioners.   

  The application of my client, FortisBC, is 

for the right to implement advanced metering 

infrastructure, or AMI.  The application was filed on 
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July 26th, 2012 and is Exhibit B-1 in the proceeding.  

The Commission has determined, through prior Order, 

that this oral hearing will address three topics, and 

three only:  that is, security, health, and the 

environment.  And other topics are not the subject of 

this oral hearing.   

  At a later stage in the process there will 

be written submissions and they are to be filed March 

28, 2013.  And they will address all aspects of the 

application, in addition to security, health, and the 

environment.  The written submissions will also cover 

financial, operations, and privacy issues.  And those 

submissions will also address a further basis for the 

application, which is the requirement based on federal 

regulatory provisions for FortisBC to have to replace 

in any event the bulk of its customers' meters 

throughout the service territory.   

  FortisBC will be presenting two witness 

panels at this oral hearing.  The first addressing 

security and the second addressing health and the 

environment.  The security panel will be addressing 

issues which FortisBC has day-to-day familiarity with 

as an electrical utility, namely the security of the 

grid, and the security of the information of both the 

utility and its customers.  FortisBC must and does 

already satisfy rigorous security standards, which are 
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in place, and the security panel will address the 

extension of that rigorous approach to advanced 

meters.  The security panel will have four people on 

it:  Tom Loski, who is FortisBC's VP, customer 

service; Paul Chernikhowsky, who is FortisBC's 

Director, engineering services; Tim Swanson, 

FortisBC's Director, information systems; and Michael 

Stuber, from Itron, from which FortisBC proposes to 

obtain the advanced meters.  Mr. Stuber is responsible 

for cyber-security and standards for Itron products 

worldwide.   

  The second panel, the health and 

environmental panel, will testify after the security 

panel has concluded.  That panel will address, as its 

name indicates, evidence pertaining to health and the 

environment.  And that panel will be comprised of 

FortisBC representatives.  And, subject obviously to 

the Commission's ruling, also include experts able to 

respond on matters that necessarily extend beyond 

FortisBC's day-to-day knowledge and experience and 

operative wisdom, so to speak.   

Proceeding Time 11:01 a.m. T21 

  While FortisBC already undertakes measures 

to ensure the safety of employees and the safe 

delivery of electrical service to its customers, and 

has addressed the safety issues regarding 
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electromagnetic frequency emissions in the context of 

the Okanagan transmission reinforcement project, in 

2011, it took a further step and commissioned the 

report entitled "The status of research on radio 

frequency exposure and health in relation to advanced 

metering infrastructure", and that's the ExPonent 

Report which was the subject of our motion earlier 

today.   

  The ExPonent Report was filed by Fortis as 

part of its application and it is Appendix C-5 to 

Exhibit B-1.  And the four members of the second 

panel, the health and environment panel, include, as 

you have heard in my earlier submissions, two of the 

ExPonent Report authors, including primarily -- or 

principally, I should say, Dr. Bill Bailey.  The 

members of the panel include Mr. Loski, whom I 

mentioned as part of the first panel, FortisBC's VP 

customer service; Mark Warren, who is FortisBC's 

Director of customer service operations and systems; 

Dr. Bill Bailey, William Bailey, who is a principal 

scientist in ExPonent's health sciences practice; and 

Yakov Shkolnikov, who is a managing engineer at 

ExPonent's technology development practice and a 

visiting faculty member at the Drexel School of 

Biomedical Engineering.   

  Mr. Loski, who is sitting on both panels, 
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will be presenting an opening statement when the 

security panel is convened, and for efficiency that 

opening statement will address both aspects of the 

case; that is, both the subject of the first panel in 

security and the second panel in health and 

environment.  

  In closing submissions, the evidence will 

be presented within the relevant legal framework, and 

that framework includes the fact that as the 

Commission noted, in Order G-177-12, and I quote here: 

"It has no jurisdiction over regulations 

made by Health Canada and other agencies.  

Accordingly, it is not within the 

Commission's mandate to consider any changes 

to these regulations." 

 Also pertinent will be the explicit support for 

advanced metering, which is found in British 

Columbia's Clean Energy Act, an Act -- statutory 

touchstone, given the advanced metering's positive 

environmental effect.   

  Through the Clean Energy Act and the smart 

meters and smart grid regulation, the provincial 

legislature required B.C. Hydro to install smart 

meters in all eligible premises, and to put them into 

operation within a short time-frame.  The Clean Energy 

Act also refers to, and I quote again, "the 
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government's goal of having smart meters, other 

advanced meters, and a smart grid in use with respect 

to customers other than those of B.C. Hydro".   

  And to conclude, Mr. Chair, and members of 

the Commission, I respectfully submit that FortisBC's 

pre-filed evidence, together with the evidence that 

its witnesses will give in this oral hearing, will 

demonstrate that the approvals which are sought should 

be granted when they are assessed through the lens of 

security and health and environmental concerns.   

  Those are my opening submissions.  Thank 

you.   

THE CHAIRPERSON:   Thank you, Mr. Macintosh.   

MR. FULTON:   British Columbia Pensioners' and Seniors' 

Organization et al. 

OPENING STATEMENT BY MR. KUNG: 

MR. KUNG:   Thank you, Mr. Fulton.  I do have copies of 

our opening statement.  I did not distribute them 

prior to the ruling this morning, and I'm prepared to 

distribute them now.   

THE CHAIRPERSON:   Thank you.   

MR. KUNG:   I am told that this will be C3-10, Exhibit C3-

10.   

 (OPENING STATEMENT BY MR. KUNG MARKED EXHIBIT C3-10) 

THE CHAIRPERSON:   So that then is marked as Exhibit C3-

10. 



FortisBC Inc. CPCN for AMI                         
Volume 2, March 4, 2013  Page:  172 
 

 1 

 2 

 3 

 4 

 5 

 6 

 7 

 8 

 9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

Allwest Reporting Ltd.,  Vancouver, B.C. 

MR. FULTON:   C3-10.  Correct, Mr. Chairman.  

THE CHAIRPERSON:   Yes.  Mr. Kung?  I think we'll ask our 

Hearing Officer to distribute those and, in the 

interests of time, ask you to commence.  Thank you.   

MR. KUNG:   Thank you.  Mr. Weafer has kindly offered to 

help.   

  Good morning, Mr. Chair, and Commission 

Panel.  I'm appearing today on behalf of the B.C. 

Pensioners' and Seniors' Organization, the B.C. 

Coalition of People With Disabilities, the Council of 

Senior Citizens' Organizations of B.C., and the Tenant 

Resource and Advisory Centre, known in this process as 

BCPSO et al.   

   Proceeding Time 11:07 a.m. T22 

  BCPSO is a coalition of FortisBC's low- and 

fixed-income residential ratepayers who collectively 

represent the interests of their most vulnerable 

customers.  BCPSO and their predecessors have a 

longstanding history of representing the interests of 

low- and fixed-income residential ratepayers since the 

B.C. Public Interest Advocacy Centre was founded in 

1981.  We were active interveners in 2008 FortisBC AMI 

proceeding that was not approved by this Commission.   

  BCPSO’s principal interest in this project 

is in the financial impacts that it will have on 

ratepayers, who will ultimately bear the cost of the 
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approved expenditures, and in this regard our primary 

focus through to the IR phase has been on the 

financial operation of issues which are the subject of 

the oral phase of this proceeding.  This is not to 

say, of course, that we are not interested in issues 

relating to security, health or environment which are 

the focus of this oral hearing phase, but rather that 

we will be examining those issues through the lens of 

the context of the interplay within the utility’s 

stated costs and benefits and the risks that they 

impose on those customers. 

  Given that our primary interests are the 

subjects of the written proceeding and that there are 

a large number of interveners on this process, BCPSO 

does not anticipate conducting lengthy cross-

examinations of either the B.C. panels or the 

intervener panels. 

  So we know that this application has been 

brought under Section 45 requiring a Certificate of 

Public Convenience and Necessity.  And as you’re 

aware, this means that you as a Panel must be of the 

opinion that this project is necessary.  We know that 

the case from FBC has focused on the anticipated 

benefits outweighing the approximate $52 million in 

costs, and for context, the 2008 proceeding estimated 

cost was about $31 million.   



FortisBC Inc. CPCN for AMI                         
Volume 2, March 4, 2013  Page:  174 
 

 1 

 2 

 3 

 4 

 5 

 6 

 7 

 8 

 9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

Allwest Reporting Ltd.,  Vancouver, B.C. 

  It’s clear to us from the way that this 

process has rolled out, that there is significant 

interest and in particular on the issues that will be 

dealt with over the next couple of weeks.  There are a 

number of interveners who may be new to the Commission 

process, and BCPSO is interested in hearing what they 

have to say and is appreciative of the steps taken by 

the Panel and Mr. Fulton in accommodating and 

encouraging the proper participation in this process.   

  I want to talk a little bit about this 

process in a larger context because it’s not happening 

in a vacuum.  We are all aware that B.C. Hydro is in 

the process of rolling out its own smart meter 

initiative.  As my friend Mr. Macintosh just referred 

to, the 2010 Clean Energy Act exempted B.C. Hydro from 

seeking BCUC approval of their nearly $1 billion 

expenditure.  In our submission there is no doubt that 

FortisBC is facing some of the residual impact of the 

lack of public process flowing from Hydro’s similar 

program, and as this hearing is the only AMI process 

that is accessible to the public since the Clean 

Energy Act was passed.   

  Hydro’s implementation of smart meters has 

not been without controversy, of course, and the most 

recent update that we’ve seen shows that of the 

128,000 or so smart meters that remain to be 
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installed, about 85,000 of them are the results of 

customers who have refused installation for a number 

of reasons.  And those 85,000 refusals represent about 

4 and a half percent of Hydro’s total anticipated 

installations, and in our submission that is not an 

insignificant number.   

  Over the past number of years, utilities 

across the world have been implementing AMI, and many 

of the issues that you will be wrestling with over the 

next couple of weeks and beyond have been raised 

before.  Issues such as opt outs or wired options and 

other measures that are being employed in other 

jurisdictions are relevant, and we are now only in the 

early stages of being able to understand whether the 

benefits, reported costs and benefits are matching up 

with the actual results as they come in real time.  

And this puts FortisBC in an interesting position.  

They have an opportunity to learn from the experiences 

of the other utilities who may approve or disprove the 

elements that compose the estimated costs and benefits 

of AMI. 

   Proceeding Time 11:12 a.m. T23 

  And in fact we submit that they may even be 

better positioned to do so in the future after B.C. 

Hydro’s meters have been operational for some time. 

  I’d just like to raise a final point that 
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echoes in part what my friend Mr. Macintosh stated, 

which is that the BCUC is an economic regulator 

composed primary of accountants, engineers and 

economists.  That’s an administrative tribunal, that 

has specific expertise in economic regulation.  It 

does not have, for example, specific expertise in 

medical issues and is therefore -- may not be the 

ideal body for making conclusive determinations about 

the health impacts of AMI.   

  Of course, you will be able to -- you can 

weigh the evidence as presented by interveners and the 

applicant and make findings, and include in those 

findings about the relative risks of these various 

concerns posed to the business case put forward by 

FortisBC, and it’s those issues that we’ll be 

following closely.  Thank you. 

THE CHAIRPERSON:   Thank you, Mr. Kung.   

MR. FULTON:   West Kootenay Concerned Citizens, Mr. 

Bennett.   

OPENING STATEMENT BY MR. BENNETT: 

  First off I want to thank you guys very 

much for being as patient as you are, especially with 

people that are just non-legal types related to this.  

Now, my opening statement, what I’m looking forward to 

presenting and in the best interests of everyone as an 

unbiased professional, not just the West Kootenay’s 
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Concerned Citizens, is the health and safety aspects 

of this and the importance of this Commission’s job, 

because when it comes to the health-related issues, 

the limits of human exposures related to these 

frequencies is governed by a code that admits that 

it’s missing causality, biological plausibility, and 

reproducibility.  And the importance of this can’t be 

overstated.   

  Now, the reason I want to keep this short, 

too, is because I have to type this up and hand it in 

within 24 hours and I just have two fingers for that.  

But the importance of me representing this 

information, one, the fact that, you know, providing 

expert witness for Canadian Parliament at their 

request regarding these missing mechanisms, and 

afterwards lecturing this in medical education, I’m 

looking forward to representing that and being cross-

examined related to this.  

  On the environmental issues, what’s really 

important with this is this program is not going to 

address the energy issues.  And I’m going to show that 

with evidence as well.  It’s not going to address the 

energy issues related to this.  It is not going to 

meet the provincial government’s energy plan related 

to this.  It is not going to reduce emissions and it 

is not going to stop global warming.  There’s other 
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issues very relative to this that just couldn’t be 

seen before that have been represented and will be 

represented in this lecture. 

  So I’m just looking forward to providing 

that information for you and looking forward to both 

cross-examining their witnesses and being cross-

examined.  Thank you. 

MR. FULTON:   Riding of B.C. Southern Interior, Mr. 

Atamenenko.   

OPENING STATEMENT BY MR. ATAMENENKO: 

  Well, thank you very much, Mr. Kelsey, 

Commissioners.  I’d just like to first of all thank 

you for the opportunity to participate in these 

proceedings.  I believe it’s very important for the 

democratic process.  I do have some notes here but I 

should warn you that I, much like I do in the House of 

Commons, I make last minute adjustments, so I’ll be 

happy to provide them.  If you can read my writing, 

we’ll try to help you decipher them. 

  I’m a FortisBC customer, but I’m 

intervening as a Member of Parliament for B.C. 

Southern Interior to ensure that the many concerns 

that have been brought to my attention by my 

constituents, and I might add constituents in other 

areas of the province in regard to wireless smart 

meters, are recognized and carefully considered in 



FortisBC Inc. CPCN for AMI                         
Volume 2, March 4, 2013  Page:  179 
 

 1 

 2 

 3 

 4 

 5 

 6 

 7 

 8 

 9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

Allwest Reporting Ltd.,  Vancouver, B.C. 

this application.  These concerns range from the 

costs, the safety, security of the data being 

collected and what it will be used for, the health 

implications which may stem from the microwave 

radiation that will be emitted daily and in perpetuity 

once these meters and necessary supporting 

infrastructure is installed, the accountability for 

possible future health impacts, insurance companies 

and liability coverage, and that although 

international and national regulatory bodies, some of 

whose statements here are being defended by Fortis, 

regularly recognized that the long-term effects of 

low-level electromagnetic radiation are not fully 

understood and that the database for evaluation 

remains limited, continue to maintain that there is 

little or not risk from these emissions.   

Proceeding Time 11:17 a.m. T24 

  My constituents and others are concerned 

with what appears to be, let's say, the modus operandi 

of labeling any opposition as a fringe or vocal 

minority with unfounded concerns.  In my experience 

and the research that I've been doing, the more people 

that look into the contrasts and conflict between 

industry-funded and independently-funded scientific 

claims, the more grounds for concern they have, and 

not less.   
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  I will be looking very carefully at the 

final Commission report accompanying the final 

decision on this application, and to see how much 

evaluation and weight is given to this contrast, as 

well as any conflict of interest by the vested 

interests involved.  Thank you.   

THE CHAIRPERSON:   Thank you.   

MR. FULTON:   Electoral Area D, Regional District, Central 

Kootenay.  Mr. Shadrack.   

OPENING STATEMENT BY MR. SHADRACK: 

MR. SHADRACK:   Good morning again, Mr. Chairman and Panel 

members.   

  These oral hearings are about security, 

health, and environment.  And what I want to do is 

make four points from an earlier submission, C13-4.   

  I am here representing the people of Area 

D, and in the Kootenay Lake and Lardeau Valley portion 

of Electoral Area D's OCP bylaw Number 1996, 2009, the 

following was adopted by the Regional District board 

on the 29th of April, 2010.  At general commercial 

policies, it says: 

"The board supports the right of communities 

to be informed of any changes to the 

electromagnetic spectrum by all operators of 

cell phone towers, WiFi systems, microwave 

systems, et cetera, that create man-made 
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electromagnetic fields, and also supports 

the right of communities to propose zoning 

designations that apply to these 

operations." 

  And with permission, I'd like to hand out a 

document to both Fortis and Commission counsel.  It is 

a protocol that was signed by the Federation of 

Canadian Municipalities and the Canadian Wireless 

Telecommunications Association on February 28th, and 

it's entitled "Antenna systems siting protocol 

template".   

  So, I would ask for leave to file this, but 

I realize it's late and therefore the Commission may 

wish to make a decision on it.  But I have copies 

available so that Fortis counsel can look at it, and 

your own counsel can look at it.   

MR. FULTON:   I think before it's marked, counsel for 

Fortis should look at it, Mr. Chairman, and then we 

can hear if there are submissions.  It's unusual to be 

presenting evidence in the course of an opening 

statement.  The opening statement is to be a summary 

of the position that a party has.   

THE CHAIRPERSON:   Would it be reasonable, then, from a 

procedural point of view, Mr. Fulton, if Fortis were 

to receive a copy of that now and then comment on its 

admissibility, having reviewed it?   
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MR. FULTON:   Yes.  And so Mr. Shadrack can continue with 

his submissions, but this document ought not to be 

marked at this time --  

THE CHAIRPERSON:   Yes.   

MR. FULTON:   -- until parties have had a chance to review 

it.   

THE CHAIRPERSON:   Okay.  Do you understand that, Mr. 

Shadrack?   

MR. SHADRACK:   Yes.  And that's fair.  I'm just trying to 

be helpful.  Yeah.   

  So, my second point is that local 

government in this situation end up on the pointy end 

of the stick around issues, particularly as they 

relate to land use planning around wireless issues.   

  On September the 30th, 2011, at the Union of 

B.C. Municipalities' AGM, the following resolution was 

passed by a majority of delegates.  And here I note 

that every municipality and local government in 

British Columbia belongs to UBCM.   

"Therefore be it resolved that a moratorium 

be placed on the mandatory installation of 

wireless smart meters until the major issues 

and problems identified regarding wireless 

smart meters are independently assessed and 

acceptable alternatives can be made 

available at no added cost to the consumer."   
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 And the point I want to make here is at the time that 

that resolution was passed, there was no hearing into 

the deployment of smart meters in this province.  This 

is the first and probably the only hearing that this 

Utilities Commission is going to carry out on this 

issue, I assume.   

Proceeding Time 11:22 a.m. T25 

  Subsequent to that, I note that the 

Regional District of Okanagan-Similkameen, Regional 

District Kootenay-Boundary, Kaslo, Montrose and 

Osoyoos, and my own board, have passed resolutions.  

On January 19th of 2012, we invited FortisBC and 

Canadian Citizens for Safe Technology to come and make 

presentations to our board.  We listened to each party 

for 15 minutes and then the following resolution was 

passed.  

"In consideration that FortisBC is the hydro 

service provider for a significant portion 

of the RDCK population, we recommend 

FortisBC proactively engage in public 

discussion on public potential impacts, AMI 

program including impacts of the specific 

technologies considered and that they commit 

to outline a clear opt-out policy, 

especially as it relates to health 

concerns." 
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  And then finally on April 12th of 2012 the 

following resolution was passed.   

"Be it resolved that the Board supports the 

right of any property owner not to have a 

smart meter or smart meter adjunct equipment 

placed on their property without express 

written consent, especially as it relates to 

health issues and concerns." 

 And that resolution was passed by 75 percent of the 

directors at the Regional District.  And so that's why 

I'm here with an interest in the issues of security, 

health, and environment, because of the direction that 

my own citizens who elected me made known when we 

adopted the Official Community Plan, and what my 

colleagues around the province and my own board have 

been doing, though I am only here representing myself 

as an individual director on the board.   

  Thank you very much.  

THE CHAIRPERSON:   Thank you.   

MR. FULTON:   Mr. Miles. 

OPENING STATEMENT BY MR. MILES: 

MR. MILES:   Good morning, Mr. Chair and Commissioners.  

Firstly, I apologize for not having distributed this 

in accordance -- I'm not familiar with all of the 

process and I do have an electronic version available, 

and I presume that somewhere we could produce it and 
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get into the system here.  So it's just in my car.  In 

any event, my name is Keith Miles and I am a customer 

of FortisBC in Trail.  And I'm an intervener in 

FortisBC's AMI CPCN application.   

  Initially in August, 2012, I became aware 

of the FortisBC Inc. initiative to move towards the 

AMI program with smart meter installations at our home 

and in our neighbourhood.  To this point, I was 

relatively unfamiliar with the issues around continual 

RF exposure, other than various documentary reports 

regarding cancer causation related cell phone usage.  

I've generally taken personal precautions over the 

years at home to minimize our exposure by turning any 

RF emitting devices off at night, or when not needed.   

  I have observed through the CPCN process 

that there is a consistent stream of objection to this 

application from the public in the entire service 

area, including municipalities.  I am aware of a smart 

meter moratorium motion passed by the Union of B.C. 

Municipalities.  I am aware of motions for moratoriums 

passed by the Regional District of Kootenay-Boundary, 

the Regional District of Central Kootenay and the 

village of Montrose.  I am aware of objections from 

provincial political leaders.  I do not believe I have 

seen in the more than 800 pieces of information coming 

to me through the BCUC application process, even one 
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public communication supportive of the application 

other than within industry. 

  It is inconceivable to me that where there 

is a substantial controversy and unresolved issues 

related to RF systems that the company delivering our 

power infrastructure, FortisBC, could be, as appears 

to be the case in this application, insensitive and 

resistant to those concerns and would not opt for a 

less controversial AMI solution as was done by Idaho 

Power and would potentially choose not to respect the 

many consumers who would have concerns.   

  On security issues, I'm not skilled in the 

details of how RF security might be compromised except 

to say that to my general knowledge, and I have some 

years of training through the computer-based 

information system program from UVic, it happens and 

probably would be inevitable for the AMI RF 

infrastructure considering the widely-distributed and 

accessible nature of an RF signal.  I would suggest 

that data in a wired or contained network 

infrastructure has, in my view, a better chance of 

being effectively controlled.  Therefore, I believe 

our family would be exposed in some fashion under an 

RF system to compromised personal information.   

   Proceeding Time 11:27 a.m. T26 

  My subsequent research has revealed that RF 
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and EMR exposure is a real and valid concern shared by 

many professional individuals and organizations.  The 

matter of health effects seems far from adequately 

researched or resolved.  It is frightening that in the 

absence of definitive long-term studies on the effects 

of AMI RF meter exposure, there is a potential for 

FortisBC Inc. and the BCUC in addressing the 

application to make medical evaluations regarding 

electrical utility users’ exposure to RF frequency, 

including evaluations for those with health risks.  I 

don’t believe such medical statements are appropriate, 

particularly when there are wired options available 

that would not present a similar risk such as a PLC 

solution, available fibre optic networks or other 

available communication networks.  AMI can be 

accomplished in other ways. 

  How is it possible that a corporation with 

primarily corporate and financial interests at heart 

able to say that there is no medical risk to our 

family, their customers, will be unable to change the 

device, turn it off or select another service 

provider?  In considering the AMI project size, the 

huge investment by FortisBC Inc. and the 20-year term, 

it is fair to say that FortisBC Inc. would be 

dismissive of obstacles to their plan and less than 

responsive to individual customer concerns.  
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Consequently, I hope via this hearing that the wide 

and clearly negative public view as it has existed 

throughout this application is respected, and that 

FortisBC Inc. CPCN AMI application is quashed in its 

present form, noting the likely diminished potential 

health effects in the wired solution. 

  Thanks for your attention.   

THE CHAIRPERSON:   Thank you. 

MR. FULTON:   Mr. Chairman, Mr. Miles was the last 

intervener who had indicated to me previously that 

they wished to make an opening statement.  Mr. Flynn 

passed a note to me saying that he wishes now to make 

an opening statement as well. 

THE CHAIRPERSON:   Okay, we can allow that.  Then Mr. 

Flynn. 

OPENING STATEMENT BY MR. FLYNN: 

  Mr. Chair and Panel, first of all, thank 

you for allowing me this late minute opportunity.  I 

do apologize.  I also apologize for my too casual 

garb.  I promise I’ll not let that happen again. 

  This is such an important matter I had to 

speak out.  I’m a retired Canadian Armed Forces 

captain.  I spent 22 of my 26 years in the military in 

electronic warfare in signals intelligence.  The 

average audience does not understand the dangers here.  

We’re not just talking about a smart meter that has 
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one transmitter.  We’re talking about a meshed 

network. 

  Scientists will tell you that in the past 

hundred years, the ambient level of EMR, which is 

electromagnetic radiation on earth has increased by 

100 to 200 million times.  They will also tell you 

that in just the last ten years that it has increased 

by one million times.  So when you’re talking about 

electromagnetic radiation, you’re talking about the 

aggregate or the cumulative effect, not just one 

single item like your cell phone or your WiFi router 

or your baby monitor.  You’re talking about the 

cumulative effect of all of these things.   

  Only with that understanding that we’ve 

already increased by a million times in just the last 

decade, now you must look at say smart meters.  And 

when you look at a smart meter you must not look at 

Phase 1, Phase 1 being whether you get the meter on 

your house.  You must recognize that inside every 

smart meter there are two pulsing microwave 

transmitters.  Then you must also look at Phase 2.  

Phase 2 is where all the utilities throughout North 

America, they intend that every single home will have 

smart appliances, and every smart appliance will have 

its own pulsing microwave transmitter.   

  In a mesh grid network they envision -- 
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these are their numbers, not mine -- in a mesh grid 

network, that will comprise anywhere from 500 homes up 

to 5000 homes.  If you imagine that every home as a 

smart meter which has two pulsing transmitters, that’s 

1,000 transmitters.  If you then look at every single 

home has 15 smart appliances, 15 times 500, we talking 

500 homes, that’s 7,500 pulsing transmitters.  If you 

then add the 1,000 that are inside the 500 smart 

meters, you have a total of 8,500.  

  But then you also have what they call a 

collector meter.  A collector meter has three pulsing 

transmitters.  Of these 8,503, 7,503 operate on 

exactly the same frequency as a microwave oven, as 

does a baby monitor, as does your cordless phone, as 

does your WiFi router. 

Proceeding Time 11:32 a.m. T27 

  So we must be very, very careful here that 

we're not talking just the smart meter.  We're talking 

about EMR, the total aggregate amount of EMR in a 

community.   

  I've also written to my Member of 

Parliament.  I've written to the Minister of National 

Defense.  I've written to the Prime Minister of 

Canada.  From a pure national security point of view, 

there is nothing more dangerous, nothing more 

defenseless, than is a wireless radio system.  I spent 
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22 years in signals intelligence and electronic 

warfare.  There is nothing easier to defeat than a 

wireless radio system.  There are alternatives. 

  Thank you for your time.   

THE CHAIRPERSON:   Thank you.  

MR. FULTON:   Mr. Chairman, that concludes the opening 

statements.  I will ask that the Hearing Officer 

reserve exhibit numbers for the opening statements for 

which written copies were not provided, so that with 

the West Kootenay Concerned Citizens, if C19-17 could 

be reserved.   

 (EXHIBIT C19-17 RESERVED) 

MR. FULTON:   For riding of B.C. Southern Interior, C1-11.   

(EXHIBIT C1-11 RESERVED) 

MR. FULTON:   For Electoral Area D, Regional District, 

Central Kootenay, C13-35.   

(EXHIBIT C13-35 RESERVED) 

MR. FULTON:   For Mr. Flynn, C6-16.  

(EXHIBIT C6-16 RESERVED) 

MR. FULTON:   And for Mr. Miles, C11-13. 

(EXHIBIT C11-13 RESERVED) 

MR. FULTON:   Thank you.   

THE CHAIRPERSON:   And I think you missed Mr. Flynn, did 

you?   

MR. FULTON:   No.  Oh, Mr. Flynn was C6-16.  I apologize.  

THE CHAIRPERSON:   Okay.  I might just break in for a 
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moment, Mr. Fulton, and remind those parties that were 

given leave to make opening statements that one of the 

conditions was they must file their written copy 

within 24 hours.   

MR. FULTON:   Mr. Chairman, that concludes the opening 

statements, then.  Mr. Macintosh has something to say, 

and then I will take you back to Sections 10 and 11 of 

the Evidence Act, of which I have copies now.   

THE CHAIRPERSON:   Thank you.  Mr. Macintosh? 

REPLY BY MR. MACINTOSH:    

MR. MACINTOSH:   Mr. Chair, I have a very brief point.  

You will recall my request that I do be able to make 

comment on opening statements that had some aspect to 

them that I wanted to submit was made perhaps not 

within the confines of an opening statement.  I have 

only one, and I don't want to be, like, a 

proceduralist.  I'm not trying to stop anything that's 

been said or get it taken back or struck from the 

record, or anything like that. 

  Only to point out that when Mr. Flynn gave 

his remarks, all of his submissions will be the topic 

of evidence, and of course he'll be entitled to put 

each of his factual assertions to the Panel.  And as 

long as that happens, then all can proceed in a way 

that's perfectly fair.  Everything will come out.  But 

if that isn't -- if those propositions are not put to 
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the Panel, what we've really heard is like a closing 

submission without an evidentiary base.   

  And I'm not objecting to it.  But I do ask 

that the statements of fact that he has made be tested 

by being put to the panels.  That's all.   

THE CHAIRPERSON:   Thank you.  Mr. Fulton?   

MR. FULTON:   Yes.  I do have copies of Sections 10 and 11 

of the Evidence Act that I can pass on to the Panel at 

this point.   

THE CHAIRPERSON:   Thank you.   

MR. FULTON:   And that then takes us to needing to adjourn 

for the Panel to address Mr. Aaron's first application 

this morning.   

THE CHAIRPERSON:   Yes, thank you.  We will adjourn now.  

It's a little early, but we'll adjourn now.  The Panel 

does have to review this matter and come to a 

conclusion.  So we'll reconvene at one o'clock, 

following a lunch break, and look forward to seeing 

everybody then.  Thank you.   

 (PROCEEDINGS ADJOURNED AT 11:37 A.M.) 

 (PROCEEDINGS RESUMED AT 1:00 P.M.)   T28/29 

THE CHAIRPERSON:   Please be seated.  

DECISION ON APPLICATION RE: CSTS OBJECTION 

  The Panel has to deal with the application 

that came before this morning and we’ve had an 

opportunity to deliberate on the matter, and the 
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decision of the Panel is to deny the application made 

in Exhibit C9-15 and expanded on today for the 

following reasons. 

  The Panel’s interpretation of the Evidence 

Act is that it deals with the timing of the provisions 

of evidence and that all parties of adverse interest 

have at least 30 days to review the evidence.  In this 

case the requirement was met.  The Evidence Act does 

not explicitly refer to a report that has been 

coauthored by two or more individuals.  In the matter 

before us there are three coauthors.  Because the 

Panel is unable to identify a specific sections of the 

report authored by Linda Erdreich, and I hope I have 

pronounced that correctly, the Panel has not been 

persuaded that any of this evidence should be excluded 

at this time.   

  During the course of this oral hearing the 

Panel will hear from many individuals who are advanced 

as experts.  These individuals may qualify as experts 

by virtue of their education, experience, or a 

combination of both.  That is not to say that we will 

prevent parties making an application challenging the 

qualifications of the experts when called.  Ultimately 

in its deliberations the Panel must attribute weight 

to the evidence before it and will do so with respect 

to the credibility of these and all witnesses before 



FortisBC Inc. CPCN for AMI                         
Volume 2, March 4, 2013  Page:  195 
 

 1 

 2 

 3 

 4 

 5 

 6 

 7 

 8 

 9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

Allwest Reporting Ltd.,  Vancouver, B.C. 

it. 

  Mr. Fulton. 

MR. FULTON:   Thank you, Mr. Chairman.  There was one 

outstanding item, or one other outstanding item when 

we recessed this morning and that related to a 

document that Mr. Shadrack wanted to place into 

evidence.   

MR. MACINTOSH:   Mr. Chair, Fortis doesn’t object.  That’s 

the main point of my standing.  Mr. Shadrack’s 

document was published by the Federation of Canadian 

Municipalities and it’s a protocol for siting antennas 

with respect to -- I believe it’s cell phones and 

other ROF emitters.  In any event there’s no objection 

to this document being marked. 

THE CHAIRPERSON:   Thank you, so we’ll enter that, then, 

as an exhibit. 

MR. FULTON:   Yes, that will be marked Exhibit C13-36, and 

we don’t have sufficient copies at this point but I’ll 

ask the Hearing Officer to make the copies and they 

will be made available during the course of the day. 

THE CHAIRPERSON:   Thank you. 

THE HEARING OFFICER:     Marked Exhibit C13-36. 

(DOCUMENT ENTITLED "ANTENNA SYSTEM SITING PROTOCOL 

TEMPLATE", MARKED EXHIBIT C13-36)    

MR. FULTON:   That then takes us to the first Fortis 

panel, Mr. Chairman.   
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THE CHAIRPERSON:   Mr. Macintosh. 

MR. MACINTOSH:   Mr. Chair, thank you, and my colleague 

Ms. Herbst will introduce the first panel to the 

Commission, thank you.   

THE CHAIRPERSON:   Thank you. 

MS. HERBST:   Mr. Chair, Commissioners, I’d like to call 

to the witness table the FortisBC Panel who will be 

addressing the issue of security, and their CVs are 

contained, just for reference, in Exhibit B-32.  And 

just in order of appearance it will be Tom Loski, Paul 

Chernikhowsky, Tim Swanson, and Michael Garrison 

Stuber.   

FORTISBC PANEL 1 - SECURITY 

TOM LOSKI, Affirmed: 

PAUL CHERNIKHOWSKY, Affirmed: 

TIM SWANSON, Affirmed: 

MICHAEL GARRISON STUBER, Affirmed: 

MS. HERBST:   Thank you.   

EXAMINATION IN CHIEF BY MS. HERBST: 

MS. HERBST:   Q:   So starting with some introductions and 

starting with the person closest to the Panel, Mr. 

Loski, you are the Vice President Customer Service for 

FortisBC Inc.?   

MR. LOSKI:   A:   That is correct. 

MS. HERBST:   Q:   And you’ve held that position since 

October of 2010? 



FortisBC Inc. CPCN for AMI                         
Volume 2, March 4, 2013  Page:  197 
 

 1 

 2 

 3 

 4 

 5 

 6 

 7 

 8 

 9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

Allwest Reporting Ltd.,  Vancouver, B.C. 

MR. LOSKI:   A:   Yes, I have. 

MS. HERBST:   Q:   You’ve been involved in the utility 

industry for 31 years altogether?   

MR. LOSKI:   A:   That is correct. 

MS. HERBST:   Q:   And your prior positions have included 

Chief Regulatory Officer of what is now FortisBC 

Energy Inc.   

MR. LOSKI:   A:   That is true. 

MS. HERBST:   Q:   You also held positions in Finance, 

Strategic Planning, Operations, Gas Supply, and other 

areas within FortisBC Energy Inc. and its 

predecessors? 

MR. LOSKI:   A:   That is correct. 

MS. HERBST:   Q:   And you’re a Certified Management 

Accountant. 

MR. LOSKI:   A:   Yes, I am.   

MS. HERBST:   Q:   What has been your role in relation to 

the present application before the Commission? 

Proceeding Time 1:06 p.m. T30 

MR. LOSKI:   A:   I am the executive sponsor for the 

project, and this application, and my involvement has 

been from a strategic perspective providing guidance, 

direction, throughout the putting the application 

together right through to responding to Information 

Requests.   

MS. HERBST:   Q:   Thank you.  Now, I understand that Dr. 
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Shkolnikov, who is a witness on FortisBC's second 

panel on health and environment, will be addressing a 

correction that needs to be made to one FortisBC IR 

response, which is a numerical correction in a chart 

that's part of FortisBC's response to BCSEA's round 1 

IR 61.3.  And I flag this now only because I'll be 

asking if Mr. Loski adopts his evidence otherwise. 

  So, subject to that correction that I 

understand Dr. Shkolnikov will be making, in your 

capacity overseeing the application, do you adopt 

FortisBC's filed evidence in this proceeding?  

MR. LOSKI:   A:   Yes, I do.   

MS. HERBST:   Q:   Thank you.  Now, Mr. Chernikhowsky, 

you're an electrical engineer with over 14 years of 

experience in electric utility power systems planning, 

design, and operations?  

MR. CHERNIKHOWSKY:   A:   That's correct.   

MS. HERBST:   Q:   And presently you're the Director, 

engineering services, of FortisBC Inc.   

MR. CHERNIKHOWSKY:   A:   That's also correct.   

MS. HERBST:   Q:   In that role, you are responsible for 

the planning and engineering for all transmission and 

distribution projects?   

MR. CHERNIKHOWSKY:   A:   Yes, I am.   

MS. HERBST:   Q:   And does that role include any 

responsibility for security matters in particular?   
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MR. CHERNIKHOWSKY:   A:   Yes.  I oversee a professional 

staff that, among other things, plans and designs our 

communications and control systems that operate and 

monitor the power system.  I also oversee our MRS, 

mandatory reliability standards compliance group.   

  All those individuals work with security on 

a daily basis and it's ultimately because information 

security in their roles directly impacts the security 

of supply to customers.   

MS. HERBST:   Q:   And you joined FortisBC in 1999?   

MR. CHERNIKHOWSKY:   A:   That's correct.   

MS. HERBST:   Q:   Prior to becoming Director, engineering 

services, I understand you were responsible for 

FortisBC's overall system planning and prior to that 

for protection, control, and telecommunications 

planning and design.   

MR. CHERNIKHOWSKY:   A:   That's correct.  I was involved 

in the detailed design specification of our EMF 

protection, communications, and control systems.  Also 

heavily involved in our SCADA system operations 

centre.  And again, both of those are critical to the 

operation of the system.   

MS. HERBST:   Q:   And your -- in terms of affiliations, 

you're a senior member of the Institute of Electrical 

and Electronic Engineers? 

MR. CHERNIKHOWSKY:   A:   That's correct.   
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MS. HERBST:   Q:   And can you just explain briefly what 

that Institute is?  

MR. CHERNIKHOWSKY:   A:   The IEEE is the abbreviation, is 

a group of electrical engineering professionals and 

they are responsible primarily for developing many of 

the standards that we use in the industry, both for 

electrical engineering in general, also for utilities 

and also that our vendors use in designing their 

equipment.   

MS. HERBST:   Q:   And just in terms of education, you 

have a Bachelor of Applied Science from the University 

of British Columbia?   

MR. CHERNIKHOWSKY:   A:   That's correct.   

MS. HERBST:   Q:   And you're a Registered Professional 

Engineer in British Columbia?   

MR. CHERNIKHOWSKY:   A:   Yes, I am.   

MS. HERBST:   Q:   And can you just describe your role in 

relation to this application as well?   

MR. CHERNIKHOWSKY:   A:   So, I was involved in the 

FortisBC AMI steering team.  I provided technical 

input, primarily again in the telecommunications and 

metrology portions of the application.  I was also 

involved in some aspects such as the bid evaluation, 

as well as the development and the review of the use 

case as part of the AMI system.   

MS. HERBST:   Q:   And do you adopt FortisBC's filed 
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evidence on that subject matter as your evidence in 

this proceeding?   

MR. CHERNIKHOWSKY:   A:   Yes, I do.   

MS. HERBST:   Q:   Now, turning to Mr. Swanson, you're the 

Director, Information Services, at FortisBC Inc.? 

MR. SWANSON:   A:   That's correct.   

MS. HERBST:   Q:   And in that role, you are responsible 

for the company's information systems department.   

MR. SWANSON:   A:   Correct.   

MS. HERBST:   Q:   And I understand you have a similar 

responsibility on the gas side as well?   

MR. SWANSON:   A:   Yes, I am responsible for both 

organizations from an IS perspective, yes.   

MS. HERBST:   Q:   And you contribute to organization 

planning and strategy as well?   

MR. SWANSON:   A:   Yes, I do.   

MS. HERBST:   Q:   In your current position, do you have 

any particular involvement in security-related 

matters?   

MR. SWANSON:   A:   Yes.  I am responsible for security 

for both information technology and operational 

technology on both the gas and electric -- well, 

sorry, on the electric organization.  So, I'm 

responsible to ensure that security protocols are in 

place, security policies are maintained and updated, 

and also that they are reviewed and adhered to on a 
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quarterly and annual basis.   

MS. HERBST:   Q:   And you've been with FortisBC since 

2000?   

MR. SWANSON:   A:   That's correct.  

MS. HERBST:   Q:   In total, you have more than 27 years, 

I understand, of experience in information systems, 

primarily in the utility business?   

MR. SWANSON:   A:   That's correct.   

MS. HERBST:   Q:   And just touching briefly on education, 

you completed two years of sciences at UBC and Selkirk 

College in Castlegar?   

MR. SWANSON:   A:   Correct.   

MS. HERBST:   Q:   And you have participated in management 

training at the Southern Alberta Institute of 

Technology? 

MR. SWANSON:   A:   Correct.  

MS. HERBST:   Q:   And you hold a Project Management 

certification from George Washington University?   

MR. SWANSON:   A:   Correct.   

MS. HERBST:   Q:   In terms of some computer terminology, 

you're a Certified Novell Installer and Certified IBM 

LAN Installer?  

MR. SWANSON:   A:   Correct.   

MS. HERBST:   Q:   And in terms of present affiliations, 

you are a member of the Canadian Electric Association 

CIO Committee?  That's -- is that Chief Information 
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Officers?   

MR. SWANSON:   A:   That is correct.   

MS. HERBST:   Q:   And can you describe whether that has 

any connection with security as well?   

MR. SWANSON:   A:   Yes.  The Canadian Electric 

Association has a number of members that are currently 

-- have installed advanced meter systems, and security 

is one of the topics that we cover on a regular basis.   

MS. HERBST:   Q:   So, Mr. Swanson, I'm sure you can 

anticipate what I'm going to ask next.  What's your 

present -- or what's been your role in connection with 

this application?   

   Proceeding Time 1:09 p.m. T2 

MR. SWANSON:   A:   Very similar to Mr. Chernikhowsky, I 

am on the AMI steering committee and have been since 

the inception of the AMI -- or the conception of AMI 

project.   

  I’m primarily responsible for the security 

sections, the information technology, integration, and 

anything pertaining to the infrastructure that brings 

the back-haul information back into our data centres.  

MS. HERBST:   Q:   And Mr. Swanson, do you adopt 

FortisBC’s in relation to that subject matter as your 

evidence in this proceeding? 

MR. SWANSON:   A:   Yes, I do. 

MS. HERBST:   Q:   And Mr. Stuber, you are an engineering 
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adviser at the office of the CTO, and that’s Chief 

Technology Officer? 

MR. STUBER:   A:   That is correct. 

MS. HERBST:   Q:   At Itron. 

MR. STUBER:   A:   Correct. 

MS. HERBST:   Q:   And you held that role from 2010? 

MR. STUBER:   A:   Correct. 

MS. HERBST:   Q:   And in that role you’re responsible, I 

understand, for cyber security and standards across 

Itron products worldwide? 

MR. STUBER:   A:   That is correct. 

MS. HERBST:   Q:   Could you just briefly explain a couple 

of the terms there?  What is cyber security?   

MR. STUBER:   A:   So Itron as a company creates products 

for the utilities base.  When we talk about cyber 

security, primarily we’re concerned with the security 

of the communications between devices in the field and 

software running at the utility, as well as the 

software running at the utility itself.  Any time that 

we have devices and software systems talking to each 

other, there’s the potential that someone that wishes 

to subvert the system would attempt to hack into it, 

and cyber security is the process of ensuring that 

that can’t happen. 

MS. HERBST:   Q:   Okay, and the description in your CV, 

and I touched on, allowed that you’re also responsible 
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for standards across Itron products worldwide.  Can 

you just explain a bit about what that means?   

MR. STUBER:   A:   There’s a large number of standards 

that are used in our space.  The industry gets 

together to define standards to promote 

interoperability.  This is in the interest of both 

utilities and vendors.  For utilities it lowers costs.  

For vendors it creates a more competitive marketplace.  

Specifically we worry about standards for data 

communications.  So for example the IEEE 80215-4 

standard, that’s the basis of some of the RF networks 

that we’re using.  We worry about standards for 

network communications, like TCPIP, and we worry about 

standards for application messaging, for example the 

C12-22 or C12-19 standards that define the data that 

meters exchange with the collection engine.   

MS. HERBST:   Q:   Thank you, and you’ve been with Itron 

since 1997? 

MR. STUBER:   A:   Correct. 

MS. HERBST:   Q:   Now, your CV has been filed and it’s an 

extensive CV, as part of Exhibit B-32.  I don’t want 

to touch on all of it, just a couple more points, but 

can you confirm that what is there and that’s been 

filed is correct? 

MR. STUBER:   A:   It is correct. 

MS. HERBST:   Q:   And so just on a couple or just really 
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one point that I want to focus on, now, your roles 

with Itron prior to 2010 included, as the CV says, 

five years as senior research and development manager 

responsible for solution, architecture and security 

design for Itron’s OpenWay Advanced Metering 

Solutions, is that correct? 

MR. STUBER:   A:   That is correct. 

MS. HERBST:   Q:   And just before leaving that point and 

before closing this introduction, can you just explain 

what the OpenWay Advanced Metering Solution is? 

MR. STUBER:   A:   So the OpenWay Advanced Metering System 

is the technology that Itron is providing to Fortis as 

part of this application.  It is the combination of 

the meters, the communication system, and the software 

that’s used to communicate with those meters and 

obtain data from them.   

MS. HERBST:   Q:   Okay, thank you.  And that’s the close 

of the introductions.   

  And now Mr. Loski who will also be sitting, 

as Mr. Macintosh noted in his opening, on the second 

panel, will read the opening statement and it will 

pertain to the evidence of both panels.  For 

efficiency it’s consolidated in one.  But we would ask 

that questions that are related to the health and 

environment aspects of Mr. Loski’s evidence be 

addressed by the second panel where he’ll be joined by 
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three others able to address that, that subject 

matter. 

  And so, Mr. Loski, if I can turn it over to 

you.  Thank you. 

MR. LOSKI:   Q:   Thank you.  Good afternoon, Mr. Chair 

and Commissioners.  FortisBC Inc. is pleased to appear 

before you in connection with its application for 

advanced metering infrastructure, AMI.  I direct this 

opening statement in particular to the three issues 

that are within the scope of this oral hearing.  Those 

three issues are security, health and the environment.  

FortisBC has much to say on the other aspects of its 

application as well, which are subject to the written 

process and not within the scope of this oral 

hearings.  Those issues, which FortisBC will address 

in its written submissions, include the substantial 

benefits that will flow to customers if FortisBC's 

application is granted. 

Proceeding Time 1:17 p.m. T32 

  FortisBC's first witness panel will address 

the security of the AMI project.  FortisBC has always 

been and will continue to be committed in its ongoing 

operations to ensuring the security both of 

information and of the electricity grid.  This 

commitment will be manifest in the security measures 

taken in relation to the AMI project.  Security is a 
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key consideration for FortisBC throughout design, 

procurement and implementation.  FortisBC will also 

ensure that security audits are carried out by a 

third-party agency during implementation and on an 

ongoing basis thereafter.   

  FortisBC's second witness panel, the health 

and environment panel, will address health as well as 

the environment.  Wireless AMI is simply one example 

of the wireless technology that is ubiquitous in 

Canada.  Wireless technology is already extensively 

employed by FortisBC, including for the cell phones, 

radios and laptop computers that permit the company to 

communicate with workers in the field.  Just as we do 

not have health concerns about these existing 

applications of wireless technology, we are confident 

that our proposed AMI project will not endanger the 

health of our customers or our employees.   

  Like our customers, we will have AMI at our 

own homes where we and our families live.  This 

reflects both our comfort with the fact that our 

proposed AMI system will operate well within the 

safety limits set by Health Canada, the federal 

department responsible for helping Canadians maintain 

and improve their health, and our comfort with the 

considered scientific evidence we have seen.  

Personally, I am based in the Lower Mainland, which is 
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part of B.C. Hydro's service territory, so a B.C. 

Hydro advanced meter, which is the same type of meter 

as we propose, is already installed at my home.  B.C. 

Hydro, which is required to install over 1.8 million 

advanced meters across British Columbia, adopted 

wireless technology and most of its advanced meters 

have already been installed.   

  Before filing its application, FortisBC 

commissioned a report on the status of research 

related to radio frequency, RF, exposure and health.  

This report is found at Appendix C-5 of FortisBC's 

application.  The report concluded that exposure to RF 

energy from AMI meters will be far below the exposure 

limits found in Health Canada's safety Code 6, and it 

identified no basis on which to depart from those 

exposure limits.  Two of the co-authors of that report 

will be on FortisBC's health and environment panel.   

  The substantial evidentiary record in this 

proceeding also includes such materials as Health 

Canada's 2011 smart meters update, which notes that 

"exposure to RF energy from smart meters does not pose 

a public health risk".  The record includes as well 

correspondence from the provincial Health Officer, the 

Chief Medical Health Officer of Vancouver Coastal 

Health, and Vancouver Coastal Health's Medical Health 

Officer, Richmond, concluding that advanced meters are 
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not a "health hazard", and that this "assessment is in 

agreement with the overall scientific understanding 

regarding radio frequency electromagnetic fields".  

  FortisBC sees the environmental impact of 

the AMI project as being positive, given the potential 

that AMI provides for improved conservation and the 

greenhouse gas reduction associated with a substantial 

reduction in manual meter reading.  Manual meter 

reading requires that vehicles be used to drive 

between customer premises in FortisBC's service 

territory and the AMI project will substantially 

reduce the need for that to be done.  At its heart, 

the AMI project enables FortisBC and customers to more 

efficiently manage electricity usage which further 

enables environmental benefits.  The AMI project 

accomplishes this by improving the availability of 

consumption information to consumers, allowing them to 

make better informed decisions to conserve and more 

efficiently use energy.  

  In addition, the AMI project enables 

longer-term means of conserving electricity including 

the possibility, subject to further study and 

Commission approval, of future conservation rates.  

Further, over the long term, AMI will accommodate 

future wide-scale adoption of distributed generation 

and will accommodate the addition of electric vehicles 



FortisBC Inc. CPCN for AMI                         
Volume 2, March 4, 2013  Page:  211 
 

 1 

 2 

 3 

 4 

 5 

 6 

 7 

 8 

 9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

Allwest Reporting Ltd.,  Vancouver, B.C. 

and their charging stations to the grid.   

Proceeding Time 1:22 p.m. T33 

 Reflecting that, it is widely seen as a secure and 

safe approach to serving customers, wireless RF 

technology represents over 95 percent of the installed 

or planned electric AMI deployments in Canada, joining 

over 52 million installed or planned RF electric AMI 

deployments in the United States.  There are over 9.5 

million installed or planned RF electric AMI 

deployments in Canada.   

  Particularly in the context of discussions 

on health, it has been alleged that FortisBC does not 

care about its customers or that it is engaging in 

criminal or unconstitutional conduct.  These 

allegations are absolutely unfounded and they are 

offensive to the FortisBC personnel who have worked 

tremendously hard to bring this application forward, 

and to participate in this regulatory process.  

FortisBC is seeking to implement a metering option 

that it believes will best serve customers in the 

future and that will make the best use of the 

opportunity presented by the fact that the majority of 

existing meters need in any event to be replaced.  

  Some customers have asked, even if AMI has 

benefits, why doesn't FortisBC achieve those benefits 

through a wired rather than a wireless option and 
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avoid the security, health and environment issues that 

certain opponents have raised?  Similar questions have 

been asked in other FortisBC applications as well, 

such as where transmission line routing may attract a 

vocal minority that argues we could avoid issues by 

proposing a different and often more expensive 

alternative.  FortisBC believes that it has fulfilled 

its mandate to serve its customers by selecting the 

best technology through a competitive bidding process 

that specifically included wired advance metering 

providers.   

  For all the reasons put forward in the 

evidentiary record to date, and that will be further 

addressed in the balance of this regulatory process, 

FortisBC asks that its application be approved as 

being in the public interest.   

  Thank you, Mr. Chair.   

THE CHAIRPERSON:   Thank you.   

MS. HERBST:   Thank you.  And with that, the panel is open 

to questions.  Thank you.   

MR. FULTON:   Mr. Chairman, on Friday afternoon, I 

circulated electronically an order of cross-

examination for Panel 1.  And so, all the parties 

should have copies of that document.  I do have copies 

for the Commission Panel and for the Hearing Officer, 

and I have some extra copies that I'll pass back.   
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  And just in terms of an explanation of the 

order, Mr. Chairman, cells 1 to 10 are the -- 

represent those parties on Friday, or as of Friday, 

who indicated to me that they were intending to cross-

examine.  In terms of the first ten cells, now, there 

have been two changes.  At cell 5, Citizens for Safe 

Technology Society, Mr. Aaron advised me this morning 

that he will not be cross-examining panel 1.  And cell 

7, West Kootenay Concerned Citizens, Mr. Bennett also 

advised me that he would not be cross-examining panel 

1.   

  So, with that, then, Mr. Chairman, I will 

turn the mike over to Mr. Weafer, who has agreed to be 

the first cross-examiner.  

MR. WEAFER:   Thank you, Mr. Fulton.  Thank you, Mr. 

Chairman. 

CROSS-EXAMINATION BY MR. WEAFER: 

MR. WEAFER:   Q:   Panel, much of the CEC's and BEMEU's 

concerns have been addressed in the IR process and so 

I only have a few questions for this afternoon, 

focusing on two topics in particular.  And the first 

is the issue of clearing up whether, through the AMI, 

we can tell whether someone is at home or at their 

business, if the new technology is creating a risk to 

security in that area.  And the conflict we see as we 

prepare for the hearing, there is -- in Exhibit B-9 
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the company filed the report of the Office of the 

Information and Privacy Commissioner on B.C. Hydro, 

Ms. Elizabeth Denham, the Commissioner.  And she 

identified in the report, and you don’t need to go to 

it.  It’s a sentence I’m going to pull out and 

contrast with Fortis’s evidence.  In Exhibit B-9 at 

Attachment 1 at page 12, to quote the paragraph from 

the Commissioner: 

   Proceeding Time 1:27 p.m. T34 

“Given the current state of the smart grid 

in British Columbia, it is not reasonable to 

expect that an analysis of hourly 

consumption information could reveal exactly 

what appliances are being used, and when.” 

 And I’ll highlight this sentence: 

“However, it could reveal whether people are 

home or away.  Beyond that, any other 

conclusions would be merely speculative.” 

  So just focusing on the findings of the 

Commissioner, and this is a security issue to our view 

as opposed to a privacy issue.   

  In contrast, Fortis in its evidence as 

Exhibit B-9, page 3, states at the bullet point: 

“AMI does not allow Fortis to tell when a 

person is home or what appliances they may 

be using.”   
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  So what I’d like to explore with this panel 

if I could is that differing view between the 

Commissioner and Fortis.  So to start, do you have any 

idea why the Commissioner thought B.C. Hydro could 

tell when a customer was home, or in our case, present 

at their business through the AMI technology? 

MR. CHERNIKHOWSKY:   A:   I think in the end, I don’t 

think the positions actually are all that different.  

And I’ll give you a specific example perhaps that 

might be helpful.  Imagine we see a customer has 

consumed, within an hour, 100 watt hours or a tenth of 

a kilowatt hour of electricity.  So what does that 

represent?  Did you have a 100 watt light bulb on for 

that entire hour?  Maybe your fridge came on and 

cycled on for about 10 minutes.  Maybe you boiled a 

pot of water or you toasted a bagel for 4 and a half 

minutes.  All of those use exactly the same amount of 

electricity, 100 watt hours.  So there is no way from 

just that single number alone to know what the 

customer is doing with the electricity. 

  In a more aggregate sense, a customer 

that’s consuming high amounts of power may or may not 

be home.  Again, they may have a pool pump, a small 

pump, other equipment that they’re using whether 

they’re home or not.  So in and of itself it’s very 

difficult to tell whether a home owner is present 
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simply by looking at consumption information.  

Ultimately I’d say the easier way is to simply go and 

look at the premises and see if they’re there or not.   

MR. WEAFER:   Q:   I think the Privacy Commissioner’s 

sentence was a little more firm in terms of it could 

reveal whether people are home or away, and I take it 

you’re saying maybe, maybe not? 

MR. CHERNIKHOWSKY:   A:   Again I go back to just based on 

the numbers alone, I think that would be imprecise to 

say that you could determine whether someone is home 

or not.   

MR. WEAFER:   Q:   Your evidence filed is it does not 

Fortis to tell whether a person is home. 

MR. CHERNIKHOWSKY:   A:   I think patterns obviously is a 

big part of it as well.  Usage patterns will help 

determine whether someone is home or not.  Ultimately 

again, the information that’s being gathered here is 

really no different than the information that’s 

present on an electric meter today.  You could go up 

to an electric meter and read the exact same 

consumption information from the front panel display 

of the meter. 

MR. WEAFER:   Q:   That may be so, Mr. Chernikhowsky, but 

isn’t the point here that we’re dealing with wireless 

communication and that somebody does not have to show 

up at the home and read the meter, that the risk and 
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the concern is that someone remote may be able to 

determine whether someone is home or not? 

MR. CHERNIKHOWSKY:   A:   So, fair enough.  However, we 

need to keep in mind that the system itself, all it 

communicates on a per customer basis are two pieces of 

information.  One is the consumption and one is the 

meter number itself.  It doesn’t actually contain any 

information as to the customer, owner of the premises, 

owner address, anything like that.  It simply has the 

meter number.  The information that cross-references 

that meter number to a customer information is stored 

securely back in FortisBC’s data centre.  So even in 

the extremely unlikely event that someone was able to 

intercept that information, they would simply have the 

consumption for a meter.  They would have no idea what 

meter that would represent. 

MR. WEAFER:   Q:   Is the AMI meter number externally 

visible on the meters at the home? 

MR. CHERNIKHOWSKY:   A:   There is a number externally 

visible on the meter, yes. 

MR. WEAFER:   Q:   And would that number enable someone to 

identify data received as related to that numbered 

meter? 

MR. SWANSON:   A:   So what that would involve would be 

they would require the meter number, they would have 

to decrypt the information that’s being transmitted 
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back through the system, decrypt the meter read, meter 

number and consumption information, and map that out 

as a means of looking at consumption.  That would not 

indicate whether anybody was home or not.  To Paul’s 

example, there could be a furnace that kicks in on a 

regular basis at certain times.  It doesn’t indicate 

that anybody’s home.  It just indicates that at 

certain times during the day, consumption is 

occurring.  There would be a lot involved to get that 

information for one particular meter, and that’s the 

whole effort behind the security in the advanced 

metering system is that we don’t take that lightly, 

even though that information is available to anyone 

now who would want to walk up to the meter and read it 

on a regular basis, they could do that.  It's a matter 

of protecting that very small bit of information to 

the highest level. 

Proceeding Time 1:33 p.m. T35 

MR. WEAFER:   Q:   The information is transmitted -- the 

consolidated information of use is transmitted how 

frequently a day from the meter?   

MR. CHERNIKHOWSKY:   A:   The expectation is that the 

system would transmit approximately four to six times 

a day.   

MR. WEAFER:   Q:   Thank you.  I'd like to move on from 

that to an attempt at the quantification of risk.  As 
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representing ratepayers, one of our concerns is if we 

are increasing the risks, what are the long-term costs 

in the event problems occur.  So, just that's the 

context of the questions, recognizing that costs 

aren't on the agenda, or on the oral hearing.   

  In terms of measuring risk, would you agree 

that risk assessment would be a fairly straightforward 

formula?  Expected risk outcome equals probability of 

risk, a percentage, times damage of risk outcome, 

being a dollar figure.  Is that a basic risk 

assessment for quantification of a risk?   

MR. CHERNIKHOWSKY:   A:   In general terms, I would say 

that, yes, that is a typical measure of risk.   

MR. WEAFER:   Q:   Yes.  Yes.  And I don't understand, on 

the record, there is much discussion with respect to 

quantification of risk in terms of the area of 

security.  It's more qualitative commentary than 

quantification, if these risks result, such as 

breaches of security.  There is really not a lot of 

discussions around quantification.  Correct?   

MR. CHERNIKHOWSKY:   A:   In most risk analysis, it's 

often difficult to translate qualitative pieces of 

information into quantitative numbers to use in a risk 

analysis, yes.   

MR. WEAFER:   Q:   So part of what we're doing today in 

terms of testing your plan is as ratepayers assessing 
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whether we're going to face long-term risks or costs 

because you get it wrong today.  So, with that in 

mind, and I'm not saying you are getting it wrong, 

with that in mind, that's the context of our 

discussion.   

  And to that end, I think, Mr. 

Chernikhowsky, you alluded to -- the primary 

information that is being obtained through the meters 

is billing -- is consumption data primarily for 

billing.  Correct?  

MR. CHERNIKHOWSKY:   A:   That is correct.  

MR. WEAFER:   Q:   And from Fortis's perspective, do you 

see financial risk in terms of that data being secured 

by an unauthorized third party?  Do you see a 

financial exposure?   

MR. LOSKI:   A:   I'll start with an answer there, Mr. 

Weafer.  First of all, I think it is our view that the 

security of the system after implementation of AMI is 

going to be at least as secure as it is today.  So 

there will not be a reduction in overall security.  

And in fact in some ways, we believe that security of 

customer information is even going to be improved, and 

so let me explain that.   

  Currently, when we do manual meter reading, 

the meter readers input information into hand-held 

devices.  In the old days the guys used to put it into 
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their meter reader books.  But those hand-held devices 

also include a lot of customer information such as the 

name of the customer, account number, and address, as 

well as then the meter readings that they input.  So, 

much more information available in those devices as 

compared to, as Mr. Chernikhowsky was describing, the 

information that is sent through the advanced meters 

is simply just the consumption information as well as 

then the meter number.  So in fact there is less 

information with respect to customers out there than 

we've got today.   

  So again, I think we've -- overall, the 

security under the advanced metering infrastructure is 

going to be at least as good as what we've got today 

and in some ways enhanced.  And certainly to get into 

some of the details of that, if you need to, Mr. 

Stuber can elaborate on that. 

   Proceeding Time 1:38 p.m. T36 

MR. WEAFER:   Q:   And that’s not necessary and that’s 

fine.  So the customer, the ratepayers are better off 

today with the new program than in the past.  Has the 

company ever faced any litigation liability for breach 

of security and information, customer information in 

the past?  To your knowledge has there ever been 

economic damages resultant to the company because of 

that? 
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MR. LOSKI:   A:   Not that I’m aware.  Certainly since 

taking over my role in customer service going back to 

2010, there have not been any breaches of significance 

with respect to private -- customer information that 

warranted bringing it forward to the Office of the 

Information and Privacy Commissioner.  So I’m not 

aware of any instances of that, Mr. Weafer. 

MR. WEAFER:   Q:   Could you investigate that and confirm 

that through an undertaking? 

MR. LOSKI:   A:   Well, I can tell you right now, since 

I’ve been vice president of customer service there 

have not been any. 

MR. WEAFER:   Those are my questions, Mr. Chairman.  Thank 

you, panel. 

THE CHAIRPERSON:   Thank you, Mr. Weafer.   

MR. FULTON:   British Columbia Sustainable Energy 

Association and Sierra Club of British Columbia, Mr. 

Andrews. 

MR. ANDREWS:   Mr. Chairman, I have a package of witness 

aids which I’m distributing at this point. 

  Mr. Chairman, the package that I’ve 

distributed is a collection of copies from material 

that has been filed already.  There’s nothing new in 

this package, but I’d like to refer to some of these 

pages and I think it’s more convenient to do it in 

this format.  I understand that this should have an 
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exhibit number and it would be C4-19? 

THE HEARING OFFICER:   Marked Exhibit C4-19. 

 (DOCUMENT ENTITLED "BCSEA-SCBC CROSS-EXAM 

AIDS…FORTISBC PANEL 1 SECURITY…", MARKED EXHIBIT C4-

19)   

CROSS-EXAMINATION BY MR. ANDREWS: 

MR. ANDREWS:   Q:   Members of the witness panel, I’m 

going to begin by talking about the distinction 

between security and privacy, so that we’re -- just so 

that we’re clear on the terminology here.  The issue 

came up at a Procedural Conference and I’m not asking 

you to agree with this, because it was the 

Commission’s decision, but the context that I will be 

making my questions in is that when we talk about 

privacy we’re dealing with how Fortis handles 

information that it properly receives from the 

customer, and lack of privacy would be if Fortis 

didn’t deal with in accordance with its privacy 

policies. 

  Security, on the other hand, is where 

someone gains unauthorized access to information, and 

that is the scope of the hearing today.  Some of my 

questions may raise privacy issues as well, but that 

would not be intentional.  My intention is to focus on 

the security side of things.   

  So the first point that I want to ask you 
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to confirm is that there are really two realms of 

security involved here.  One is for the utility and 

the other is for the customer.  Does that make sense?  

The utility needs to ensure that this system is secure 

in protecting its information from unauthorized 

access, and as well, the customer has to make sure 

that the customer’s information is secure from 

unauthorized access.  Does that make sense? 

MR. LOSKI:   A:   Yes.   

Proceeding Time 1:43 p.m. T37 

MR. ANDREWS:   Q:   And as a matter of context here as 

well, the nature of the threat that we’re talking 

about here, unauthorized access, if I could put it 

this way, is not a personal accusation.  In other 

words, the utility will say that it needs to be safe 

against access by a customer.  But that doesn't mean 

that the utility is saying that it fears its customers 

are intending to deliberately do it harm, that the -- 

in a cyber world, anybody that can get access to 

somebody else's persona can then under that guise do 

the bad things that the security is intended to 

prevent.  Correct?   

MR. LOSKI:   A:   Yes.   

MR. ANDREWS:   Q:   And so, from a customer's point of 

view, I just want to make it clear that the customer 

who is concerned about security of their own 
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information would have that concern even if they were 

quite satisfied that Fortis as a corporation would not 

be trying to hack into the customer's home computer 

system.  Is that a fair approach for the customer to 

take?  That is, if -- the customer will be 

legitimately concerned that a hacker that got into the 

Fortis system, the Fortis side of the customer's 

firewall, if the firewall was defective or there was 

none, the customer would be at risk, and it wouldn't 

be as a result of Fortis, that might be a privacy 

issue, but from a security point of view, that's what 

the customer would be concerned about.   

MR. LOSKI:   A:   I think I can agree with the concept.  

One thing you've mentioned, though, that just made me 

bristle a bit was, you mentioned -- and maybe it was 

inadvertent or perhaps I heard you wrong, Mr. Andrews, 

but you -- I believe I heard you say that something to 

the effect of Fortis hacking into the customer's 

systems or something.  So --  

MR. ANDREWS:   Q:   What I am asking is -- this is the 

"don't take it personally" aspect of it -- is that the 

customer would be legitimately concerned about 

security even if they had set aside any notion that 

Fortis would deliberately hack into their system.  

MR. LOSKI:   A:   I would agree.  

MR. ANDREWS:   Q:   Thank you.  Now, at page 3 of the 
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bundle, Exhibit C4-19, I've excerpted the first pages, 

so that we get ourselves oriented, of the AMI system 

security requirements document, which is Exhibit F-1 

of -- or Appendix F-1 of Exhibit B-1.  Do you see 

that?   And then on the next page, which is page 4, 

there is a copy of the executive summary.   

  So, to put this in context, then, Exhibit  

-- or Appendix F-1 is a one-inch-thick document that 

sets out security requirements that are used -- that 

were used by Fortis in procuring this system.  Is that 

a good summary description?   

MR. SWANSON:   A:   Yeah.  I just wanted to clarify that 

those were -- they were guidelines in our Request for 

Proposal.   

MR. ANDREWS:   Q:   So the role of these guidelines is 

that they were established by a third party for the 

use of utilities such as Fortis, when Fortis goes 

about procuring a metering system, is that correct?   

MR. SWANSON:   A:   Yes, that is correct.   

MR. ANDREWS:   Q:   Now, the executive summary says it's 

intended to be used in the procurement process.  My 

question, then, is was it?  Was it used in the 

procurement process?   

MR. SWANSON:   A:   Yes, it was.  

MR. ANDREWS:   Q:   And at the bottom of the executive 

summary page, it says that there -- this document is 
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intended to be used in conjunction with several other 

documents.  Were those other documents used in the 

procurement process?   

MR. SWANSON:   A:   There were a number of documents that 

were used in the procurement process.  A number of 

them were internal, security policy, security 

standards.  We don't publish those generally because 

there is confidential information in there.  But yes, 

there were other documents referenced in the process.   

MR. ANDREWS:   Q:   Now, as I understand your answers to 

Information Requests, there were actually two Requests 

for Proposals.  One for the advanced metering 

infrastructure, the AMI hardware, and the other for 

the metering -- metered data management system, the 

MDMS.  Is that correct?   

MR. SWANSON:   A:   Correct.   

MR. ANDREWS:   Q:   And was this set of guidelines at 

Appendix F-1 used in both of those RFPs?   

MR. SWANSON:   A:   Yes, the guidelines are applicable to 

both the metered data management system and the 

advanced metering -- or the infrastructure itself. 

   Proceeding Time 1:48 p.m. T38 

MR. ANDREWS:   Q:   Now, turn to page 5 of the handout.  

This is a reference to Exhibit B-11, Appendix BCSEA IR 

1.8.1.  The larger appendix is a copy of the request 

for proposals for the AMI portion of the project, and 
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this particular page introduces at the bottom the 

heading “AMI System Security”.  Do you see that 

portion there? 

MR. SWANSON:   A:   Yes. 

MR. ANDREWS:   Q:   So again, to get the context here, 

this is what Fortis is telling prospective bidders, 

first of all, what Fortis wants to achieve as a result 

of the successful completion of this procurement 

process.   

MR. SWANSON:   A:   Yes, these are the minimum 

requirements, yes.   

MR. ANDREWS:   Q:   So it says as a minimum, Fortis 

requirements a system with end-to-end protection 

against cyber attack and unauthorized intrusions.  

Now, I’m not going to go through all of the ways in 

which Fortis then asks the bidder or the proponent to 

satisfy those and address those issues, but I do want 

to ask about a couple of specific ones.   

  One is under item (b).  It says: 

“The proponent should describe how its AMI 

solution supports a segmented network 

infrastructure.” 

 Can you describe in general terms what a segmented 

network infrastructure is and how that would enhance 

security? 

MR. SWANSON:   A:   So when you implement any sort of 
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networking infrastructure, you need to isolate 

yourself from the rest of the communications going on 

around -- through your suppliers, as well as 

protecting yourself from access into your systems. 

  So a segmented implemented, basically it’s 

exactly as the word suggests, it’s segmented.  So we 

have firewalls and blockers between each of the areas 

of the network whether it’s internal to Fortis 

networks, inside any cloud that we send the 

information through, and I’ll clarify cloud when I say 

cloud, we use communication providers in the province, 

major communication providers, the same providers that 

the banks and everyone else uses that have secured 

protocols through their cloud, and then back into our 

Fortis systems, which would be your network where your 

meters would be in.  That would be a local area 

network back to your wide area network back into your 

local area network.  And those networks are all 

segmented and protected by firewalls and encryption. 

MR. ANDREWS:   Q:   So I’ll be coming back to that concept 

later, but then on that next page, page 6 which is 

page 115 of 124, under item (f), Fortis says that the 

proponent, that is the bidder, "should describe how 

its AMI systems support the following standard 

security practices".  And the first one is encryption.  

And Mr. Swanson, I think it was you who, in response 
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to Mr. Weafer, used the term “decrypt”.  The question 

was what information would a person be able to get 

about activity in a customer’s home?  And you said 

first that they would have to decrypt the information. 

  So let’s just to be very clear here, that’s 

the opposite of encryption, and to be very clear, the 

signals that are going from the meter to Fortis are in 

an encrypted state.  Is that correct?  Can you confirm 

that?   

MR. SWANSON:   A:   That is correct. 

MR. ANDREWS:   Q:   And by encryption do we mean the same 

thing as the password that I have on my notebook 

computer, so that when it times out I have to type in 

my secret password?  Is that the type of encryption 

that we’re talking about? 

MR. STUBER:   A:   No, sir.  What you’re describing would 

be authorization, getting access to the equipment.  

Encryption is a mathematical process in which some 

sort of secret piece of information is used to 

transform what we would call clear text into what we 

would call cipher test.  And without that secret piece 

of information, you cannot transform the information 

from cipher text back into clear text.   

MR. ANDREWS:   Q:   And these encryption processes use a 

public key system, or is there more than one type? 

MR. SWANSON:   A:   There are a variety of types of 
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encryption.  There’s symmetric encryption and 

asymmetric encryption.  When you refer to public key, 

typically that’s a discussion of specifically 

asymmetric encryption where there’s two keys involved. 

One that can encrypt, and one that can decrypt.   

Proceeding Time 1:53 p.m. T39 

  And in the case of public key systems, 

those keys are publicly registered, the public 

portion.  This is what's used in the banking system, 

so that when you, for example, go to a website to do 

on-line banking, you can get a certificate and all of 

that can happen over a network without any sort of 

advanced sharing between parties.  Forgive the very 

technical explanation, but there is a lot to the term 

"encryption".   

MR. ANDREWS:   Q:   Thank you.  Now, I'm going to turn to 

page 7 of the materials.  This is Exhibit -- an 

excerpt from Exhibit B-11, Fortis's response to the 

B.C. Pensioners' and Seniors' Organization.  And I 

will direct your attention to the bottom of page BCPSO 

31.2.  And I'm only going to be referring to this from 

the point of view of security, but to confirm that the 

answer indicates that there were, of the -- that of 

the two Requests for Proposal, the Itron proposal came 

in at the lowest cost of the MDMS proposals and at the 

second-lowest cost for the hardware AMI proposal.  Is 
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that correct?  That's what it says. 

MR. SWANSON:   A:   That's what it states.  Yes.   

MR. ANDREWS:   Q:   So then it says that Fortis selected 

Itron as the vendor after considering total capital 

cost, operating cost, and system functionality.  In 

terms of the security aspects of system functionality, 

was there something about Itron's proposal that caused 

Fortis to select Itron over the other applicants?   

MR. CHERNIKHOWSKY:   A:   Yes, we did weight security 

quite highly in the RFP.  In fact, on page 45 of it, 

under the network design and configuration section, we 

actually included the sentence that "Privacy and 

security should be designed into the system", meaning 

it's not just an afterthought that you had already 

designed a system and, well, we'll figure out some way 

of making it secure.  It was intentionally designed to 

be secure.  And to that end, Itron scored very high in 

the security -- indeed, they were the highest scorer 

on the security aspect.  And so between that and all 

the subsequent discussions that we have had with Mr. 

Stuber and his colleagues, we're very comfortable that 

their security system is -- or security solution is 

best in class.   

MR. ANDREWS:   Q:   And it's been said, and I'll ask you 

to confirm, that there were no so-called "wired 

systems" bid in response to the RFPs.  Is that 
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correct?  

MR. LOSKI:   A:   That is correct.   

MR. ANDREWS:   Q:   So the issue of the relative security 

merits of the two types didn't arise in your choice of 

a selected vendor.   

MR. CHERNIKHOWSKY:   A:   It wasn't necessary to make the 

determination, no.   

MR. ANDREWS:   Q:   Okay.  Now, I'm going to turn to the 

topic of the ZigBee meter, the ZigBee chip in the 

meter.  And the beginning of the references are at 

page 8.   

  First let's get some general orientation.  

The basic function of this ZigBee chip in the meter is 

to act as a radio and software unit which can 

communicate with another unit or more than one unit 

inside the customer's premises.  Correct?   

MR. SWANSON:   A:   Correct.   

MR. ANDREWS:   Q:   Yes.  So there are just -- so we're 

totally clear, especially for people who aren't -- you 

know, haven't spent the last three months reading a 

thousand pages of material.  There are two radios in 

the meter, basically one of which talks to the utility 

and the other talks to the customer, if the customer 

wants.   

MR. SWANSON:   A:   Correct.   

MR. ANDREWS:   Q:   Okay.  The ZigBee radio also has a 
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communication function in that it can receive some 

information from the utility and if the customer 

chooses, pass that information on to the customer.  

For example, pricing information.  Is that correct?  

MR. SWANSON:   A:   Correct.   

MR. ANDREWS:   Q:   And that could also include commands 

if these were authorized by the Utilities Commission, 

such as to connect or disconnect service, that -- 

Proceeding Time 1:59 p.m. T40 

MR. STUBER:   A:   Let me clarify.  The ZigBee radio is 

not going to be receiving commands such as price from 

the utility.  That will come in through the 

neighbourhood area network radio.  So, the price data 

can be sent out through the ZigBee radio, but it's not 

going to be received through the ZigBee radio, in the 

case of connect or disconnect commands.  Typically 

that would be sent over the neighbourhood area 

network.   

MR. ANDREWS:   Q:   And by the neighbourhood area network, 

you're referring to the radio in the meter that talks 

to the utility.   

MR. STUBER:   A:   Correct.   

MR. ANDREWS:   Q:   So if I suggested that the ZigBee 

radio had any role in the connect/disconnect function, 

that would have been incorrect.   

MR. SWANSON:   A:   Yeah.  That's not --  
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MR. ANDREWS:   Q:   That's correct, that that was 

incorrect?  Yes, thank you.   

MR. SWANSON:   A:   Yes.   

MR. ANDREWS:   Q:   Okay.  So, the radio that receives the 

price signals from the utility inside the meter will 

pass that information to the ZigBee radio, which 

could, if the customer chooses, pass that information 

to the customer's electronics.  Correct?   

MR. SWANSON:   A:   Correct.   

MR. ANDREWS:   Q:   Okay.  Now, let's just -- there is a 

bit of -- I'm not sure which is the fastest way into 

this, but let's talk a bit about what ZigBee means.   

  ZigBee is the first -- fair to say, it has 

a number of different meanings.  Is that -- it's a 

consortium of commercial entities, for one thing.  Is 

that fair to say?   

MR. STUBER:   A:   That's correct.   

MR. ANDREWS:   Q:   And its general purpose is to develop 

standards that are applicable to the purposes that 

they have identified.   

MR. STUBER:   A:   That's correct.   

MR. ANDREWS:   Q:   So that the ZigBee radio is a ZigBee 

radio because it has certain hardware and software in 

it which complies with a standard that this ZigBee 

consortium adopted or approved or somehow developed.  

Is that generally true?  Is that why we call it a 
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ZigBee radio?   

MR. STUBER:   A:   That's generally correct.  Let me 

clarify a little.  To have a device put forward as a 

ZigBee certified device, you need to go through a 

testing and certification process.  So, I could create 

a device that uses some of these standards, but that 

does not -- has not been tested, has not been 

certified, and that would not be a ZigBee-certified 

device.  I have to go through that certification 

process.   

MR. ANDREWS:   Q:   All right.  So, in the chip, there are 

at least two levels of function.  One of them is 

referred to as the coordinator function.  And I think 

the discussion of this begins at page 8, and there are 

quite a number of repetitions in the material about 

this.  Maybe we could just start by -- Mr. Garrison 

Stuber, if you could explain for the panel what is the 

coordinator function and then we're going to get next 

to the trust centre function and how they differ.   

MR. STUBER:   A:   So, the ZigBee interface provides a 

local mesh network.  To establish that mesh network, 

some device has to function as the root node, or the 

coordinator.  Effectively what that means is that this 

device speaks out over the airwaves and says, "I'm 

here, I've established a network," and is in a 

position where other devices can join it. 
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  Now, that is all subject to configuration 

and control.  So simply having a ZigBee radio in the 

device doesn't mean that it is operating in that mode.  

But to establish ZigBee communications, a node has to 

take on that role.  And in the context of the open way 

system, the meter plays that role.   

MR. ANDREWS:   Q:   And by "configuring", that would mean, 

for example, that Fortis could tell the ZigBee Radial, 

that is should make itself available to any and all 

devices, or it could say it is only allowed to 

acknowledge certain types of devices.   

   Proceeding Time 2:03 p.m. T2 

MR. STUBER:   A:   The standard configuration would be to 

only allow devices on that had specifically been 

registered and the data about those devices provided 

to the mere.   

MR. ANDREWS:   Q:   Okay, and registration is the process 

by which a device tells the ZigBee radio and the meter 

that it is a device of a certain type, is that -- 

MR. STUBER:   A:   More accurately I would registration is 

the process by which a consumer informs Fortis that 

they’d like to have a device talk to their meter and 

provide some technical details that Fortis then 

provides to the meter, and it’s at that point that the 

meter allows the technical communications to occur. 

MR. ANDREWS:   Q:   Okay, so let’s now talk about this 
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device and call it an in-home display.  And this would 

be -- I picture a unit somewhat like a thermostat.  It 

would go on the wall and would have some controls and 

some LED data that would say things like how much your 

power has cost and how much you’ve been using.  Is 

that fair to say?  Okay.  So -- 

THE CHAIRPERSON:   If I can just break in for a second, 

just to help the recording secretary, a nod of the 

head doesn’t record all that well. 

MR. STUBER:   A:   My apologies. 

THE CHAIRPERSON:   So if you please answer the questions 

directly. 

MR. STUBER:   A:   All right. 

MR. ANDREWS:   Q:   So first I want to clarify some 

confusion that arose because of acronyms.  An in-home 

display is referred to as an IHD, and there is 

something else called an in-home device which has the 

same acronym.  Do you agree? 

MR. STUBER:   A:   Typically we use IHD for in-home 

display, but the acronyms can get awfully confusing, I 

agree. 

MR. ANDREWS:   Q:   And so the difference is that an in-

home device would be something that has a different 

purpose than a mere in-house display, and we’ll get to 

what some of the examples would be, but they could be 

things that control your blinds, they control your 
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washing machine or your alarm system.  Other types of 

things than simply the display.   

MR. STUBER:   A:   I think it’s fair to say that in-home 

device is ambiguous and an in-home display would 

clearly be of the category of in-home device. 

MR. ANDREWS:   Q:   Okay.  So now let’s talk about the 

home area network, the HAN.  The first home area 

network that we will talk about would be the one 

that’s created if and when the ZigBee radio receives a 

signal from an in-home display saying, “I would like 

to be part of your network.”  Is that fair to say? 

MR. STUBER:   A:   Not quite, because for that 

functionality to even begin, the consumer would need 

to contact Fortis and turn on that capability.  It’s 

not simply initiated by the in-home display.   

MR. ANDREWS:   Q:   Okay.  And so if that process 

happened, the consumer contacted Fortis, Fortis tells 

the ZigBee radio to be ready for an in-home display, 

the in-home display communicates to the ZigBee radio, 

and then a network is established. 

MR. STUBER:   A:   That is correct. 

MR. ANDREWS:   Q:   And that is a home area network.   

MR. STUBER:   A:   That is correct. 

MR. ANDREWS:   Q:   Okay.  So we talked about the ZigBee 

radio performing the coordinator function.  Now can 

you explain the trust centre function? 
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MR. STUBER:   A:   So the trust centre is the element 

within the ZigBee network that determines who is 

allowed to have the keys to the ZigBee network.  All 

communications on the ZigBee network are encrypted, 

and in particular in the case of the smart energy 

profile, to Mr. Andrews’ point earlier the ZigBee 

Alliance does a number of standards.  One of the 

specific standards they create relates to the 

communication with meters and utility devices and 

that’s referred to as the Smart Energy Profile.   

  So in the case of the Smart Energy Profile, 

an additional level of encryption is required.  There 

is the encryption that’s done at the network level, 

and then when a device first joins the network it is 

required to go through a certificate exchange where it 

presents a set of cryptographically signed credentials 

between the meter and the in-home display, in this 

example. 

Proceeding Time 2:08 p.m. T42 

  And a secondary key is generated that is 

unique to that particular pairing.  The trust centre 

is the logic within a particular node -- in this case, 

the meter -- that completes that certificate 

comparison or exchange and generates that unique 

pairing key that's sometimes referred to as a "trust 

centre link key".  And the trust centre behaviour 
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effectively determines who gets to play on the network 

and who doesn't.  And in this particular system, that 

trust centre behaviour is controlled by Fortis.   

MR. ANDREWS:   Q:   And so, all of those processes having 

happened satisfactorily, the ZigBee radio could, for 

example, then send some data in this encrypted way to 

the in-home display, which would then use its own 

processing to cause the amount of consumption, say, to 

appear on the screen.   

MR. STUBER:   A:   Correct.   

MR. ANDREWS:   Q:   Now, you mentioned smart energy 

profile, also known as SEP, and this would be SEP 

Version 1 in the way it's described, or 1.1.  

MR. STUBER:   A:   What I've been describing, yes, relates 

to 1.1.   

MR. ANDREWS:   Q:   And just to be clear, is the trust 

centre function within SEP 1?   

MR. STUBER:   A:   I'm not sure I can answer that question 

well, in that the trust centre behaviour is described 

in the SE-1 specification.  Implementers can implement 

it how they see fit, but they must implement it to be 

compliant with the specification.  Does that answer 

your question?   

MR. ANDREWS:   Q:   So if we have a layer cake -- we're 

starting on the bottom with the coordinator function, 

just to save -- just to acknowledge the existence.  
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And then we have the trust centre to say "Yes, we're 

allowed to talk to each other."  And then whether it's 

part of the same thing or not, then we have the SEP 

program that presumably talks electricity consumption 

and prices and things like that.   

MR. STUBER:   A:   It's not an unreasonable model.   

MR. ANDREWS:   Q:   All right.  Now, I'm at page 11 of my 

materials here.  And the question was to explain the 

function of a trust centre.  And I think we've been 

through that. 

  On page 12 begins a discussion about what 

customer information is stored in the ZigBee board in 

the meter.  Can you encapsulate the response there to 

that question?  What customer information is stored in 

the ZigBee board of the meter?   

MR. STUBER:   A:   We do not store customer information in 

the meter.  We store usage information in the meter. 

So, there is no account information.  There is no 

address information.  The only thing that is there is 

the consumption data.   

MR. ANDREWS:   Q:   So the consumption data sits in a 

register that's in the meter.   

MR. STUBER:   A:   Correct.   

MR. ANDREWS:   Q:   And that's available for the main 

radio that goes back to the utility.   

MR. STUBER:   A:   Correct.   
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MR. ANDREWS:   Q:   And it could also be available to the 

ZigBee chip to send to the customer.   

MR. STUBER:   A:   Correct.   

MR. ANDREWS:   Q:   So the ZigBee board itself is not 

storing the usage information.  That's in a register 

that's separate.   

MR. STUBER:   A:   That is correct.   

MR. ANDREWS:   Q:   Okay.  Now, in the Information 

Requests, we -- my clients initiated a discussion 

about whether the trust centre needs to be located 

within the meter, and whether it could be located in 

the customer's premises.  And to make things very 

clear, my clients are not proposing that alternative, 

that solution.  And they accept Fortis's explanation, 

which I'll ask you to confirm, that Fortis wants the 

coordinator function and the trust centre function to 

be in the meter, in order to protect Fortis’s side of 

that particular network.  Does that roughly describe 

it?   

   Proceeding Time 2:13 p.m. T43 

MR. SWANSON:   A:   Yes, that is correct. 

MR. ANDREWS:   Q:   So the next set of questions on the 

bottom of page 13 was:  Is it feasible for Fortis or 

Itron to configure the ZigBee board so that it 

connects only with an in-home display or, at the 

customer’s option, an in-home gateway device?  And the 
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answer was yes.  So let me ask you if we can just 

break this down here. 

  First of all maybe you can explain a 

gateway device.  So we have an in-home display and 

it’s talking to the ZigBee chip in the meter.  We’ve 

got an in-home display.  A gateway, first of all, 

could be in that display or it could be a separate 

little box. 

MR. SWTUBER:   A:   Correct. 

MR. ANDREWS:   Q:   And if it was -- whichever it was, it 

would be able to connect by definition to other 

electronic devices. 

MR. STUBER:   A:   That is the purpose of the gateway. 

MR. ANDREWS:   Q:   And it’s a security barrier in the 

sense that it controls information that’s allowed to 

pass one way or the other.  If it’s configured to do 

that. 

MR. STUBER:   A:   It entirely depends on how it’s 

configured.  Typically there are a variety of reasons 

you might deploy a gateway.  One reason you might 

deploy a gateway is because you’re interested in 

making usage information available to your home PC 

over WiFi and you might use a gateway to connect 

there.   

MR. ANDREWS:   Q:   And so that would allow, if a customer 

wanted, the customer as you just described, to set up 
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their own customer HAN, home area network, that 

connects to the other HAN, the utilities HAN and the 

meter HAN, through a gateway. 

MR. SWANSON:   A:   Correct. 

MR. STUBER:   A:   Correct.   

MR. ANDREWS:   Q:   So if a customer was particularly 

concerned about not having their own home area network 

pass through the meter in any sense, this would be an 

alternative that they could use.  They could set up 

their own home area network and have it talk to the 

ZigBee through a gateway. 

MR. STUBER:   A:   That is correct. 

THE CHAIRPERSON:   Mr. Andrews, I’m just concerned about 

your questioning here.  It would be helpful, I think, 

if you could just explain where you’re going with 

this, because I’m not so sure that this is true cross-

examination.   

MR. ANDREWS:   Well, if I may, yes, I understand that. 

THE CHAIRPERSON:   Please. 

MR. ANDREWS:   What I’m going toward, to be very clear, is 

going to be in final argument suggesting that the 

Commission approve, if it does for other reasons, only 

the configuration of the ZigBee board so that it can 

connect to an in-home device and/or a gateway, rather 

than, at least at this stage, allowing the meter to be 

the host for an entire home area network; and that 
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that is a matter of prudence and information 

architecture, so that the Commission can be sure that 

the security issues from the customer’s perspective 

have been properly examined.  And so the outcome would 

be that if this system is implemented, that the 

customer would be able to have their own home area 

network if they so desired, but it would have a 

different segmentation of network than the utility 

side.   

  And my understanding from Fortis’s evidence 

is that that could be done in technical terms, and 

I’ll be going to whether they accept that it should be 

done.  And then finally whether the Commission ought 

to require Fortis to obtain permission to expand its 

use of the smart energy profile network, from version 

1 to version 2, which is more than just a version 

number change, it's got different functionality 

attached to it. 

Proceeding Time 2:18 p.m. T44 

  And the proposal will be, subject to what 

we hear, in the direction of limiting the approval to 

SEP 1, subject to further direction from the 

Commission when it comes to deciding whether they want 

to go to SEP 2.  So that's where I'm headed with this.   

THE CHAIRPERSON:   Okay.  I'd ask you to head in that 

direction, as expeditiously as you can.   
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MR. ANDREWS:   Thank you.  

MR. MACINTOSH:   Mr. Chair, just to pick up on this, I 

have no objection to my friend's line of questioning, 

providing it goes to some place where the panel is 

asked to comment where my friend's theories disagree 

with the application as filed.  In other words, my 

friend has been asking a series of questions to which 

I don't object, which are leading to a thesis and a 

position he wishes to assert.  That's, of course, 

fine.  But if my friend is wanting to elicit evidence 

from the panel and then use it against the panel's 

position in final argument, without giving the panel a 

chance to explain why it's going the way it is, that's 

different.   

  So, so, I just ask that my friend give the 

panel the chance to explain its position where it 

differs from my friend's theory.  So it just comes 

down to my friend, in cross-examination, challenging 

the panel, if you will, where it differs from his 

theory, so that the panel gets a chance to explain.   

THE CHAIRPERSON:   Thank you.   

MR. ANDREWS:   Thank you, and I'm looking for the --  

MR. CHERNIKHOWSKY:   A:   Sorry.  One thing I just wanted 

to clarify too, that, you know, has been -- all the 

discussion to date has been with respect to having an 

AMI meter act as a trust coordinator or a hub, if you 
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want to put it that way.  We need to be very clear, 

however, that customers are entirely free to create 

whatever networks and use whatever devices that they 

choose to.  And even if FortisBC didn't implement an 

AMI solution, users might choose to implement their 

own home area network, using ZigBee, using their own 

devices, which would be communicating with each other, 

which we would have no involvement whatsoever in.   

  The discussion with respect to ZigBee and 

the AMI meters is simply again the provision of 

consumption information into that network, again, if 

the customer chooses to use it.  But whether that 

network exists or not is entirely up to the customer.   

MR. ANDREWS:   Q:   Thank you.  I would direct your 

attention to page 30, and this is an excerpt from 

Exhibit B-15, BCSEA 84, which in the preamble lists -- 

it's just a handy way of directing your attention to 

it.  It lists a number of functions that would be 

supported or possibly supported by SEP 2.  Can you 

confirm that in general SEP 2 -- well, maybe I should 

ask.  What are the differences between SEP 2 and SEP 

1, at a high level?   

MR. STUBER:   A:   I think the cleanest way of describing 

the differences is that SEP 1 is geared towards 

embedded devices.  It's highly optimized and 

efficient, and has excellent support for battery-
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powered devices.  SEP 2 is geared towards Internet-

connected devices.  It specifically uses Internet 

protocol and is less optimized for smaller battery-

powered devices.   

MR. ANDREWS:   Q:   And SEP 2 also has a broader range, 

therefore, of functionalities in the list here, things 

like audio functions, card readers, information 

systems, lighting, and so on.   

MR. STUBER:   A:   I'm not sure I'd actually agree with 

that.  Do keep in mind that SEP 2 isn't actually done 

yet.  So in terms of shipping product, there is a very 

wide selection of things available for SEP 1 and SEP 2 

is still in process.   

MR. ANDREWS:   Q:   And so here is a -- and I don't have 

my finger on the reference number, the IR number.  

Would Fortis agree to obtaining Commission approval 

before implementing SEP 2? 

Proceeding Time 2:23 p.m. T45 

MR. CHERNIKHOWSKY:   A:   First of all, sorry, could you 

restate the question, please, Mr. Andrews?   

MR. ANDREWS:   Q:   Would Fortis agree to a requirement 

that it receive Commission approval before 

implementing SEP 2 on the smart meter system?  

Assuming it's otherwise approved and implemented?   

MR. CHERNIKHOWSKY:   A:   You seem to be indicating that 

FortisBC would be expecting some condition associated 
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with the approval.  What we're basically saying right 

now is that the metering system, the OpenWay Itron 

system will provide functionality necessary today, to 

operate.  It would be capable of being upgraded to SEP 

2 in the future, but that isn't necessary for the 

functions that the system needs to provide today.  And 

so that is what we're seeking approval for.   

MR. ANDREWS:   Q:   So you're seeking approval for 

implementation with SEP 1.   

MR. CHERNIKHOWSKY:   A:   That is what is currently 

available, yes.   

MR. ANDREWS:   Q:   And so if you were to move to SEP 2 or 

to decide to go straight to SEP 2, it would be 

reasonable for the Commission to review that choice.  

Is that correct?   

MR. CHERNIKHOWSKY:   A:   We did have an IR on that topic.  

Ultimately really it is just a functionality 

implementation decision with the system, and at that 

point we do not feel that Commission determination is 

necessary for that.   

MR. ANDREWS:   Q:   Would you agree that, given -- would 

you agree that SEP 2 involves a much broader range of 

functions of the types of devices that could 

conceivably connect to the network that is connected  

-- that is in the ZigBee chip in the meter?   

MR. CHERNIKHOWSKY:   A:   It does, you're right.  Again, I 
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go back to -- and that's at the discretion of the 

customer, but again with respect to the topic at hand, 

in terms of security, regardless of whether SEP 1 or 

SEP 2 is used in the meters, either is secure.  And I 

think that's the key point for arguing today.   

MR. ANDREWS:   Q:   Well, from the customer security point 

of view, would you agree that for the customer to be 

comfortable with SEP 1 is quite different than for the 

customer to be comfortable with SEP 2?  Because SEP 2 

doesn't exist yet.   

MR. CHERNIKHOWSKY:   A:   And it's exactly on that basis 

that we can't really speak to the functionality or 

even the availability of SEP 2, simply because it 

isn't available right now.   

MR. ANDREWS:   Q:   And given that the customer 

intrinsically has security needs, and doesn't have -- 

and the Commission doesn't have information on what 

SEP 2 would be like in terms of the customer's side of 

the security issue, is it not unreasonable that the 

customer and the Commission should be able to see what 

SEP 2 would be like from a security point of view, 

from the customer's side?   

MR. CHERNIKHOWSKY:   A:   Again, I go back to 

fundamentally what the communications link is about.  

It's to provide consumption information to the 

customer.  And again, whether SEP 1 or 2 is used, the 
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information is secure.  Mr. Stuber can speak to in 

more details how the communications between that 

ZigBee link and the rest of the AMI system is secure 

as well, but again, for the purposes of this 

discussion, I don't think that the version difference 

is relevant to security from the customer's point of 

view.   

MR. ANDREWS:   Q:   I'm going to address a slightly 

different topic, if I may, and this is one that -- the 

topic is types of home area network devices that have 

a different protocol or standard than ZigBee.  There 

are a number of other flavours of in-home devices, and 

we asked IRs about, for example, whether something 

called Blue Line was acceptable and Fortis said as 

long as it wasn’t a security problem, Blueline would 

be acceptable.  So that by way of background.   

  My question is, is Fortis intending to 

block the optical port on the meter? 

   Proceeding Time 2:28 p.m. T46 

MR. CHERNIKHOWSKY:   A:   There may be a misunderstanding 

that’s been created in some of the responses.  The 

meter has an optical port on it, yes, and that is used 

essentially for configuration and access of the meter, 

typically by technicians.  In normal operations it’s 

never used because the meter itself is able to 

communicate wirelessly.  In addition to that optical 
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port, there is an LED on top of the meter which 

essentially blinks out the consumption that’s used by 

the customer.  The Blueline device actually reads the 

information from that LED.  It does not actually 

interface to the optical port.   

  So, yes, first of all FortisBC absolutely 

will be blocking access to the optical port because 

that is a security issue.  We cannot have customers or 

anyone other than FortisBC personnel accessing 

information in the meter because they could 

potentially change the configuration.  That LED simply 

provides a pulse to indication the consumption in the 

meter, and that’s all, and that’s what the Blueline 

divides interfaces to. 

MR. ANDREWS:   Q:   Thank you, that actually answers 

another question that I had arising from the Quebec 

decision.  If I may just have a moment please. 

  No, that completes my questions for this 

panel, thank you. 

THE CHAIRPERSON:   Thank you very much, Mr. Andrews. 

MR. FULTON:   British Columbia Pensioners’ and Seniors’ 

Organization et al., Mr. Kung.   

CROSS-EXAMINATION BY MR. KUNG: 

MR. KUNG:   Q:   I want to continue some of the 

conversation that you started with Mr. Andrews, but 

before I’m just going to set a bit more of the 
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context.  In the application you listed security as, I 

believe, the third most raised concern in your 

community consultations, is that correct? 

MR. LOSKI:   A:   Yes, subject to check I believe that’s 

correct, Mr. Kung. 

MR. KUNG:   Q:   And in the application you state that 

FortisBC considers security of customer information a 

fundamental priority.   

MR. LOSKI:   A:   That is correct. 

MR. KUNG:   Q:   And with respect to that, the utility has 

taken a number of steps to ensure that the security 

and confidentiality is assured and this is what you’re 

testifying to today?   

MR. CHERNIKHOWSKY:   A:   Yes, that’s the case.  And just 

to provide some additional context, if we look at the 

AMI system RFP document itself, it’s about 120 pages 

long.  And the word “security” or “secure” occurs no 

less than 42 times in that document.  In the 

evaluation criteria section there were five 

fundamental requirements that were listed for the AMI 

system:  the AMI general requirements, performance 

system levels, scalability, security and price.   

  Further, it was the subject of a specific 

standalone section in the RFP, and vendors had to 

provide information both on how they would be 

compliant with those security requirements and 
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information details of how they would be.  And again, 

to reiterate what we said before, Itron scored very 

high in that section. 

MR. ANDREWS:   Q:   Thank you.  So given these 

extraordinary measures taken and to ensure the 

security, is it reasonable to conclude that Fortis 

believes that AMI meters are less secure than the 

current meters? 

MR. CHERNIKHOWSKY:   A:   Sorry, can you restate the 

question? 

MR. ANDREWS:   Q:   Sure.  Given all of the measures that 

you’ve just recounted, the AMI document, the use of -- 

the importance of security in the RFP, is it 

reasonable to conclude that the meters that are being 

applied for are less secure than what's currently in 

place? 

Proceeding Time 2:33 p.m. T47 

MR. CHERNIKHOWSKY:   A:   No, I would definitely disagree 

with that.  Again, as was alluded to earlier by Mr. 

Loski, the overall system, I would say the security 

will improve from end to end by the implementation of 

AMI.  The descriptions that we've talked about up till 

this point help to ensure that security.   

MR. KUNG:   Q:   So have you taken similar measures with 

the current meters in place, in terms of security?  

MR. CHERNIKHOWSKY:   A:   A lot of what we're talking 
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about ultimately doesn't apply to the current meters, 

simply because they don't have the ability to 

communicate information.  They simply record a 

consumption value and display it, and that's all.   

MR. KUNG:   Q:   Thank you.  I'm going to turn to the 

issue of encryption that was raised by Mr. Andrews.  

Is my understanding correct that the encryption is in 

accordance with the AMI SEC requirements?   

MR. CHERNIKHOWSKY:   A:   The AMI SEC requirements are a 

guideline that -- for the Commission's -- if you 

haven't reviewed them, they are guidelines that 

provide utilities with a good overall view of what you 

should be looking for from a security perspective, and 

Fortis has applied those guidelines to our 

application.  So, yes.   

MR. KUNG:   Q:   And this is perhaps best from Mr. Stuber, 

but anyone on the panel interested may answer.  Is 

encryption technology the same as it was 20 years ago?   

MR. STUBER:   A:   No.   

MR. KUNG:   Q:   But you would agree that it's changed 

substantially.   

MR. STUBER:   A:   Substantially is a hard word.  So if we 

think about where we were 20 years ago, we were using 

the data encryption standard that was invented in the 

1970s.  At this point, we're using the advanced 

encryption standard that was created as part of a 
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contest sponsored by the U.S. federal government, 

National Institute of Standards and Technology.  The 

cryptographic algorithms that we have today have been 

well-vetted by experts around the world, and really 

represent an evolution of what was available 20 years 

ago, rather than a departure.   

MR. KUNG:   Q:   So you would agree that they've changed 

in the last 20 years, at least.   

MR. STUBER:   A:   They certainly have improved.   

MR. KUNG:   Q:   And do you have reason to believe that 

they may further evolve in the next 20 years?   

MR. STUBER:   A:   I do, but keep in mind that when we 

think about encryption standards, our primary concern 

is how long the encryption standard will effectively 

last in the field.  Banking is still using some the 

encryption standards from the '70s successfully.  

They're not approved for deployment in new systems, 

but the industry has a good track record of taking a  

-- putting a lifetime on an encryption algorithm and 

having that lifetime borne out in terms of attacks 

against it.   

MR. KUNG:   Q:   And why are the old encryption standards 

that you just referred to not permitted today?   

MR. STUBER:   A:   Typically with an encryption algorithm, 

the concern is, can the -- can an attacker do a brute 

force attack?  So, can I potentially, with an 
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encrypted piece of data, go through every possible key 

that might be available and do the calculations and 

see if the data decrypts to something useful?  The 

older encryption standards use shorter key lengths, 

and are more subject to brute force attack at this 

point.  They are still difficult to attack.  But it's 

within the realm of possibility.  Where the current 

encryption algorithms that we're using, basically to 

do a brute force attack decrypting this would take 

about a thousand years.  For our purposes, that's 

sufficiently difficult.   

MR. KUNG:   Q:   That's a thousand years at the current 

ability of a brute force attack.   

MR. STUBER:   A:   Correct.   

MR. KUNG:   Q:   So, going through all of the potential 

combinations.   

MR. STUBER:   A:   Correct.   

MR. KUNG:   Q:   Am I correct in understanding that once 

an encryption algorithm has been resolved, or has been 

cracked, it is no longer useful as a security measure?   

MR. STUBER:   A:   Not necessarily.  When we think about 

attacking a fundamental algorithm, and do keep in mind 

that these fundamental algorithms are well vetted and 

regularly researched, many of the attacks that are 

publicized represent rather than an out-and-out 

breaking of the algorithm, simply a weakening of the 
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algorithm.   

   Proceeding Time 2:38 p.m. T48 

  So as an example, the Shaw 1 algorithm 

which is a hashing algorithm, and the MD5 algorithm, 

also a hashing algorithm, both have known weaknesses 

at this point.  When the research was published 

showing the known weaknesses, they didn’t result in 

people immediately being able to forge the results of 

those algorithms or crack the results of those 

algorithms.  They simply provided a way of getting 

closer to that.  And the industry, being aware of 

those weaknesses, moved away from those algorithms to 

stronger ones.   

  So typically when it comes to fundamental 

algorithms, there’s actually a very reasonable path 

away from an algorithm if a weakness is discovered, 

rather than a sudden fundamental breaking of it such 

that everything is exposed.   

MR. KUNG:   Q:   So just returning to -- 

THE CHAIRPERSON:   Mr. Kung, just before you continue, I’m 

just not sure how helpful this is, and perhaps you 

could just have us understand where you’re going with 

this -- 

MR. KUNG:   Sure. 

THE CHAIRPERSON:   -- and how you see this being helpful 

to the Panel in making its decisions. 
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MR. KUNG:   Absolutely.  The purpose of this part of the 

conversation is to determine how the security that has 

been applied for, the security measures that have been 

applied for in the current system may last over the 

lifespan of these meters, how those may impact, as I 

had mentioned in my opening statement, the potential 

future costs, which of course are part of the written 

phase but as they relate to specifically the security 

costs and the security measures as they evolve over 

time.  And I’m almost there. 

 Q:   So we heard as well from Mr. Andrews that there 

are still standards in development that have not been 

finalized as they relate to security.  Do you agree 

with that? 

MR. STUBER:   A:   As it relates to security?  Do 

understand there’s a difference between algorithmic 

changes and standards from a protocol and 

communications standpoint. 

MR. KUNG:   Q:   Sorry, yeah, I’ll just finish that one 

last question on algorithms and then switch to the 

standards.  You would agree with me, following our 

conversation, that encryption algorithms are evolving 

tools. 

MR. STUBER:   A:   Partially, but I would state that at 

the moment the algorithms that we’re using are ones 

that are well vetted and accepted, and in the case of 



FortisBC Inc. CPCN for AMI                         
Volume 2, March 4, 2013  Page:  261 
 

 1 

 2 

 3 

 4 

 5 

 6 

 7 

 8 

 9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

Allwest Reporting Ltd.,  Vancouver, B.C. 

the encryption algorithms, the government has not seen 

a need to sponsor a new development for a replacement 

algorithm.  I would also note that these AMI devices 

are upgradable, so if there were a need to move from 

the algorithms we’re using today to a different set of 

algorithms, new firmware could be sent down to the 

devices to replace the existing firmware.  And as I 

indicated earlier, the attacks against fundamental 

algorithms tend to be ones that take a very long time.  

So we can upgrade the entire system in terms of 

pushing down an image, and as little as a day we can 

respond if there was a need. 

MR. KUNG:   Q:   Thank you, and perhaps you can just 

remind me, those firmware upgrades, whether they 

relate to security or other standards, are those 

included in the Itron agreement at FortisBC? 

MR. STUBER:   A:   So I’m a computer geek.  That’s not the 

sort of question I’m even qualified to answer.  Sorry. 

MR. CHERNIKHOWSKY:   A:   Subject to check, yes, we 

believe it is included within the Itron contract.  We 

could take that away and confirm after the break. 

MR. KUNG:   Q:   Could I have that confirmed as an 

undertaking?   

THE CHAIRPERSON:   Could we just be clear on what it is 

you’re confirming?  Is it the capability to do that or 

is it the undertaking that it will be done? 
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MR. CHERNIKHOWSKY:   A:   The capability definitely is 

included in the system.  I could state that.  I think 

it’s more along the lines of whether contractually 

Itron is obligated to provide us with those updated 

firmware images and I believe they are. 

Information Request 

Proceeding Time 2:43 p.m. T49 

MR. KUNG:   Q:   Thank you.  Thank you.   

  Turning to the HAN home area network 

technology, my understanding is that it's not optional 

with this application.  Is that correct?  It is 

included as part of the whole package.  

MR. CHERNIKHOWSKY:   A:   The ZigBee radio capability is 

included as part of the AMI contract, yes.   

MR. KUNG:   Q:   And as you discussed with Mr. Andrews, 

it's this -- the radio, the ZigBee radio, that allows 

the meters to communicate with things such as IHDs.   

MR. CHERNIKHOWSKY:   A:   If the customer so chooses, yes.   

MR. KUNG:   Q:   Thank you.  And as you discussed with Mr. 

Andrews, that technology is evolving so SEP 1.0 is in 

place, and 2.0 is not yet finalized?   

MR. CHERNIKHOWSKY:   A:   That's correct, yes.   

MR. KUNG:   Q:   And at BCUC IR 1.30, Fortis stated that 

they would adopt another protocol if it became the 

dominant home automation over ZigBee.  Is that -- do 

you recall that response?   
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MR. LOSKI:   A:   Sorry, could you confirm, Mr. Kung, was 

it BCUC IR No. 1, question 30?   

MR. KUNG:   Q:   Round 1, question 30, yes.   

MR. CHERNIKHOWSKY:   A:   So again, reading the answer, I 

see that, yes, again, we have proposed that the HAN 

functionality be included with the meters.  I'm not 

sure what you're referring to in terms of the 

upgradability.  

MR. KUNG:   Q:   Just give me a second.  That's fine.   

  Would you agree with me that the American 

market is most likely to drive the protocols and 

standards in terms of ZigBee or SEP? 

MR. CHERNIKHOWSKY:   A:   I think it's fair to say that 

there is a large number of utilities in the United 

States, and there's a large number of vendors in the 

United States.  So it's probably a reasonable 

assumption.   

MR. KUNG:   Q:   Thank you.  And at this point, there is 

no -- there are no current standards and in fact FERC 

is recommending that a new body be formed in order to 

determine -- set those standards.   

MR. CHERNIKHOWSKY:   A:   Standards with respect to --  

MR. KUNG:   Q:   I'm sorry, with respect to the protocol 

of communications and security with respect to AMI 

infrastructure.   

MR. CHERNIKHOWSKY:   A:   So, for that, I would take you 
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to our subsequent response to BCUC IR 30.2, and our 

response there and still is the case is that ZigBee 

does have a dominant market share currently in North 

America, and it is the only standards-based protocol 

offered by AMI vendors.  So at this point if -- it is 

a -- if nothing else, a de facto standard.   

MR. KUNG:   Q:   Thank you.  Is it in your opinion 

possible to run a network with 100 percent certainty 

against hacking?   

MR. CHERNIKHOWSKY:   A:   I suspect that each member of 

the panel would have a response to that.  My first one 

is that I would argue that anyone who considers their 

security to be impenetrable would be both complacent 

and delusionary.  As a concept, we refer to something 

called "defense in depth" when we talk about the 

security of information.  And essentially what that 

refers to is the use of layers to protect the 

information that you're securing.  And further, beyond 

those layers, you put in place systems such as 

intrusion detection systems and in our case we also 

conduct periodic audits to confirm that everything is 

working the way it should be.   

   Proceeding Time 2:48 p.m. T50 

  So those aren’t systems aren’t to say that 

we don’t believe our systems work, but as far of our 

defence and best practices, we want to confirm that 
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all of our systems are working.  Further, if there’s 

any new vulnerabilities identified, we want to address 

them.  So it reminds me very much of the old Cold War 

slogan, “Trust but verify.”  

  So it’s on that basis, yes, that I would 

say that our existing systems and the system that 

we’re proposing is secure. 

MR. KUNG:   Q:   I'm not sure that was the question I 

asked.  Perhaps other members of the panel would like 

to address the question.   

MR. SWANSON:   A:   To consider something to be 100 

percent unhackable is, as Paul I think answered, is 

probably unreasonable and that is why we go with the 

defence in tab 4, security in depth, which provides a 

multi-layer security for everything from procedural to 

technical.  So that means that there’s a series of 

protective layers that were taken from a technical 

standpoint and from a procedural standpoint.  When I 

say procedural, that includes the human factor.  

There’s more to security than the electronic 

component.  There’s also the human factor involved.  

So we have to have all those controls in place. 

  We have been subject to the controls 

implemented -- or required by the Mandatory 

Reliability Standards for British Columbia.  We have 

gone through an audit with them and we’ve gone through 
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penetration testing through third parties.  We have 

passed all of those tests.  But to say that we’re 100 

percent unhackable, given unlimited time and 

resources, is unreasonable. 

  So we do everything we can from a security 

standpoint.  We’ve had to perform these kind of checks 

on an ongoing basis over the last several years, ever 

since we’ve had communication going over wires or 

through the air.  So this is not anything new to 

FortisBC. 

MR. KUNG:   Q:   Thank you.  One final question.  In terms 

of the meters themselves, would a meter that’s not 

connected to a network be hackable? 

MR. STUBER:   A:   Yes.   

MR. KUNG:   Q:   Can you elaborate on that? 

MR. STUBER:   A:   Sure.  The meters that are sold today 

in North America are electronic devices.  Those 

electronic devices, even if they don’t have a network 

interface, still have interfaces, and those interfaces 

could be used by an attacker to attempt to hack them.   

  Within Itron, we take security very 

seriously and we go through a process wherein we train 

our engineers with respect to developing threat 

models, how to code their product, how to design the 

product and how to write the code for the product in 

such a fashion that it’s secure.  We also go through a 
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process of both internal and external penetration 

testing of the product.  So we bring hackers in and 

have them attack the product and fix anything that 

they find.  

  But when we think about one of these 

devices, the interfaces are still there even if we 

don’t have a network interface, so the -- an optical 

interface and that potentially could be used as an 

avenue for attack, and we’d have to take the same 

precautions that we do with a network device with a 

non-network device. 

MR. KUNG:   Q:   And in that situation the hacker would 

have to be physically connected to the device, 

correct? 

MR. STUBER:   A:   Correct. 

MR. KUNG:   Q:   Thank you, panel, those are my questions.   

MR. MACINTOSH:   Mr. Chair, just before Mr. Kung departs, 

just a small point, but while we have him at the 

podium, he asked a question which Mr. Chernikhowsky 

answered which was the question of whether the system 

was 100 percent secure, and Mr. Chernikhowsky gave an 

answer which, in my respectful view, was comprehensive 

and sophisticated.  And it was in part where he said, 

“We operate on the process of trust but verify,” and 

so on.  Then my friend said, “Well, I’m not sure that 

responds to my question.” 
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  Well, my friend’s uncertainty isn’t what 

concerns me.  I don’t want an assertion in written 

argument that a witness was non-response.  So if my 

friend wishes to pursue that in some way, or imply 

that there was any lack of responsiveness, I’d prefer 

that that happen now instead of in final argument. 

THE CHAIRPERSON:   Thank you.  Would you like to comment 

on that? 

MR. KUNG:   I believe my question was answered in the 

follow-up and the comment was with respect to the 

conclusion of Mr. Chernikhowsky’s response, which was 

not directly related to the question. 

THE CHAIRPERSON:   Thank you. 

MR. KUNG:   Thank you.  

MR. FULTON:   Electoral Area D, Regional District, Central 

Kootenay, Mr. Shadrack.   

THE CHAIRPERSON:   As Mr. Shadrack comes up to conduct his 

cross, I might just ask how long he thinks he’s going 

to be.  Based on the number of books coming up, I 

think it may be a while, which we welcome, but I’m 

just thinking if you are going to be a while in your 

cross-examination, just in keeping with trying to 

maintain a smooth flow we might have our afternoon 

break at this point.   

MR. SHADRACK:   I have three areas, and originally I 

didn’t think when I spoke to Mr. Fulton that I’d spend 
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a lot of time, but it could be up to half an hour.   

THE CHAIRPERSON:   Okay, I think we’ll have a quick break 

now.  It’s five to three.  We’ll reconvene at 3:10 and 

ask Mr. Shadrack at that stage to begin his cross-

examination.   

 (PROCEEDINGS ADJOURNED AT 2:54 P.M.) 

 (PROCEEDINGS RESUMED AT 3:08 P.M.)  T51/52 

THE CHAIRPERSON:   Please be seated.   

MR. MACINTOSH:   Mr. Chair, there is one request for 

information thus far, and Mr. Chernikhowsky can 

respond to it now, if that's acceptable.   

MR. CHERNIKHOWSKY:   A:   Yes.  So there was a question 

from counsel for BCPSO with respect to the cost of the 

firmware upgrades.  And I can confirm that firmware 

upgrades are included in the ongoing maintenance 

agreement portion of the contract, and so there would 

be no incremental costs beyond those already 

identified in the financial analysis for that.   

THE CHAIRPERSON:   Thank you.  I might just make one 

comment.  During the break, the Hearing Officer, Mr. 

Bemister, asked me about opportunities for individuals 

that are not interveners to make presentations.  And I 

did comment on that this morning.  But I just wanted 

to remind people to set the record straight that they 

should check with Mr. Fulton if they have a desire to 

make a presentation to the panel.  And we'll make 
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arrangements that are appropriate.  Again, if people 

do register with Mr. Fulton. 

  Sir?  You look like you're loaded for bear 

there.   

MR. SHADRACK:   Good afternoon, Mr. Chairman, Panel. 

CROSS-EXAMINATION BY MR. SHADRACK: 

MR. SHADRACK:   Q:   There are three areas on which I'd 

like to cross-examine the panel this afternoon.  One 

is in relation to the opening statement, and I think 

there is, if you like, something missing from that.   

  The way Fortis has framed security, I don't 

think they're talking about customer security.  And 

that's one issue I want to raise this afternoon.  And 

then I want to talk about two aspects of wireless 

security, one of which hasn't been dealt with at all 

this afternoon.   

  So, Mr. Loski, in your statement, if we can 

turn to your conclusion, 14, 15, and 16.  The opposite 

of security, in my opinion, is feeling threatened.  

And you talked in paragraph 16 about a vocal minority 

arguing against applications, and I would draw your 

attention to Appendix E of your application, the 

Illumina Research Partners data, on page 8 of 9, where 

it refers to comments about advanced metering or smart 

metering programs.  And I'd refer you to the 

Castlegar-Kootenay column on that page.  It says in 
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relation to this application the net positive on the 

survey was 39 percent, the neutral was 23 and the 

negative was 30. 

  So I want to put it to you, Mr. Loski, that 

it's not a minority that are concerned about your 

application.  It's a large number of people.  In this 

instance, these are your figures that you got from 

your research contract.  We have 53 percent who are 

either neutral on this application or think it's 

negative.  So that's the -- is that -- that's the 

opposite of the kind of security you're talking about.   

  Let's --  

THE CHAIRPERSON:   Is that a question or --  

MR. SHADRACK:   Q:   Yes.  Isn't that the opposite?  

You're talking about security.  What about security of 

the customer?  Their ability to feel secure in the 

service you're delivering.   

MR. LOSKI:   A:   So, I guess, speaking of security, we're 

-- I'll try and be responsive here, but I'm trying to 

understand how that question here -- I think the 

question that's being posed to me is more talking 

about the -- you know, the customer opposition to this 

project for various reasons, and putting that in the 

terms of security.  Security, as I understood it 

defined here, related -- in terms of scope, related to 

the security of the customer data and the customer 
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information and the electric grid, which is what I 

alluded to in the opening statement with respect to 

security.   

Proceeding Time 3:14 p.m. T53 

MR. SHADRACK:   Q:   Okay, well, if I take you to 8-5 of 

your application, maybe we can drill down a bit on 

this.  Page 142.   

MS. HERBST:   I'm sorry, could you provide a reference for 

that?  

MR. SHADRACK:   It's the application, B-1.   

MS. HERBST:   B-1.  

MR. SHADRACK:   Section 8-5, on page 142, and what I 

specifically want to refer to is 21 to 22, 23.   

MR. LOSKI:   A:   Okay, I have the section here.  I'm not 

sure I'm on the right page here.   

MR. SHADRACK:   Q:   Yeah.  Would you like me to read the 

wording out for you?   

MR. LOSKI:   A:   So I'm on page 142, under section 8.5, 

customer refusals.   

MR. SHADRACK:   Q:   Yes.  And what you say at line 21 in 

your application is: 

"After three months of refusal to provide 

access to exchange the meter, in absence of 

extenuating circumstances, suspensions of 

the customer service until the advanced 

meter is installed."  
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MR. LOSKI:   A:   Yes, I see that.  And, Mr. Chairman, 

certainly expecting to get into this issue, but this 

was one issue that I had anticipated responding to in 

our health and environment panel, the second panel, 

because certainly here I think there is some follow-up 

here that other members of the panel and specifically 

Mr. Warren would also be involved in the response to 

that.   

THE CHAIRPERSON:   So is this a topic, then, that you want 

to have Mr. Shadrack raise in panel number 2?  

MR. LOSKI:   That would be my preference, sir, and that's 

certainly what I was intending, so we'll leave it to 

you.   

MR. SHADRACK:   I certainly agree, Mr. Chairman, that 

there is a health aspect to this, but in terms of 

Section 7 of the Charter which talks about security of 

the person, and the fact that we're dealing here with 

a monopoly, I as a customer, and my constituents, do 

not have a choice in the service that we receive.  If 

we live on Fortis's service territory, then we have to 

get our power from Fortis.   

MR. LOSKI:   A:   I guess I'll address the one thing that 

was mentioned there.  Because again I think this is in 

my view, at least, respectfully, is outside of the 

scope of this panel as it relates to security.  And I 

say that because I heard a discussion here about -- or 
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a mention there by Mr. Shadrack about the security of 

the Charter.  And presumably I believe that's talking 

about the Charter of Rights and the Constitution.   

  What I will say in response to that is that 

everything that we're doing here, and what we've 

proposed with our AMI project is consistent with all 

applicable legal frameworks, and everything that's 

outlined in this customer refusals section is 

consistent with current business practice and as is, 

you know, set out in the existing tariff.   

THE CHAIRPERSON:   I'm just going to add a comment here.  

And if you refer to our Order G-177-12, which set out 

the scope of the issues, "security" was defined there 

to include the potential unauthorized interception of 

information -- and then in brackets "utility 

information", not just personal information -- and 

includes interception by FortisBC of information 

belonging to a customer or by a customer of utility 

information, not just interception by third parties. 

  That was the scope of the topic of security 

that was to be -- have been included in the oral 

hearing.  And so, Mr. Shadrack, I believe your 

question, although an interesting one, is not within 

the scope that was defined by that Order.   

MR. SHADRACK:   Well, I'll -- I don't want to get into a 

back-and-forth.  I'll simply observe when I see 14, 
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15, and 16, that's what's in Mr. Loski's statement.  I 

think it goes outside of what we were going to 

discuss.   

   Proceeding Time 3:19 p.m. T54 

  Mr. Loski also in (a) talks about use of 

other devices, wireless devices in the home.  But 

again what I see is that that’s optional.  And I think 

there’s a real security issue for customers around 

this.  The customers feel threatened by what Fortis is 

doing.  I’m not saying it’s a majority.  And that’s 

the opposite of security.  But I mean if you want me 

to raise that under health tomorrow, then I’ll come 

back and raise it under health. 

THE CHAIRPERSON:   Well, I think as you’re preparing for 

that, I’d encourage you to go back and look at the 

scoping document to just satisfy yourself that your 

line of questioning is within the scope that was 

defined.  And again I make those comments in the 

spirit of trying to help and provide direction. 

MR. SHADRACK:   Q:   So I’d now like to turn to Mr. 

Chernikhowsky.  When considering the wireless option, 

one of the questions I’ve got for you is that in terms 

of your current distribution and transmission lines, 

are they secure?   

MR. CHERNIKHOWSKY:   A:   They’re as secure as reasonably 

practical, obviously, and when I refer to that, 
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there’s two aspects of security first of all.  There’s 

the security in terms of their performance in being 

able to deliver power to customers.  Certainly we do 

have outages.  So is the system 100 percent secure in 

terms of delivering power to customers?   No, I would 

say that that’s unrealistic for any utility.  Are the 

information systems that operate the power systems 

secure?  I would say yes.   

MR. SHADRACK:   Q:   Okay.  So do you have a level of 

vandalism with your transmission lines and 

distribution lines?  I mean do you have people who 

attack them? 

MR. CHERNIKHOWSKY:   A:   Yes, we do have occasional 

damage that occurs to our system from outside parties.   

MR. SHADRACK:   Q:   Okay.  Now, I also understand, if I 

go to the responses to IR No. 3, and I’m referring to 

page -- make sure I get the right answer.  Yeah, if we 

go to page 12 of your response to my question 13, this 

is -- oh, I can’t remember the number.  I’m sorry.  

It’s responses to IR question number 3.  

COMMISSIONER MORTON:   What exhibit number would that be? 

MR. SHADRACK:   Is it E-34?  B-34, sorry. 

MR. CHERNIKHOWSKY:   A:   Mr. Shadrack, are you referring 

to your IR No. 1, question number 3? 

MR. SHADRACK:   Q:   Yes, sorry.  This is the February 22nd 

submission back to me.  I can read it out and then you 
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-- I think the question is fairly simple.   

MR. CHERNIKHOWSKY:   A:   We could try that.   

MR. SHADRACK:   Q:   All right.  What you say in your last 

sentence is: 

“FortisBC and other utilities have used 

telephone lines and fibre optics to transmit 

data between meters and collection points on 

a small scale generally for large industrial 

metering.” 

  So you have data coming from a meter along 

a wire that you use for your large industrial 

metering.   

MR. CHERNIKHOWSKY:   A:   We say that has been used.  In 

fact right now we do have essentially what I would 

refer to as advanced type meters, what we call 

interval meters, on our large customers that provide 

us with interval readings, hourly readings as well, 

and we actually communicate with those wirelessly 

right now.   

Proceeding Time 3:24 p.m. T55 

MR. SHADRACK:   Q:   But the question that I wanted to ask 

you is has that method of transmitting data been 

secure?  Have there been any security problems with 

it, in terms of people being able to hack that data or 

get at it?  I mean, that's the issue before us right 

now, isn't it?  And so what I'm trying to determine, 
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as I said, which is more secure?  Is it the wireless 

or is it the wired?  In that sense.  Is it  -- is this 

secure?  Are there some points of weakness on this?   

MR. CHERNIKHOWSKY:   A:   Okay.  Well, the whole aspect of 

wired versus wireless security is one that I'll defer 

just for now.  But with respect to those meters, in 

all cases they are dial-up meters, meaning that it was 

either you would dial up through a phone line or you 

dial up through a cell phone modem.  So they are 

accessible, I'll say, by third parties.  But they are 

secure and we have not any security breaches with 

them.   

MR. SHADRACK:   Q:   Okay.  Now, in terms of wireless, 

I've got a number of concerns.  The first question I 

would ask is, if you set up a wireless network with 

collection points across the landscape -- I mean, the 

meter becomes wireless, but it's still only one meter 

and it's on the property.  You're setting up now two 

networks.  You have a distribution and transmission 

system, and then you have a separate collection 

network.  And they won't necessarily be in the same 

place, will they?   

MR. CHERNIKHOWSKY:   A:   I struggle a bit with the 

response to that, because almost by definition the 

meters are going to be where there is service to a 

customer.  So in general, there will be transmission 
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and distribution infrastructure in the vicinity of the 

meters and hence the communications network will also 

be in the vicinity of the meters, and therefore the 

TND system.   

MR. SHADRACK:   Q:   But anyone who's tried to set up WiFi 

in remote and rural areas, hilly and mountainous 

areas, know that you have to put it up line of sight 

so that you can do things.  Your transmission lines 

don't necessarily follow the same line of sight, so 

your -- is it not true that your wireless collection 

network and your distribution and transmission network 

could end up in two different places?   

MR. CHERNIKHOWSKY:   A:   It is possible, but I'll say 

it's unlikely.  One of the main advantages of the 

Itron OpenWay system is that the meters are able to 

communicate between themselves, and so they are able 

to use adjacent meters to communicate information back 

to the collection points.  So, even though there may 

not be line of sight from one end of, say, a 

distribution feeder to another, there is enough line 

of sight between the adjacent meters to provide that 

communications network.   

MR. SHADRACK:   Q:   And is it not also true as well, 

though, that in terms of that collection system, it's 

going to be vulnerable to vandalism?  Now, you may say 

no more than your existing transmission lines or 
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distribution lines.  But it's going to be in the open.   

MR. CHERNIKHOWSKY:   A:   Any infrastructure that is 

available to the public, yes, is potentially subject 

to vandalism.  I struggle to see how whether it's 

wireless or wired really makes any difference, because 

either one relies on infrastructure, however.   

MR. SHADRACK:   Q:   Well, as I understand it, if I go 

back to page 11 of that same question that I 

originally asked you, when I asked you about the fact 

that Fortis has been using telephone lines and fibre 

optic, what I understand from wired, whether it's PLC 

or the track system, is that there is no equipment 

between the substation and the meter.   

MR. CHERNIKHOWSKY:   A:   Well, certainly there is 

equipment.  It's the power lines itself.   

MR. SHADRACK:   Q:   The information, whether it's coming 

from the meter to the substation or going from the 

substation to the meter, is contained within the wire, 

and therefore it's less vulnerable.   

MR. CHERNIKHOWSKY:   A:   No, I disagree.  Again, you 

still have collection equipment back at the 

substation.  You have information being conveyed along 

the wires themselves, which are subject to vandalism.  

You also have what are referred to as "bridging 

devices" at every location where you have a 

transformer, essentially where we step down the 
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voltage that we supply to the customer.  Each one of 

those locations needs what's referred to as a bridging 

device, and then you have the supply to the customer's 

home.  All of those are potentially subject to 

vandalism.   

MR. SHADRACK:   Q:   Well, Mr. Stuber, I understand you're 

developing as a company, and maybe I can ask, do you 

deploy wired meters elsewhere in the world outside of 

North America, as a company?   

MR. STUBER:   A:   We do.  In my responsibilities for 

Itron, I look at cyber security and standards across 

our entire product portfolio.  And we have PLC 

offerings in Europe.  We have RF offerings as well.  

What we have found generally is that the differences 

in the distribution system and the differences in the 

regulatory environment mean that PLC works very well 

in Europe.  It does not work as well in the U.S. and 

Canada.  Similarly RF work very well in North America 

but -- 

Proceeding Time 3:30 p.m. T56 

MR. SHADRACK:   Q:   I want to be very careful here.  I’m 

not wanting to stray over into debates about bandwidth 

and other.  I’m asking this from a security point of 

view, and the sole issue I’m trying to get at here is 

which is more secure?  Information going down a pipe 

or information that’s transmitted through the air?  
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Which is least hackable? 

MR. STUBER:   A:   So I would make the argument to you 

that information going down a wire is not inherently 

more secure.  Security comes from what we do to do 

that information, the application of cryptographic 

techniques, encryption, digital signatures, et cetera.  

When we think about RF versus a wire, really what 

we’re -- the intuition is driven around the 

accessibility of the media, and when we think about 

sending something over the air, clearly we all have 

access to that.  The assumption there sometimes is 

that somehow we have less access to the physical 

wires.   

  In point of fact, when it comes to PLC, 

that’s actually not necessarily the case.  For 

example, in a PLC system, you’re going to end up 

having the signal that’s injected on the line 

available to everyone else that’s connected to that 

line.  And instead of having to go through the process 

of putting together a radio that can sync with the 

rest of the system, all I have to do is plug into the 

outlet within my home.  When we think about RF 

systems, since we have this issue of the media being 

available to everyone, there’s a number of precautions 

that we need to take.  From a regulatory standpoint 

we’re required to restrict how often we are on any 
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given particular frequency.  So we have to jump around 

in the band that we’re using.  As we jump around, 

we’re required to do that on a pseudo-random basis, 

which is to say for any outside observer, it has to 

look like noise.  It has to be non-deterministic as to 

where the devices are going to be next from a radio 

standpoint. 

  So as an attacker, to access something over 

RF, I would have to put together a radio that 

understands that hopping sequence and is in the right 

place at the right time to inject or retrieve or 

intercept that signal.  As an attacker when it comes 

to an PLC system, all I have to do is hook up to a set 

of wires.  I think as a good analogy here, it’s 

actually much easier for me to tap your landline that 

it is to tap your cell phone, for the same reasons. 

MR. SHADRACK:   Q:   The next thing I want to go to is the 

meter itself and the ability to access the 

information.  I’m going to illustrate things and 

you’ll have to forgive me, I’m a lay person but -- so 

we have a chip in the meter, right, that sends out the 

data.   

MR. STUBER:   A:   There are multiple chips in the meter. 

MR. SHADRACK:   Q:   Okay.  So this is my VISA card.  It’s 

a chip card.  I recently had an experience whereby 

CIBC phoned me up in the morning and said, “Sir, were 
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you online gambling last night?” and I said, “No, I 

wasn’t.”  “Well, someone was and they spent $5,000.”  

This card was in my wallet.  So they had to cancel it 

and I asked, “Well, what happened?”  And they said, 

“Well, apparently while you were purchasing somewhere, 

someone was able to read this card and access the 

data.”  And I assume this card’s encrypted.   

MR. STUBER:   A:   I think you’re making some assumptions 

about the -- 

MR. SHADRACK:   Q:   Okay. 

MR. STUBER:   A:   -- technology infrastructure that’s 

used there that may not be founded.   

MR. SHADRACK:   Q:   I mean the other thing is, I mean 

here’s my enhanced driver’s licence and I have to put 

it inside a protective sleeve so that it can’t be 

read, because apparently if I don’t do that someone 

can read the data on this card as I'm walking down the 

street. 

  The point I'm trying to make is, wireless 

signals and things are very hackable, aren't they? 

Proceeding Time 3:35 p.m. T57 

MR. STUBER:   A:   Again, I would disagree.  What I would 

say in terms of the examples that you've cited is that 

has to do with the end-to-end data security.  And the 

weakness, for example, with chipped credit cards is 

that the security envelope doesn't actually extend all 
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the way to the end device, the credit card.  In the 

case of the AMI system, the data is encrypted and 

signed, and all the way from the software running on 

servers at Fortis to the meter itself, and at no point 

along that path is that data decrypted, and at no 

point are there keys cached within the system.   

MR. SHADRACK:   Q:   Okay.   

MR. CHERNIKHOWSKY:   A:   And so, and further beyond that, 

again, we need to keep in mind the data that actually 

is transmitted, just to reiterate previous testimony, 

was that the only data that's transmitted is 

consumption information and a meter ID.  There is no 

personal information transmitted in there.  So, yes, 

maybe in a theoretical sense, if someone had 

sufficient wherewithal and resources to intercept the 

data, they may be able to decode it and determine a 

consumption value.  Whether they would be able to 

modify it and send it back into the system, I would 

suggest that that would be something for Mr. Stuber to 

speak to, but again, it would be extremely unlikely.   

MR. SHADRACK:   Q:   And then the last line of 

questioning, I want to follow up on some questioning 

that Mr. Andrews and Mr. Kung had.  Because I want to 

make sure I heard this correctly.   

  And that's in relation to being able to get 

information from an Itron OpenWay meter.  C13-7 I 
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provided, and that was my second round of questions.  

Some printouts of a Blueline Innovations unit.  And I 

asked a question at 3-1.  And I want to read it out, 

because Fortis never answered that question. 

  In relation to the data that was presented, 

it was in the form of two dates of data.  It showed 

consumption usage.  "Will Fortis please confirm that 

over time a customer could determine from reading 

their smart meter log which appliances and equipment 

were using what amount of electricity and consequently 

so could anyone else using the same device?"  The 

point I was trying to make was that anyone could put a 

device on the meter and do the same thing as this 

constituent of mine did, and what I'll say is, I don't 

want to reveal the name, but this person worked for 

the Texas Border Security.  And he says to me, it 

can't be very secure if I can read this.  And this -- 

I found it really interesting, because I thought I 

heard in response to Mr. Kung that there is an LED 

light on the top and that can be encrypted so that you 

-- the Blueline can't read it. 

   Well, this device was attached to an Itron 

OpenWay meter, deployed by B.C. Hydro in the northern 

part of my area.  My area is split between B.C. Hydro 

and Fortis.  And so some of the Itron meters have 

already been deployed.  They're there.  And he 
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attached his Blueline device to that meter and read 

this consumption data.  And so I'm saying if he can do 

it, so can anybody else.  So where is the security?   

MR. MACINTOSH:   Mr. Chair, before the panel seeks to 

respond to those remarks, I do ask Mr. Shadrack to put 

a question that has a bit more focus to it.  There 

were about 15 implications in his remarks which makes 

it almost impossible to respond to in any meaningful 

way.  The question began with an assertion that Fortis 

hadn't responded to certain questions, which I believe 

Fortis had, and if Mr. Shadrack wants to look at the 

IR in question to back that up, I would ask that he do 

so, and not just leave it sitting on the record.   

  And I would ask him to try and focus the 

question.   

MR. SHADRACK:   Maybe I can ask the question in stages, 

then.   

THE CHAIRPERSON:   That would be helpful, yes, thank you.   

MR. SHADRACK:   Q:   Okay.  So the first stage is, I asked 

Fortis originally whether, given what we saw in the 

data -- 

   Proceeding Time 4:40 p.m. T58 

MR. LOSKI:   A:   Could you give us a reference please, 

Mr. Shadrack?  We can look at it and -- 

MR. SHADRACK:   Q:   Okay, C13-7.  At the end of the 

questions there are some printouts.   
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MR. LOSKI:   A:   Was there an IR and which number? 

MR. SHADRACK:   Q:   It was my third question in the 

second round of questions, and at the bottom of that 

document were two printouts of a Blueline device 

showing power consumption.  Have you found what I’m 

referring to? 

MR. LOSKI:   A:   We’ve got the response here so -- 

MR. CHERNIKHOWSKY:   A:   We don’t have your original -- 

MR. SHADRACK:   Q:   It’s C13-7.   

MR. CHERNIKHOWSKY:   A:   Okay, so yes, we have the graphs 

in front of us here.   

MR. SHADRACK:   Q:   So there were two questions.  The 

first one is, couldn’t a customer over time, given 

that they can read this data, determine how they were 

using the electricity?  In other words, couldn’t they 

drill down by beginning to understand the pattern of 

these graphs, what equipment is firing up when? 

MR. CHERNIKHOWSKY:   A:   Okay, to approach this, and I 

need to respond to it in two parts.  The first one is, 

are these graphs correct and are they producible?  

Absolutely.  And what this device essentially is is a 

-- Blueline manufactures an instrument that reads 

either the pulses that come out of the meter that are 

produced as you consume energy, or in the old style 

meters -- and the Blueline device is usable on 

electro-mechanical meters as well, can read the 
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rotation of the discs in the meter.  And from that it 

produces real-time consumption information and can be 

used to derive these graphs.   

  From a security point of view, I’m not sure 

how that’s relevant, however.  The reason I say that 

is because you have to have physical access to the 

meter to install the Blueline device on.  I as a 

customer myself can go and purchase one of these and 

put it on my meter and I would produce a graph like 

this for myself.  My neighbour could theoretically 

purchase one as well and also put it on my meter and 

obtain the same consumption information.  Hopefully I 

would notice something would be attached to my meter 

some day, and so I’m not sure exactly what the 

security implication with respect to AMI is.  This 

issue exists today.  Anyone can walk up to a meter and 

read the dials on it and read your consumption.  The 

Blueline device will allow you to do that somewhat 

wirelessly as well. 

  The AMI system, however, does not record 

data at anywhere near this resolution.  That’s a key 

difference.  If you look on this graph you can see 

literally second by second changes in consumption.  

The AMI system does not do that.  It simply records 

the energy used in an hour and aggregates it and sends 

that back 24 times in one day.  You would not be able 
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to replicate this data from the AMI system. 

MR. SHADRACK:   Q:   So you’re saying that that was 

deployed on a mechanical meter. 

MR. CHERNIKHOWSKY:   A:   No.  I was saying it could be 

deployed either on a mechanical meter or an electronic 

meter, because in the case of electronic meters they 

have an infrared LED on top that replaces that 

physical disc, and essentially that light blinks 

periodically to indicate when power is being used, and 

it blinks more frequently the more power that’s being 

used.   

Proceeding Time 3:45 p.m. T59 

MR. SHADRACK:   Q:   But we are agreed that Blueline's 

just one device.  That there are devices that could 

read a meter.  That could bug a meter, if you like, 

and read this --  

MR. CHERNIKHOWSKY:   A:   There are devices that can read 

that pulsing infrared LED, yes.  Again, that is not 

relevant with respect to advanced metering, because 

that LED is present on non-advanced meters as well.  

The meters that we deploy today have those LEDs as 

well.   

MR. SHADRACK:   Q:   Now, you're saying it's not relevant.  

And this is where I thought I heard you say that -- in 

response to Mr. Kung or Mr. Andrews, that you can turn 

that LED light off, so that people can't read it.  Was 
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I correct in hearing that?  Or did I mis-hear you?  

MR. CHERNIKHOWSKY:   A:   No.  I may have provided an 

incorrect impression there.  Again, there are two 

interfaces on the meter, effectively.  Well, there is 

more than two, but there are two with respect to this 

issue.  There is that pulsing LED, which indicates how 

much consumption is being used.  In addition to that, 

there is an optical port on the front which is used 

either for configuring the meter or for downloading 

information.  The optical pulsing LED that I referred 

to, that interfaces to the Blueline device, is always 

on.  We would have no reason to turn that off.   

  The optical port, however, because it is a 

potential security vector into the meter, requires a 

security device to get through, and would not be 

accessible from the customer's use.   

MR. SHADRACK:   Q:   So what's the difference in the 

information here, that I would be able to read?  

Because what I'm hearing you say, and I'm only a lay 

person -- what's the difference?  You're saying with 

one, the information could be read, and the other 

can't.  Well, what's the difference for the customer 

in terms of them feeling secure that information in 

relation to their consumption isn't going to go out to 

the broader world?  I mean, maybe I can explain. 

  One of the fears that some people have 
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around these meters and this data is that other 

corporations are going to be able to get hold of this 

data and use it for advertising purposes, in terms of 

knowing how many times you use your dryer, or 

whatever.  And I'm trying to drill down and find out 

exactly what information you can get.   

MR. CHERNIKHOWSKY:   A:   Okay, well, respectfully, I 

would suggest first of all that that issue is more 

rightly addressed with respect to privacy and how 

FortisBC uses the consumption information.  However, 

to the question at hand, as to the difference in 

information that can be achieved from the meter 

itself, the LED pulsing again is a snapshot in time.  

It's simply telling you how much power is being used 

at that instant.  If you have access to the optical 

port, yes, you could download the consumption 

information contained within the meter.  It would be 

exactly the same information, however, that FortisBC 

would be receiving back at our data centre.  It would 

be hourly consumption aggregated into those hourly 

buckets.  There is no difference in the meter than the 

information that we would have as well.   

MR. STUBER:   A:   If I can clarify slightly, the optical 

port allows you to have a conversation, where it's a 

two-way conversation.  The LED that the Blueline 

device connects to, it just blinks.  Every time there 
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is a little bit of consumption, it blinks.  That's the 

only thing it does.  And the Blueline device is a 

glorified counter.  It just counts the number of 

blinks.   

MR. SHADRACK:   Q:   Okay.  And that's the last area I 

want to go to.  You basically, as I have understood 

it, are planning to place in the meter two devices.  

One for you to collect information and feed it back to 

yourself, and one that would allow the homeowner to 

set up a HAN network.  Am I correct in what I've 

understood today?  In other words, the ZigBee is 

specifically designed to put feedback into the 

homeowner's house.   

MR. CHERNIKHOWSKY:   A:   I believe Mr. Stuber addressed 

that fairly directly earlier, that there is a register 

in the meter that contains the consumption information 

and then, yes, it is transmitted back to FortisBC over 

wireless radio and is potentially available for 

customer use by the ZigBee radio.   

MR. SHADRACK:   Q:   But I do want to confirm in answer to 

3 what you said was, a Blueline in-home display is a 

viable alternative to a ZigBee-based in-home display. 

So, we could -- you could deploy these meters without 

ZigBee, and individual customers could use Blueline 

and there are a number of other devices that would 

allow them to access the same information from your 
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meter, is that not correct? 

Proceeding Time 3:50 p.m. T60 

MR. CHERNIKHOWSKY:   A:   Two points.  One is, first of 

all, the Blueline device itself is wireless.  It 

communicates wirelessly from the device that you 

attach to a meter, to the device in your house.  The 

second thing is that it does not actually give you 

same information.  The Blueline device simply gives 

you consumption information, whereas in the case of 

the ZigBee interface to the meter, FortisBC would be 

able to send you other information beyond just your 

consumption.  For example, we could provide you with 

pricing information.  If it was, again in the future, 

if there were different rate structures approved, 

pricing information, critical peak time information 

and just general messages could be conveyed.  Outage 

information, for example. 

  So it does not convey the same information. 

MR. SHADRACK:   Q:   Well, I want to go back to Mr. Stuber 

on this.  My understanding, and I provided evidence in 

this hearing to this effect when I responded to some 

BSCA questions, is that all of the information that 

Mr. Chernikhowsky has just talked about can be made 

available by a company on their own website to the 

customer through a portal.  So it doesn't have to be a 

wireless interface from the meter to the house.  They 
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can get it direct off the internet or on their cell 

phone.  That's my understanding.  That's correct.  So 

there are other alternatives to putting a ZigBee in 

that will give you the ability.  Am I correct on that? 

MR. CHERNIKHOWSKY:   A:   That is a valid option.  

However, that presumes that the customer, of course, 

does have the internet connection and has access to 

that.  Whereas in this case, the customer would not 

have to subscribe, for example, to the internet 

service or have access to it to get that same 

information. 

MR. SHADRACK:   Q:   And am I also not correct -- correct 

me if I'm wrong, that the Blueline device, and I think 

I mentioned it, can also be set up so that it's wired 

as well.  It doesn't have to be wireless. 

MR. CHERNIKHOWSKY:   A:   It does have a wire option, but 

generally the models that are sold are usually 

wireless. 

MR. SHADRACK:   Thank you very much, Mr. Chairman, that 

concludes my cross-examination. 

THE CHAIRPERSON:   Thank you. 

MR. FULTON:   Riding of B.C. Southern Interior. 

CROSS-EXAMINATION BY MR. ATAMENENKO: 

MR. ATAMENENKO:   Q:   Thank you.  I don't have as much 

information as Andy to bring up here.  I'm going to -- 

I'm just going to ask some general questions that I 



FortisBC Inc. CPCN for AMI                         
Volume 2, March 4, 2013  Page:  296 
 

 1 

 2 

 3 

 4 

 5 

 6 

 7 

 8 

 9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

Allwest Reporting Ltd.,  Vancouver, B.C. 

hope are appropriate.  I know we've touched on them, 

and I know -- and I'll start by saying, Mr. Stuber, 

you mentioned that cyber security insures hacking 

cannot happen.  So I'm just wonder in reading through 

some of the material in preparation that there have 

been instances in other parts of the world, I know in 

Puerto Rico, where they'd packed in and, you know, 

they lost $400 million in one year.   Germany, I know 

the FBI on this. 

  In order to insure a fool proof system have 

you taped into -- have you investigated what's been 

happening in other parts of the world, so obviously -- 

hopefully we don't make the same mistakes here? 

MR. STUBER:   A:   We certainly do track these incidents.  

I think the Puerto Rico incident's an interesting on 

in that it wasn't actually a proper hack or 

vulnerability.  It was employees misusing tools and 

access that they had. 

MR. ATAMENENKO:   Q:   You see, one of the reasons for 

this, as a Fortis customer, I want to make sure that, 

you know, we're not putting in a system that's losing 

money because people are hacking into it, so then my 

bill goes up.  You know, and I'm sure we all -- if you 

introduce a system, you want to ensure that it's as 

efficient as possible. 

  Is it possible -- I know we talked about 
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hacking into the current system, and is it possible, 

more possible with the proposed system for somebody 

from another part of the world to attack, to attack 

the current wireless technology or the smart meter 

system so that, for example, you know, the power could 

be shut off, whether it's disconnected inadvertently 

by someone hacking into the system?  Are we opening 

ourselves to that? 

Proceeding Time 3:55 p.m. T60 

MR. STUBER:   A:   Can you clarify the question? 

MR. ATAMENENKO:   Q:   I'm just thinking that if we have  

-- we introduce the system that you're proposing, is 

it easier for someone from another country or another 

part of the world to attack the system and to shut it 

down, for example, so that my power goes off, than it 

is now under the current system?  Are we more 

vulnerable is what I'm saying. 

MR. STUBER:   A:   So, my answer to that would be no.  

When we think about different parts of the world, this 

solution is one that is deployed locally, that is 

using local communications to speak back to the Fortis 

solution.  With respect specifically to the 

disconnect, the disconnect capability requires both a 

digital signature that is put in place on the message 

by a -- what we call a hardware security module, which 

is basically a military grade piece of technology that 
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holds the -- of an asymmetric encryption keys, 

specifically the private keys, that are used to sign 

messages. 

  In addition, the message is encrypted with 

the key that is unique to the device.  So, to have any 

sort of ability to trigger that within the confines of 

the system you would need to have access to the head-

end of the system and Fortis has network policies and 

procedures in place to address questions of securing 

their network. 

MR. ATAMENENKO:   Q:   Thank you.  The other question is 

more of a local, and I know we've touched upon this, 

but I'm still not clear in my mind.  Is there 

protection in place, say, to prevent -- I know we have 

people misusing the current system.  Like it's grow-

ops and other operations, and one of the reasons is 

that we want a better system so that we can prevent 

that. 

  Is it possible to use magnets to falsify 

information?  Is it possible to have what some people 

term as a middleman between this mater and slave meter 

to kind of offset or to ensure that the data is not 

correct?  And are you -- will we have a system in 

place to ensure that that doesn't happen?  Because 

these are concerns that have been raised, once again, 

in other parts of the world. 
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MR. STUBER:   A:   So there are a large number of ways 

that someone interested in perpetrating energy theft 

could attempt to work around the system.  Candidly, 

jumper cables pops immediately to mind.  A wire around 

the meter and the meter won't meter.  One solution 

that is used to address that and addresses it 

relatively effectively is to compare the readings of 

the individual end-points to readings higher up in the 

chain.  What we would call a balance meter. 

  That having been said, as we think about 

the system and the security of the system, as I said 

at the start, there's a large number of ways that 

people could attempt to break into the system, and we 

make every effort to evaluate those different avenues 

of attack and make sure that we have ways of 

addressing them and defending against them. 

  In cases where a technical control was 

insufficient, that is in cases where it may not be 

possible to prevent something, we make sure that we 

have a way of detecting things.  So, for example, when 

it comes to removing the meter and just connecting the 

blades to each other, we have tamper information that 

is recorded by the device. 

MR. SWANSON:   A:   Mr. Atamenenko, I wanted to clarify in 

the previous question, you had also include the 

question regarding a financial implications hacking 
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into our system.  Just to be clear, the AMI network 

does not access any of our financial systems.  The 

financial systems are behind firewalls in our data 

centre.  It's again, simply consumption.  So, the data 

we have there is there now and protected behind 

firewalls, and audited on an annual basis by third 

parties to ensure its security. 

  So the financial piece we hold separate 

from the AMI component. 

   Proceeding Time 4:00 p.m. T62 

MR. ATAMENENKO:   Q:   Thank you, Mr. Swanson.  I guess I 

was referring to the fact that if Fortis is losing 

money, then at some point in time that may show up on 

my bill, and that we as consumers then would have to 

make up the loss because there wasn’t enough 

protection.  But I think you’ve answered my question, 

so thank you. 

  Lastly I just have a couple of questions.  

I know this may touch on privacy, but my question is:  

Who owns the data being collected? 

MR. LOSKI:   A:   So with regard to the consumption 

information, that’s the property of the utility. 

MR. ATAMENENKO:   Q:   So are the regulations strict 

enough to provide accountability for this, the current 

regulations for this information? 

MR. LOSKI:   A:   To make sure I’m getting the question 
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right, the legislation -- maybe repeat the question, 

sorry. 

MR. ATAMENENKO:   Q:   Well, maybe I’ll do -- like, I’ll 

expand a bit.  Do the existing laws, regulations and 

standards apply to the personal information collected, 

created within and flowing through the smart grid 

system? 

MR. LOSKI:   A:   Yes.  The Personal Information and 

Privacy Act of 2004 is applicable here, and we today 

and will continue to do so, if the -- you know, after 

the AMI project is approved, assuming it is approve, 

we will abide by those -- by that legislation.  And we 

have our privacy policy which was submitted into the 

record under Exhibit B-9, Attachment 2, where we set 

out our privacy policy, and it is consistent then with 

what is required under the PIFA I mentioned.  

MR. ATAMENENKO:   Q:   Thank you, Mr. Loski.  My last 

question.  Can this information be sold to third 

parties such as a marketing agency, or is there 

something in place that would prevent that? 

MR. LOSKI:   A:   Two things I would say to that.  First 

of all, currently we do not do that.  We do not sell 

customer information nor do we intend to, and it is 

against both our privacy policy and the legislation to 

do so without customer’s consent. 

MR. ATAMENENKO:   Q:   Thank you, gentlemen, for your 
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answers.  Thank you. 

THE CHAIRPERSON:   Thank you. 

MR. MACINTOSH:   Mr. Chair, I deliberately refrained from 

objecting with respect to the last two or three 

questions, which are out of scope because they’re 

privacy questions, because in fairness to the 

questioner he just had one or two three questions and 

it was easier to deal with it than it was to have an 

argument about an objection.  But I would raise sort 

of flag so to speak, to advise other questioners of 

the importance generally of staying in scope.  And if 

privacy comes up, for example, I would endeavour to 

shepherd it back to the topics which are in scope.   

THE CHAIRPERSON:   Yes, thank you.  I, like you, thought 

that it was best to let the two or three questions 

run.  I did, as you will recall, draw the questioning 

back to topic earlier this afternoon, and it’s just a 

good reminder to everyone to -- the importance to stay 

within the parameters that have been set. 

  Mr. Fulton. 

MR. FULTON:   Mr. Chairman, Keith Miles. 

CROSS-EXAMINATION BY MR. MILES:    

MR. MILES:   Q:   Mr. Chair, members of the panel, just a 

couple of quick questions and they do relate, I think, 

to security in a way.  And you may have answered it in 

the volumes of material that I have that I haven’t 
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found yet -- or that you have sent along.  But data 

persistence.  What is happening to the data for how 

long?   

MR. SWANSON:   A:   Just to clarify a little bit, are you 

referring to the persistence -- 

MR. MILES:   Q:   Of what information you collect from the 

field. 

MR. SWANSON:   A:   So are you referring to our retention 

policy? 

MR. MILES:   Q:   Yes, that’s what it is, yeah. 

MR. SWANSON:   A:   So at FortisBC we retain customer 

information as long as they are a customer of 

FortisBC.   

MR. MILES:   Q:   From residence to residence?   

MR. SWANSON:   A:   If they stay within our service 

territory we retain their information from residence 

to residence, yes.   

MR. MILES:   Q:   Is that accessible by the customer at 

any point in time? 

MR. SWANSON:   A:   The customer can call into our contact 

centre and access their information whenever they 

would like, yes. 

MR. MILES:   Q:   Would they be able to access that online 

other than via the home area network? 

MR. SWANSON:   A:   I think we’re moving off -- 

MR. MILES:   Q:   Sorry. 
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MR. SWANSON:   A:   -- on a different subject here.  I’d 

just like a clarify a little bit.  Are you asking 

currently what is available or what would be available 

in the future? 

Proceeding Time 4:05 p.m. T63 

MR. MILES:   Q:   Under the proposed AMI, will the 

customer have access online to this information in a 

secure fashion?   

MR. SWANSON:   A:   Yes.  In our proposal, we have 

proposed a customer portal that will give -- allow 

customers to access their personal information, their 

consumption information online, yes.   

MR. MILES:   Q:   Which leads in again to a security issue 

and the question of secure storage.  How is the 

storage being secured?   

MR. SWANSON:   A:   So, the storage of our customer 

information, consumption and personal information, is 

stored on our servers at FortisBC within our data 

centres.  The data centers are behind firewalls that 

are kept current and we assure they're kept current by 

third-party audits on an annual basis.  The customer 

that would access their information through the 

internet would be given a username and password to 

access their specific information, as you would for 

your bank account or any other online service.   

MR. MILES:   Q:   Very well, and in the event of a 
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catastrophic incident, is the data stored elsewhere 

also?   

MR. SWANSON:   A:   FortisBC has an active backup data 

centre that has the same rigours as the primary data 

centre for the backup of customer information.   

MR. MILES:   Q:   So at any given point in time, if there 

was a catastrophe, you lost your office, then you 

would be able to restore it in another location?   

MR. SWANSON:   A:   That is correct.  

MR. MILES:   Q:   All right.  The home area network aspect 

of this communication system is something on account 

of the customer.  In other words, he'll set up his own 

link to the meter with your approval, and you would 

set it up.  Is that correct?   

MR. CHERNIKHOWSKY:   A:   Yes, fundamentally, that is 

correct.   

MR. MILES:   Q:   All right.  In the event there is, say, 

a compromise that occurs at the customer's end, would 

you blame the customer for that?  You wouldn't 

intervene in resolving that?   

MR. CHERNIKHOWSKY:   A:   Yeah.  I'd ask you to explain 

that a little bit further.  I'm not sure what you mean 

by a --  

MR. MILES:   Q:   Well, if the home area network that's on 

the customer's side is compromised by some form, would 

that be the responsibility of the customer?   
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MR. CHERNIKHOWSKY:   A:   If the compromise occurred in 

the customer equipment, FortisBC by definition 

wouldn't have any responsibility for that.  FortisBC, 

all we're simply providing is again that 

communications link from the meter back.  The 

structure in the customer's premises, however, would 

be owned by the customer.   

MR. MILES:   Q:   Right.  And --  

MR. CHERNIKHOWSKY:   A:   And maintained by the customer.   

MR. MILES:   Q:   Yeah.  I understand that.  So there is 

in essence a security hole once you get beyond your 

meter into the home area network area then that may 

not be something you have control over.   

MR. CHERNIKHOWSKY:   A:   It's as secure as the equipment 

that the customer chooses to use, yes.   

MR. MILES:   Q:   Right.  Very well, I think that's about 

all my questions I have, thank you very much.   

THE CHAIRPERSON:   Thank you, Mr. Miles.   

MR. FULTON:   Mr. Flynn.   

CROSS-EXAMINATION BY MR. FLYNN: 

MR. FLYNN:   Q:   Mr. Chairman, panel.  Experts.  As I 

mentioned before, I spent -- I had top secret code 

word clearance, security clearance.  Everything I did 

in the intelligence business was encrypted at the 

highest level, made privy to the Prime Minister and to 

our intelligence allies in the NSA, in Washington, and 
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the GCHQ in Great Britain.  So I'm quite familiar.   

  I actually ran our largest intelligence 

station in Canada.  I had 200 radio operators 

reporting directly to me.  So I'm very sensitive to 

security.   

  You made a number of statements that I 

could not accept easily.  Talvent were hacked within 

2012, and they -- one of the world's largest juicers. 

They were hacked.  A similar firm in Calgary that also 

produces -- 

THE CHAIRPERSON:   Mr. Flynn. 

MR. FLYNN:   Q:   -- encryption systems for your SCADA 

systems.  

Proceeding Time 4:10 p.m. T64 

THE CHAIRPERSON:   Mr. Flynn.  Mr. Flynn, I'm going to ask 

you to ask questions, please.  Because what you're 

going through right now is not in the form of a 

question that's appropriate for cross-examination.   

MR. FLYNN:   Well, the listening audience, and the chair, 

for that matter, and the panel, you're hearing 

FortisBC assert that their systems are secure.  But I 

have evidence that proves that it is not secure.   

THE CHAIRPERSON:   Well, this -- but, Mr. Flynn, this is 

not the time for you to introduce evidence.  This is 

the time for you to cross-examine the expert panel.  

So I suggest that you -- if you have concerns about 
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the positions that they have put forth, I suggest that 

the appropriate thing to do is to ask them questions 

to flesh out your differences, rather than introduce 

evidence at this stage.   

MR. FLYNN:   Q:   Are you aware that the Ontario Privacy 

Commissioner volunteered on record that the smart 

meters mesh grid networks are indeed a treasure trove 

for hackers?  Thieves?  Mass marketers?  

Merchandisers?   

MR. MACINTOSH:   Well, Mr. Chair, with respect, that's a 

sort of a speech riding as a question.  But it's not 

central to this application and I do ask that the 

questions be linked a little bit more to the 

application.   

MR. FLYNN:   I have a military perspective on things.  If 

this were a perfect world, and were Canada the only 

country, and we were all honest people, I would accept 

what you're saying.  But unfortunately we're not.  And 

we have -- from my own experience I am aware, for 

example, that the Secretary of Defense in the U.S. of 

A. has come out fairly recently and he has said that 

17 out of the 18 --  

THE CHAIRPERSON:   Mr. Flynn.  Mr. Flynn, I'm going to ask 

you to stop, please.   

MR. FLYNN:   Okay.   

THE CHAIRPERSON:   Because again, this is an opportunity 
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to cross-examine the panel.  It is not an opportunity 

for you to introduce evidence.  And what you're doing 

at the moment is introducing evidence.  And you may 

have a question buried in there, and I respect that, 

but I'm going to ask you to look at your material and 

if you have questions that are legitimate questions, 

appropriate questions, to be asking this panel, then I 

would ask you to do that. 

  Now, it may be that you're not -- you 

haven't organized your material in that way, and I 

respect that.  I don't know -- Mr. Fulton, do we have 

additional parties to cross-examine today?   

MR. FULTON:   No, we do not, Mr. Chairman.   

THE CHAIRPERSON:   So Mr. Flynn is the last individual.  

What I was going to suggest is that you might take the 

evening to review your material and with the guidance 

that I've tried to provide, but perhaps guidance that 

Mr. Fulton could provide after we wind up for the day, 

you'd be welcome to start the day off tomorrow with 

appropriate cross-examination.  So that's an option.   

MR. FLYNN:   Okay.  Well, thank you for that, and I do 

apologize if I'm doing something incorrect here.  

However, this is a brand-new experience to me.  It's 

vitally important that I get the truth out.  And I'd 

like to ask you if I cannot bring it out now, when can 

I bring it out?  
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THE CHAIRPERSON:   Well, you can bring the truth out by 

asking questions of a cross-examination nature of this 

panel.  That's what this section of the hearing is 

designed to do.   

MR. FLYNN:   With all due respect, Mr. Chair, how do I ask 

the panel what the Secretary of Defense for the U.S. 

of A. has said just recently concerning the stupidity 

of the -- it's indefensible to think in terms of a 

wireless system for an electric power grid.   

   Proceeding Time 4:14 p.m. T65 

  If you have any understanding of electronic 

warfare, if you have any understanding of electronic 

warfare weapons, you know that there are things called 

HARP.  You know there are things called electro-

magnetic pulses.  You know that there are direct 

energy weapons.  We even know that Iran has these 

weapons.  We know that North Korea has these weapons.  

And yet here we are talking about something as 

indefensible -- 

THE CHAIRPERSON:   Well, the other thing we’re talking 

about, Mr. Flynn, is we’re not talking about the 

entire electrical system here.  We’re talking about an 

application for a Certificate of Public Convenience 

and Necessity to install advanced meters in the Fortis 

territory. 

MR. FLYNN:    With all due respect, Mr. Chairman, what 
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we’re really talking about here is the North American 

power grid, because that’s exactly what this is.  It’s 

not just B.C., not just Canada, this is the North 

American power grid.   

THE CHAIRPERSON:   Mr. Fulton, do you have something to 

say?   

MR. FULTON:   Yes, I do, Mr. Chairman.  I would ask, as 

you have asked Mr. Flynn, to either ask questions that 

elicit answers, or to take the night to think about 

questions that can be asked and answered rather than 

making arguments that are based on evidence which may 

or may not be on the record. 

  Mr. Flynn has filed evidence and he will be 

cross-examined on that evidence.  FortisBC has asked 

to cross-examine him.  The procedural letter talks 

about cross-examination.  It’s a question and answer 

session.  And if Mr. Flynn has documents that he wants 

to put to the panel, then fine, you can ask questions, 

subject to any objections there might be from Fortis 

as to the timeliness of these documents. 

  But the purpose, as you have noted, is to 

ask questions and obtain answers.  And so everyone 

else today has respected that process, and so I’m 

asking Mr. Flynn to do that as well, as I believe you 

have, Mr. Chairman. 

THE CHAIRPERSON:   So, Mr. Flynn, I’m going to ask you to 
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take the evening to review the exhibit that outlined 

the process for today, or for the oral hearing, and 

prepare your questions appropriate to a cross-

examination situation, which we have here, and we will 

start the day off with you tomorrow morning. 

MR. FLYNN:   Mr. Chairman, how do I ask the question 

concerning, for example, radio figure printing?  This 

is a technology that was -- it’s over 60 years old, 

but the gentleman, Mr. Loski, made the comment that 

the smart meters, the data cannot be -- they cannot 

differentiate between appliances.  Technology 60 years 

ago, we could tell whether it was a -- 

THE CHAIRPERSON:   Mr. Flynn, what I’m going to ask you to 

do is meet with Mr. Fulton following the stand-down of 

our hearing today, and if you have questions of that 

nature, questions in terms of how to ask the question, 

how to phrase the question, Mr. Fulton is quite happy 

to give you some guidance in that respect.  So I’d ask 

you to consult with him and we look forward to your 

questions tomorrow morning.   

  With that I’m going to -- unless, Mr. 

Fulton, you have anything else to deal with.  Have we 

had any requests to you today for submissions? 

MR. FULTON:   No, we have not.   

THE CHAIRPERSON:   Okay, then I will adjourn the oral 

hearing for the day.  Thank you, panel, we’ll look 
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forward to seeing you again tomorrow morning and we’ll 

commence at 9:00 a.m. tomorrow morning. 

MR. FULTON:   Thank you, Mr. Chairman. 

 (PROCEEDINGS ADJOURNED AT 4:18 P.M.) 

 


